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Chapter 1

Introduction

1.1 Cyber-Physical Systems and Autonomy

Cyber-Physical System (CPS) is a physical and engineered system whose operations are monitored,
controlled, and integrated by a computing device with communication capability [6]. While there are several
other definitions, they share the same underlying principle that a CPS uses the powerful logic of the computing
device to monitor and control the dynamics of the physical system. The recent proliferation of low-cost
sensors, high-capacity and small form-factor computing devices, and the revolution in wireless communication
has made CPSs ubiquitous in our everyday application sectors like automobiles, aerospace, manufacturing and
infrastructures, healthcare, and the military. However, increased complexity, domain interdependence, and the
dynamic operating nature of modern systems have raised a safety concern [6, 7, 8, 9].

This concern is further aggravated by data-driven approaches such as artificial intelligence and ma-
chine learning being used to design CPSs. These methods have a fundamental advantage of handling
high-dimensional state-space and learning control actions from data rather than models. This capability
of the data-driven approach has resulted in the wide usage of machine learning (ML) techniques like deep
learning [10] and reinforcement learning (RL) [11] being used as perception and planning components in
several CPS applications such as autonomous vehicles (AV) [4], unmanned underwater vehicle (UUV) [12, 13],
autonomous industrial robots [14, 15], and unmanned aerial vehicle (UAV) [16, 17]. These components trained
using ML approaches are popularly referred to as learning enabled components (LECs). CPS operating with
LEC:s is referred to as “autonomous CPS” in this work.

An example of autonomous CPS control architecture for perception and control can be seen in Fig. 1.1.
A perception component (e.g., LEC) observes the environment using different sensors (e.g., camera, lidar,
radar), interprets the sensor readings to generate target actions (e.g., trajectory), and provides the interpreted
information to the controller. The controller uses the interpreted sensory information with additional feedback
from the plant to apply a control action (steer, throttle, and brake) to the plant, which changes the physical
state of the plant. This feedback loop is referred to as the inference cycle, which is performed continuously to
continue the system operation.

These autonomous systems have shown exceptional performances for tasks such as autonomous driving [18,

4], object detection [19, 20], and image classification [21, 22]. However, accidents such as Tesla’s autopilot
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Figure 1.1: Control architecture of an autonomous CPS.

crash [23] and Uber’s self-driving car accident [24] illustrate the technical debt [25] of the LEC that is
leading us to designs that are not safe. The primary reason for this mistrust is the black-box nature of ML
components, which hinders the use of classical software testing strategies (e.g., code coverage, function
coverage) and verification approaches (e.g., model checking, reachability analysis). There has been some
progress in designing tools and techniques for testing [26, 27] and verifying [28, 29] these components.
However, widespread applicability remains questionable. The uncertainty, inaccuracy, and non-determinism

introduced by the LECs make the safety problem even worse.

1.2 Safety Assurance of Cyber-Physical Systems

Safety engineering is a discipline that assures that the engineered systems are acceptably safe to operate
in their intended environments. While there are several definitions of safety, Dezfuli, Homayoon, et al. [30]
define safety as “freedom from those conditions that can cause death, injury, occupational illness, damage to or
loss of equipment and property, or damage to the environment”. CPSs that operate in regulated safety-critical
fields must undergo a stringent certification process involving several audits to ensure the system complies with
the industry safety standards. Several design-time safety assurance approaches (also called static approaches)
have been proposed over the years to assure safety and ensure the systems abide by the set standards. These
approaches have been used to engineer safe systems or augment safety into pre-developed systems. They
involve the application of special engineering skills, analysis tools, and techniques for defining the system’s
safety requirements, identifying the system hazards, performing a risk assessment of the identified hazards,
and managing them by designing control procedures to mitigate or alleviate the risk to an acceptable level [31].

A timeline of some of the well-known design-time approaches is illustrated in Fig. 1.2 and they include:
verification and validation [32, 33], testing [34, 35], risk management [36, 37], and assurance cases [38, 39].
These approaches have become integral to several industry standards by demonstrating their effectiveness in
reducing fatal accidents. For example, the assurance case (AC) has been the most widely adopted approach

in recent years. An AC is a documented body of evidence that provides a valid argument that a system’s
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Figure 1.2: A timeline of the key design-time safety assurance approaches.

property is satisfied for a given environment, subject to several assumptions about the system and its operating
conditions [38]. Several standards such as the DO-178B [40], ISO 26262 [41], SOTIF [42], and UL4600 [43]
have deemed AC as a viable approach for assuring the safety of the system.

However, analysis of several aerospace accidents such as the Ariane 5 launcher [44] in 1996, the Mars
climate orbiter in 1999 [45], and the Mars polar lander in 2000 [46] reveal several shortcomings of the
design-time approaches [47]. A few relevant shortcomings are: (a) inadequate specification and flawed review
process despite applying safety engineering, (b) mismatch in the assumptions about the intended and the actual
operating environments, and (c) inappropriate risk assessment, which wrongly assume that the risk decreases
over the system’s operation, and (d) deficiencies in detection, collection, and use of runtime safety-related
information, which was the prime reason for these accidents.

From these problems, an observation can be made that there is a mismatch in our understanding of “how
the system is expected to operate” and “how the system actually operates” (observation 1). As discussed
by Denney et al. [48], this misunderstanding creates a gap in the safety argument and the assumptions under
which the system was developed at design time, and the actual assumptions at runtime. This gap has been the
root cause of several accidents in the past [49, 50, 44]. Also, the fact that the design-time safety arguments are
effectively static does not help manage this gap. Therefore, these problems have made the design-time safety
assurance approaches insufficient and incapable of capturing the complexity and uncertainty introduced by the
LECs [51, 52], and the dynamic operating nature of the modern CPSs [48, 50, 53, 54].

A partial solution to these problems, as suggested by Leveson, is to continuously monitor at runtime
all the assumptions that are involved in building the design-time safety arguments [55]. While monitoring
the assumptions is a feasible option, it is sometimes hard to identify how and when these assumptions are

invalidated (observation 2). This is because, in addition to the explicit assumptions that are listed in the
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Figure 1.3: A timeline of the key runtime safety assurance approaches.

safety documents (e.g., weather conditions, sensor faults), the safety arguments could often involve several
implicit assumptions, which are undocumented and hard to detect. For example, inductive biases (e.g., training
data, model hyperparameter) are one such assumption involved in the training of the LECs. Such implicit
assumptions often go unnoticed at design time and could lead to problems like out-of-distribution (OOD) data
problem for LECs [56, 57]. The invalidation of these assumptions can increase the system’s risk of entering a
catastrophic consequence.

Several runtime assurance approaches have been designed over recent years to address the problems
with the design-time approaches. A timeline of some of the well-known runtime approaches is illustrated in
Fig. 1.3 and they include: dynamic risk assessment [58, 59, 60], simplex architecture [61, 62, 63], runtime
verification [64, 65], safety certificates [66, 67], system health management [68, 69, 2, 70], and dynamic
assurance case [48, 71]. These approaches are mostly the runtime extensions of the design-time safety
approaches listed previously. For example, the dynamic AC is a design-time AC with empty evidence
placeholders that will be completed with monitor results at runtime [53, 72]. Recently, some of these

techniques are being applied in a limited capacity for autonomous CPSs [73, 74, 75, 76, 77, 78].

1.3 Dynamic Safety Assurance Framework

While the runtime approaches have been shown to overcome some problems of the design-time techniques,
they cannot wholly replace the design-time assurance models generated before deployment. This is because
the safety standards and the certification process are coupled tightly with the design-time safety approaches,

especially the AC (observation 3). There is unlikely to be a change in the certification process in the near
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Figure 1.4: Overview of the proposed dynamic safety assurance framework, which is a synergy between
the design-time assurance case and runtime monitors that (a) detect violations in the design-time assurance
assumptions, (b) assess an increase in the system’s risk because of the assumption violation, and (c) mitigate
the risk by selecting a suitable control strategy. All these components require abundant data that is generated
by the data generator.

future. It is evident from our observations about the existing assurance approaches, the problems (uncertainty
and non-determinism) introduced by the LECs, and the changing requirements (operate in dynamic operating
conditions) of modern CPSs that either of the approaches is independently insufficient to tackle the safety
problem. We hypothesize that the design-time and runtime approaches must be combined to provide continuous
safety assurance throughout the system’s operational lifetime.

To perform continuous safety assurance, this research proposes the “dynamic safety assurance” approach,
which is a synergy between the design-time and runtime assurance approaches. The overall objective is
to perform “through life safety assurance” of autonomous CPS, a concept coined by Denney et al. [48]
for conventional CPS. The idea is, to begin with, the design-time assurance models and include a range of
monitors that considers runtime information about the system’s operating condition and operational state
(including information on system faults) to detect violations in the design-time assurance assumptions. Then,
once the violation is detected, dynamically select a suitable action to mitigate the risk introduced to the
system because of the assumption violation. Recently, there have been some ongoing research efforts [48, 71]
towards achieving this objective of continuous safety assurance of autonomous systems. To join the effort,
this dissertation provides a fully-fledged dynamic safety assurance framework for autonomous CPS, shown in
Fig. 1.4. This work also discusses the research challenges in implementing the framework components and
provides a solution approach for each identified problem.

The framework begins with the automated development of a static assurance case, which holds the

safety arguments for the system and the assumptions under which they are valid. Once these arguments and



the assumptions are available, the framework has three components to perform the following activities at
runtime. Detect invalidation of the design-time assumptions and identify the factor(s) responsible for the
problem. Especially, this work is interested in detecting the violations of the closed-world assumption in
training the LEC, resulting in the OOD data problem. Assess the system’s operational risk, given the operating
conditions, the known sensor and actuator faults, and information from system monitors. Mitigate the risk
by dynamically selecting a suitable control action for the system. Finally, there is a data generator, which
provides an automated data generation mechanism required for designing and training the other components
of the framework.

However, designing these components is non-trivial because of two reasons. First, the increasing complexity
of these autonomous CPSs has made the assurance process complex, labor-intensive, and time-consuming
because of the activities that involve managing numerous requirements, curating a large number of artifacts
and evidence, and developing and managing huge ACs, among others [79]. Second, the dynamic assurance
components are targeted to operate on small-scale CPS testbeds like the DeepNNCar [80], F1-10 car [81]
and BlueROV2 underwater vehicle [82] that have short inference times (50 - 100 milliseconds) and limited
onboard computational resources (e.g., Raspberry Pi, NVIDIA Jetson TX2). Thus, the efficient design of these

components is a critical requirement.

1.4 Motivating Research Questions

In developing the proposed dynamic safety assurance framework, a set of five research questions are
formulated, each associated with one of the five components in the framework. These questions, while being

abstract, describe the key problem and the solution approach devised in this work to overcome the problem.

RQ1: In safety-critical CPS that requires certification, how to automate the AC development process
to reduce the certification cost and time? Safety certification is essential in several regulated safety-critical
CPS domains such as automotive [83], aviation [84], and medical devices [85]. ACs are increasingly being
integrated into safety standards [40, 41], establishing the minimum requirements for certifying the system.
However, the ever-increasing complexity of these systems has made the certification process complex, labor-
intensive, and time-consuming because of the activities involving managing numerous requirements, curating
a considerable number of artifacts and evidence, and developing and managing huge ACs. For example,
according to the Federal Aviation Administration (FAA), the certification of a new commercial aircraft can
take between 5 and 9 years [86] costing upwards of 100 million dollars.

Today, these ACs are manually developed by human experts from different domains, making the develop-



ment process expensive and time-consuming. Automating the development process is essential to avoid human
errors in preparing the AC reports and reducing the certification cost and time. Addressing this problem is
beneficial for designing the dynamic assurance component - 1 of the proposed framework (see Fig. 1.4).
Automating the overall assurance process is not feasible because it has always been a human-centered
activity with expert interpretation required for societally sensitive matters, e.g., harm and risk. However,
other tasks like generating system design artifacts, component evidence, and developing graphical ACs can
be automated and integrated into the design process. Currently, dedicated programs such as the DARPA
Automated Rapid Certification Of Software (ARCOS) [87], and European AMASS (Architecture-driven,
Multi-concern and Seamless Assurance and Certification of Cyber-Physical Systems) consortium [88] are
looking into developing tools and techniques to automate the certification process. To join the effort, the

proposed framework develops a workflow that allows for semi-automated development and evaluation of an AC.

RQ2: How to efficiently perform OOD detection and factor identification on multi-labeled high-
dimensional sensor data (e.g., images) at runtime? As discussed earlier, the OOD data problem is a principal
example of a violation of the closed-world implicit assumption made at design time in training the LEC. To
better explain this problem, consider the two phases of the LEC operations. A training phase in which the
components are trained using multi-modal sensor datasets, and an operational phase in which the trained
LEC predicts the control actions needed for the system. The fundamental problem is that the LEC training
is performed under the closed-world assumption that the operational data are independent and identically
distributed (IID) from the same distribution as the training dataset [89]. However, when deployed into the
open world, the operational data can be OOD to the training dataset [90]. Research findings [56, 26, 27]
have shown these components to perform erroneously when tested with OOD data. There has been abundant
research [91, 92, 93, 94, 95, 96] in identifying OOD data. However, there are two challenges in directly
utilizing these approaches. First, the autonomous CPS targeted in this work use high-dimensional sensor data
such as images, which requires additional resources and time for detection. These requirements are often
unavailable on the low-resource platforms (e.g., DeepNNCar [80]) being targeted in this work. Second, the
OOD data can manifest in several ways depending on the changes in the data factors (e.g., image features). In
addition to detection, finding the root cause(s) factors causing the problem is also critical. For example, one or
more image features such as the time of day, precipitation levels, and traffic density may change simultaneously,
making an image OOD. Identifying the changing factors is beneficial for selecting a suitable mitigation strategy
in our approach. Addressing these problems is necessary for designing the dynamic assurance component 2 of
the proposed framework (see Fig. 1.4).

To efficiently perform detection on high-dimensional data such as images, this dissertation presents a work-



flow that designs and trains a detector to generate a low-dimensional representation of the high-dimensional
data on which both OOD detection and factor identification are performed. Detection of lower-dimensional

representation requires lesser computational resources and a shorter time.

RQ3: How to quantitatively compute the system’s operational risk at runtime by combining the risk
calculated at design time and information from runtime detectors? Violations in the design-time assump-
tions could potentially increase the system’s risk at runtime, possibly leading to a catastrophic consequence.
System risk management [31] and Safety risk management [1] have been widely adopted risk assessment and
management strategies in the aviation industry. These strategies involve two steps:(1) identifying the system’s
threats and hazards and (2) calculating a risk score for each threat based on the prior incidents (accidents)
involving the threats. The risk is often computed qualitatively using a risk matrix [37] or safety models such
as Bow-Tie Diagram (BTD) [97]. The risk calculated from these approaches is then compared against a
pre-selected threshold to validate the assurance argument at runtime.

These approaches are widely adopted in domains such as aviation (FAA widely adopts the risk matrix
for risk calculations). However, the risk computed from these approaches is primarily gathered through a
post-consequence analysis activity that involves analyzing a system accident to identify the cause and initiate
corrective actions to prevent future errors. From a dynamic assurance standpoint, such design-time risk
information is inefficient at runtime because the evolving system operations and operating conditions could
potentially introduce new hazards or failures to the system, which cannot be accounted for by the design-time
calculations. Handling this requires a “proactive assessment’ strategy that incorporates runtime information.
Addressing this requirement is necessary for designing the dynamic assurance component 3 of the proposed
framework (see Fig. 1.4).

This dissertation presents a framework called ReSonAte (Runtime Safety Evaluation in Autonomous
Systems) to perform a proactive risk assessment of the system at runtime. The framework combines the prior
probabilities of the system’s hazards (curated at design time) with the information from runtime detectors to
compute the system’s operational risk. The BTD model is used to combine the prior hazard probabilities with
the runtime information from different detectors to update its likelihood of occurrence during the system’s

operation.

RQ4: How to dynamically select a control action that can mitigate the risk posed to the system? One
commonly used approach for providing safety assurance to CPS is the use of controller-redundant architectures
such as the simplex architecture [61] and controller sandboxing [98]. Indeed, such techniques have been

successfully used in automatic landing simulation of an F-16 aircraft [99], unmanned aerial vehicles [100],



remote-controlled cars [101], and industrial infrastructures [102]. Verification-based variants like linear matrix
inequality [63], reachability analysis [98], and safety certificates [103] are also widely used for decision
making. These architectures augment a safety controller and a decision logic to a CPS with a high-performing
but unverifiable controller (also called the performant controller). The logic is usually trained with a single
objective of safety. Under unsafe operating conditions or system faults, the decision logic switches from the
performant to the safety controller to maintain safety.

While these approaches have shown promising results, there are two major limitations. First, decision
logic is typically trained offline. While offline training provides the advantage of invoking the policy almost
instantaneously when making decisions, such policies can often become stale in non-stationary and dynamic
conditions [104, 105, 106]. Second, the decision logic is usually designed to only perform a one-way switch,
i.e., when the system under consideration detects an imminent threat to safety, the logic dictates a switch from
the performant controller to the safety controller. Once the logic switches to the secondary controller, the
control remains with it forever (barring some exceptions that perform the reverse switch based on system
stability [107, 108, 109]). However, once the threat no longer exists, using the safety controller could delay or
ignore the system’s mission-critical objectives [110]. Addressing these limitations is necessary for designing
the dynamic assurance component 4 of the proposed framework (see Fig. 1.4).

To address these limitations, this dissertation presents two extensions to the conventional simplex ar-
chitecture: the “weighted simplex strategy” and the “dynamic simplex strategy”’. These extensions employ
an adaptive and online decision logic that focuses on the system’s safety and performance objectives. The
decision-making problem is formulated as a Markov Decision Process (MDP). The first approach performs a
weighted blending of the two controllers with the weights being learned using RL and a two-objective reward
function focusing on safety and performance. The second approach performs a two-way switching among
the controllers. The switching decision is performed by an online Monte Carlo tree search (MCTS) heuristic

focusing on balancing both system objectives.

RQS5: How to automatically generate data required for designing the dynamic assurance compo-
nents? Each component of the proposed framework requires a lot of data from different operating modes
and operating conditions of the system. For example, calculating the system’s operational risk of colliding
with a pedestrian crossing the road (threat) will require data from (1) the system operating under different
weather conditions (e.g., no rain, low rain, high rain) and (2) the system’s operating modes including sensor
fault conditions. The existing approaches generate the data manually or use samplers like random or grid
searches to sample from a distribution of expected weather conditions and modes in which the system will

operate. These approaches can slow the data generation process and may also miss sampling high-risk scenes



required for the probability computation. Addressing this demand for new samplers is necessary for designing
the dynamic assurance component 5 of the proposed framework (see Fig. 1.4).

This demand requires an automated data generation mechanism with efficient and intelligent samplers. In
this regard, this dissertation presents a framework called ANTI-CARLA, built on the popular open-source
autonomous driving simulator CARLA [111]. The framework provides a set of conventional samplers (random
and grid search) and adversarial samplers to automatically generate data from nominal (scenes within the

training boundary) and high-risk scenes (scenes with adverse weather conditions or system sensor faults).

1.5 Scope of Dissertation

The remainder of this dissertation describes the work performed to answer the questions posed in developing
the dynamic assurance components. The key publications addressing these questions are shown in Table 1.1.

Chapter 4 addresses the research question RQ1 by developing a workflow for automating the AC de-
velopment. The workflow uses modular assurance arguments called “patterns” with the system artifacts
(e.g., hazards, risk, system models) to automatically synthesize a comprehensive AC for the system. The
generated AC is then automatically evaluated using two coverage metrics, and a report is generated with
additional insights into the generated AC to aid the evaluation process. Chapter 5 addresses the research
question RQ2 by developing an automated workflow that performs OOD detection and feature identification
of images on a lower-dimensional latent representation. This representation is generated using a variant of
the variational autoencoder called the -variational autoencoder. The concept of disentanglement is used in
generating a representation in which each latent distribution is sensitive to changes in only one input image
feature while being invariant to changes in the others [112]. This capability of the disentangled latent space
allows us to perform efficient detection using significantly fewer latent distributions (8) compared to the
reconstruction-based approaches (currently, the state-of-the-art approaches in OOD detection) that requires a
higher number of latent distributions (1024). Also, a mapping between input image features and the latent
distributions is learned by performing a sensitivity analysis on the disentangled latent space to identify the
feature(s) responsible for the OOD problem.

Chapter 6 addresses the research question RQ3 by developing a dynamic risk assessment framework called
Runtime Safety Evaluation in Autonomous Systems (ReSonAte). The framework uses the BTD model, which
allows us to combine the prior probabilities of the system’s threat calculated at design time with runtime
information from system monitors to dynamically calculate the system’s operational risk at runtime.

Chapter 7 and Chapter 8 addresses the research question RQ4 by providing two extensions to the conven-
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Research Question Relevant Publications

RQI [113, 114, 93]
RQ2 [115, 116]
RQ3 [117]
RQ4 (118, 119]
RQ5 [80, 120]

Table 1.1: Summary of key publications addressing the research questions posed in this dissertation

tional simplex architecture. The first extended simplex architecture discussed in Chapter 7 is the weighted
simplex strategy, which performs a weighted blending of the two controller actions. Weights are learned using
RL and a two-objective reward function focusing on safety and performance. The second extended architecture
discussed in Chapter 8 is the dynamic simplex strategy, which uses a decision logic designed with the online
MCTS heuristic to select an optimal controller that maintains the system’s performance and safety objectives.
Finally, designing and training each dynamic assurance component of the proposed framework requires a
lot of data. For example, calculating the prior probability of the system’s threat for risk assessment requires a
wide selection of system data from nominal and high-risk scenes (e.g., adverse weather conditions, sensor
faults). For this, a data generation framework called ANTI-CARLA is presented in Chapter 9 to answer the
research question RQS. The framework uses a scenario description language with adversarial samplers to
generate data from nominal and high-risk scenes (e.g., scenes with high precipitation, and sensor failure).
Outline: The remainder of this dissertation is organized as follows: Chapter 2 examines the related work
in the areas of design-time and runtime assurance. Chapter 3 presents the two demonstration platforms used to
demonstrate the proposed framework. Chapter 4 describes a workflow for automating the development and
evaluation of an AC. Chapter 5 presents an OOD detection and factor identification approach for CPSs with
perception LECs. Chapter 6 presents the ReSonAte framework for operational risk assessment. Chapter 7
presents the weighted simplex strategy with its RL-based decision logic for blending the control actions to
maintain the system’s objectives. Chapter 8 presents another extension to the conventional simplex architecture
called the dynamic simplex strategy, which uses an online MCTS-based decision logic for selecting an
optimal controller to maintain the system’s objectives. Chapter 9 presents the ANTI-CARLA framework
for automatically generating the data required for the dynamic assurance components. Finally, Chapter 10
concludes the dissertation with a look back at the accomplishments and proposes the possible directions in

which this work can be extended in the future.
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Chapter 2

Background and Related Work

2.1 Design-Time Safety Assurance Techniques

Design-time safety engineering and risk management activities have been used to engineer safe systems or
augment safety into pre-developed systems. These activities involve the application of special engineering
skills, analysis tools, and techniques for defining the system’s safety requirements, identifying the system
hazards, performing a risk assessment of the identified hazards, and managing them by designing controls
procedures to mitigate or alleviate the risk to an acceptable level [31].

As discussed, verification and validation [32, 33], testing [34, 35], risk management [36, 37], and assurance
based development [38, 39] are some of the existing design-time techniques used for assuring the safety of
conventional CPSs. Recently, some of these techniques have been applied to assure the safety of autonomous
CPS. Especially, there has been considerable progress in the areas of verification [28, 29], and testing [26, 27].
However, the wide-scale applicability of these techniques is limited because of the increasing complexity and

non-linearity of the LECs. These approaches will be reviewed in the section below.

2.1.1 Verification and Validation

Verification and Validation (V & V) are two independent procedures often used together to check if a
system is performing as intended. Verification involves building an abstract model of the system and using
them to establish key properties of the system [121]. The existing verification techniques can be classified
into model checking and theorem proving. Model-checking builds a finite model of the system and checks if
the specified properties are satisfied by the model [33]. If a specified property is not met, several approaches
yield counterexamples, which can help falsify the model [122]. This approach exhaustively explores the
system’s state space, which is possible for small systems; however, the exhaustive search is impossible for
complex systems, which typically have a large state space. State space explosion is a big problem that
limits the scalability of this approach [123]. However, there has been ongoing work toward alleviating this
problem [124, 125].

Model-checking typically performs reachability analysis, a process of computing a set of reachable states
that the system can reach over a finite time horizon [126]. The reachable set is a common term used with

reachability analysis, which describes the system’s trajectories for all possible combinations of the initial
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conditions and the model’s hyperparameters. Deriving the reachable set can be useful in finding if the system
will reach an unsafe state or not. There have been several reachability algorithms varying the shape of the
reachable set. Some of the reachable sets used are polyhedra [127], start-sets [128], zonotopes [129], and barrier
certificates [103]. While reachability analysis has been widely adopted for several applications [73, 74, 75],
computational cost, execution time, memory, and accuracy (over-approximation) are some of the known
challenges in using the approach.

As listed, theorem proving is the other well-known verification technique that provides mathematical
reasoning for the correctness of the system’s property of interest [33]. In this approach, the model (abstract
model of the system) is expressed as formulas using logic, which defines a set of rules and axioms. These
rules and axioms are used to prove the system’s property of interest. While model checking suffers from
state explosion problems, theorem proving can handle infinite state spaces using techniques such as induction.
There have been several theorem provers for formal analysis of CPSs [130, 131].

Model Validation is often used in parallel to the verification approaches discussed above. Validation is
a means to “substantiate that a model within its domain of applicability possesses an acceptable range of
accuracy consistent within its intended application” [132]. While verification refers to tools and techniques
used to assure that the abstract model is correct, validation refers to tools, techniques, and tests used to ensure
that the model under test conforms to the provided requirements and specifications. We refer the readers to the
following surveys for in-depth information regarding different validation techniques in CPS [133, 134].

Recently, there have been significant ongoing research efforts to extend these techniques to autonomous
CPS. However, the presence of activation functions in the LEC’s model (e.g., neural network) introduces a
non-linearity, which makes the problem non-convex [28]. The non-linear and non-convex nature of the LEC
makes it hard to verify even simple properties, making it an NP-complete problem. Despite the problem,
several testing and verification techniques have been available for LECs. For example, robustness testing is
performed by perturbing the inputs of the LECs with adversarial data [135, 136]. Test coverage is another
widely adopted testing approach [26, 27] in which the neural network is tested against an extensive collection
of test data to evaluate whether the predicted outputs correspond to expected values [137]. However, this
general testing approach fails to uncover all the possible corner cases of the network. Therefore, a neural
network-specific testing approach called neuron coverage has been recently proposed [26].

As discussed by Liu et al. [137], the verification techniques for verifying neural networks can be broadly
classified into three main categories. (1) reachability-based techniques, which perform a layer-wise reachability
analysis of the network. Some representative tools are NNV [138], ERAN [139], and SymBox [140], (2)
optimization-based techniques, which use optimization to falsify the network. Some examples include

ILP [141], Duality [142], and ConvDual [143], and (3) search-based techniques, which involve searching for
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test cases that can falsify the network. Some tools include Reluplex [28], ReluVal [144], and VeriNet [145].
Despite considerable progress, there are several challenges in using these tools and techniques. First, the
primary problem in verification is that it is hard to build abstract models that accurately match the actual system.
Second, in the case of neural networks, it is difficult to specify the properties that need to be verified. Third,
the existing tools do not scale to large neural networks with many neurons. In addition, they are restricted
to piecewise linear activation functions like ReLU [28]. Last, verifying neural networks in closed-loop CPS

applications is a complex problem that still needs addressing.

2.1.2 Simulation and Testing

Testing ensures identifying for any difference in the intended and actual behaviors of the system under
test. Since real-world testing is infeasible for several applications, simulation has become integral to several
testing techniques. As discussed by zhou er al. [146], the existing testing techniques can be classified into
one of the following categories: (1) Model-based testing [147], involves systematically generating test cases
for testing abstract models used to represent the system under test. (2) Search-based testing [148] involves
searching for test cases that fail the system. For this, samplers such as random and grid search are popularly
used. (3) Fault injection-based testing [149], involves artificially injecting failures into the system to test its
fault tolerance capabilities. (4) Conformance-based testing [150] involves testing the system to check if it
has sufficient conformance with the requirements and certification standards. (5) Robustness testing [122],
involves testing the robustness of the system by introducing faults and anomalies.

Recently, there has been significant research in the automotive domain for testing autonomous CPS. Search-
based testing with simulators such as CARLA [111] and Gazebo [151] are extensively being used in generating
safety-critical or high-risk scenes (or test cases) for falsifying the system under test. A scene in this domain is
a short time series of similar sensor data (e.g., images) contextualized by certain environmental features such
as weather, brightness, road conditions, and traffic density. Several scenario description languages (SDLs),
such as Scenic [152] and measurable scenario description language (MSDL) [153] are used with samplers to
generate these test case scenes. The role of the sampler is to sample a value for the different scene parameters
(e.g., weather, traffic density, pedestrian density) from their respective value ranges. This is a problem of
coverage, which involves searching for safety-critical scenes across the search space of the environmental
variables. However, sampling across all the possible combinations of the scene parameters is expensive,
time-consuming, and intractable. Several active sampling approaches have been proposed recently to address
this problem of passive samplers [148, 154, 155]. These samplers use the system’s previous performances as

feedback to guide the search process towards new safety-critical scenes.
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2.1.3 Risk Assessment

One way of demonstrating that the system is safe is to prove that the risk posed to the system is mitigated
or sufficiently alleviated to acceptable levels that it can tolerate. Achieving perfect safety is an impossible
task. So, this approach often asks two questions: “how safe is safe enough?” and “What is an acceptable
risk level?”. To answer this, the concept of As Low As Reasonably Practicable (ALARP) [36] and As Safe
As Reasonably Practicable (ASARP) [30] were introduced. Both these approaches rely on the concept of
reasonable practicability. These are not hard thresholds, and they differ between systems based on the criticality
of their operations.

The basic terms involved with the risk management approach are hazards, consequences, barriers (or

controls), and risk. These terms are briefly defined below.

» Hazard is an event or condition that could lead to an undesirable situation for the system. For example, a
pedestrian crossing the road can be a hazard for automotive CPS.

» Consequence is an undesirable and unexpected situation for the system. For example, accidents (or
collisions) are a common consequence that an automotive CPS can encounter during its operation.

* Barrier or Controls are components required to prevent the hazards from leading the system to a conse-
quence. For example, emergency braking can be an example barrier for automotive CPS.

* Risk is a combination of the probability (or frequency) of hazard occurrence and the severity (or consequence)

of the hazard as computed in Eq. (2.1).

Risk = frequency(hazardevents/time) - severity(consequence [time) 2.1

The steps involved in the risk management approach as shown in Fig. 2.1 are. (1) System Analysis,
which involves designing the system architecture and defining the system objectives (e.g., safety, functional).
Next, techniques such as failure mode and effect analysis (FMEA) [156] and fault tree analysis (FTA) [157]
are used to identify how the system can fail. (2) Hazard Analysis, which involves identifying the potential
hazards to the system like operational, functional, software, and hardware hazards. This analysis also includes
identifying the consequence(s) resulting from these hazards. (3) Risk Assessment, which involves two steps.
The first step involves analyzing and quantifying the risk using Eq. (2.1). The analysis includes visualizing
the hazard propagation paths using graphical tools like BTD. Next, the system risk is computed qualitatively
or quantitatively using tools like risk matrix [37] and BTD [59]. The second step involves consolidating
and prioritizing the risk scores. (4) Designing risk controls, which involves designing barriers to alleviate or
mitigate the risk. These steps are used in the safety risk management workflow of FAA [1]. The risk assessed

at design-time is then used in the safety assurance workflow during operation, as shown in Fig. 2.1.
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Figure 2.1: The FAA framework for system safety management adopted from [1]. It includes a design-time
risk assessment procedure and an operational safety assurance procedure.

Let us briefly discuss the BTD before discussing the existing approaches. A BTD is a graphical structure
often designed to analyze hazard propagation and identify possible control strategies to prevent the hazard from
failing the system. The BTD can be represented as a chain of events t; — b, — e;op — by — ¢;. Where t; are
the threats, b, is a barrier (control) to prevent the threat propagation, e;,, is a top event, which is an escalation
of the threat, b,, is a barrier to prevent the propagation of the top event, and ¢; is a system consequence (e.g.,
collision). To explain these events, consider the BTD for an operational hazard of “roadway obstruction” for
an AV case study (See Fig. 2.2). The BTD has two threat events of T1 and T2, corresponding to other vehicles
and pedestrians in the system’s travel paths. These threats could escalate and become a top event (TOP) if
not prevented by the preventive barriers (B1 and B2). An adequately trained LEC is used as the preventive
barrier for this example. Next, if the top event occurred, it could become a consequence if not mitigated by
a mitigation barrier (B3). The performance of the automatic emergency braking system (AEBS) in quickly
stopping the vehicle is used as the mitigation barrier for this example.

BTDs have been used as safety models in the unmanned aerial systems domain, and they are now being
adopted for certification of these systems. Recently, combining assurance arguments with qualitative risk
computed using BTDs has been viewed as a robust approach for safety assurance [158, 159, 160, 161].
Quantitative risk assessment has not been very popular with these design-time approaches because they need

comprehensive data, which is hard to get.

16



L<H1>>
Roadway
Obstruction

<<T1x>
Pedestrains
crossing the
road <<B1>> <<TOP>>
Controller LEC Approaching
trained on diverse a roadway H <<Cl>>
dataset including obstruction H Collision with a
pedestrains with unsafe roadway
speed <<B3>> obstruction

Emergency
Braking System
overrides the
Control LEC

<<T2>=>
Vehicle in the
path of travel

<<B2>>
Controller LEC
trained on diverse
dataset including
vehicles in the
path

Figure 2.2: Example Bow-Tie Diagram structure for an AV case study.

2.1.4 Accident Models

Causal accident models are used for two reasons: (1) to identify the party responsible for the accident
and (2) to analyze the cause of the accident so as to design mitigation strategies that can prevent similar
accidents in the future. A common way of designing these models has been to isolate one or more events at
the beginning of an event chain and hold them responsible for the accident. The intermediate events in the
chain are considered to be the contributing factors [162]. The BTD model discussed in the previous section
is one example of an accident model. It captures the causal relationship between the threats (events) and
the consequence (effect). Though these models have worked well, the growing complexity of systems and
increased component interactions have changed the nature of the accidents [2] (e.g., component interactions
have become a new source of accidents), which cannot be captured by the causal accident models.

To incorporate the changing nature of accidents, Rasmussen ez al. [163] introduced the Accimap model that
takes a system-oriented approach rather than the analytic reduction approach of the traditional causal accident
models. Based on this idea, Leveson introduced a new accident model called STAMP (Systems-Theoretic
Accident Model and Processes) [162, 164], which allows modeling relationships between events causing
the accident. STAMP has been used to analyze several accidents, including a plane crash [165] and a water
contamination problem [162]. STAMP has also been applied for hazard analysis and risk assessment [162].
Extensions to STAMP called system-theoretic process analysis (STPA) [166] and causal analysis model based
on STAMP (CAST) [167] have been applied for causal analysis of accidents. Despite being used in several

analyses, several limitations of this approach are [168]: (1) the model can only perform qualitative analysis,
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(2) designing the model requires extensive theoretical and domain knowledge, and (3) designing the model is

complex and time-consuming.

2.1.5 Assurance Case

The safety certification process aims to prove that the system will function safely in the presence of hazards,
failures, and environmental uncertainties. As discussed by Hawkins, Richard, et al. [169], the certification
process requires an explicit assurance argument that communicates how the evidence (e.g., simulation and
testing results, expert opinion) generated during system development satisfies the claims about the system’s
properties (e.g., safety, security, and reliability). There have been various models such as Toulim model [170],
Walton model [171], and Assurance Case (AC) [38] for building assurance arguments. However, ACs have
been widely adopted among them and are increasingly being used across safety standards (e.g., ISO 26262)
and the certification process.

An AC is a documented body of evidence that provides a valid argument that a system’s property is satisfied
for a given environment, subject to several assumptions about the system and its operating conditions [38]. A
safety case is a version of an AC that focuses primarily on the system’s safety property. ACs were initially
documented as textual documents with free text and tables that spanned several thousand pages. However,
ambiguities and missing clarity in natural language used for communicating the safety cases resulted in several
accidents in the past like the clapham rail disaster [172] and the piper alpha off-shore oil and gas platform
disaster [173]. In addition to the language ambiguities, the assurance process followed in these accidents
was highly prescriptive. The process just followed the rigid rules set by a safety standard that was generic
across several industries. As a result of these accidents, the last two decades have seen progress and changes
in the assurance process. Two notable changes that have benefited the process are: (1) the migration to a
goal-oriented paradigm from the prescriptive-based approach and (2) the use of graphical structures like
Bayesian belief networks (BBN), claims argument evidence (CAE) [174] and Goal Structuring Notation
(GSN) [175] to document an AC.

GSN represents the AC elements as nodes of a graph and the relationships between elements as the graph
edges. The principal elements of GSN are (1) Goal is a requirement or property of the system that needs to be
met. (2) Strategy is a method used to prove the system’s property. A single strategy is often insufficient, so
multiple strategies are used to prove a system’s property. (3) Context provides additional information for other
elements. (4) Assumptions are statements taken to be true without proof or evidence. (5) Justification explains
why a specific strategy is used in satisfying the system’s property. (6) Solution is a system-based artifact used

to support a goal.
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Figure 2.3: (left) modeling elements of GSN. (right) GSN fragment arguing safety of an autonomous vehicle.

Fig. 2.3 illustrates the different shapes used to represent these elements and an example GSN fragment.
The root node of the graph is typically the top-level system goal or requirement that does not have direct
supporting evidence. So, the GSN performs an iterative decomposition of the top-level goal to sub-goals using
a strategy. The sub-goals often refer to component-level properties, for which evidence is mostly available.
This decomposition is performed until evidence to support the sub-goal is found. In this example, the top-level
goal of “autonomous vehicle will safely navigate without collision with an object in front” is broken down
using a system functional decomposition strategy (left branch) and a hazard mitigation strategy (right branch).

AC Patterns: While the details relevant to an AC may differ between systems, the structure of the
arguments may follow a typical pattern. Reusing such common patterns can aid the safety documentation
process by avoiding duplication. To reuse and systematically design arguments for complex systems, Kelly
introduced the concept of AC patterns [176]. He also made several extensions to include these patterns in the
GSN modeling language. These extensions include a set of structural and entity abstractions for simplifying
the assembly of these patterns into an AC. The structural abstractions allow the generalization of the object
(goal) relationships. The structural abstractions include multiplicity extensions to generalize n-ary relations
between the GSN nodes and optionality extensions to represent optional and alternative relations between the
nodes. In addition, for generalizability, the modeling language includes placeholders that can be instantiated
with system-specific information. These extensions to the GSN language allow several such patterns with
placeholders to be instantiated and assembled into an AC. Other than reusability, this approach also simplifies

designing arguments for complex systems.
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Figure 2.4: (left) GSN pattern abstractions. (right) Example GSN pattern.

Fig. 2.4 illustrates an example requirements decomposition pattern. A node in this pattern is represented
using an identifier (e.g., G1, G2) and content with placeholders (e.g., S, C) that can be replaced with system-
specific information. The node multiplicity (m) is marked on the graph edges, representing how one node
is related to another. For example, m = n : RC represents a one-to-many relationship, where one node of S2
is related to n variants of G4, and n is an integer value governed by placeholder RC. The nodes will have a
one-to-one relationship if not explicitly mentioned. Further, “instantiate” and “develop” are the two modifier
operations that can be performed on the nodes. “Instantiate” involves replacing the typed parameters in the
placeholders of a node with system-specific artifacts like goals, requirements, and hazards. “Develop” means
the pattern can be further grown by connecting with other patterns.

AC patterns have gained interest because of their modular and reusable properties. Recently, there have
been several online pattern catalogs that are readily available for constructing an AC. For example, a catalog
of hazards and risk reduction patterns adhering to the GSN standards can be found in [176]. [177] provides a
catalog of safety arguments for software systems. Szczygielska et al. [178] also provide an online catalog

with 45 reusable patterns documented in the NOR-STA [179] modeling language.
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Assurance Case construction and automation: The existing AC construction processes can be broadly
classified into one of these approaches [180]: (1) Prescriptive process in which safety standards heavily guide
the AC development. Despite being widely used in several applications like nuclear plants and oil pipelines,
the prescriptive nature of the process has resulted in several well-known accidents like the clapham rail
disaster [172], and the piper alpha off-shore oil and the gas platform disaster [173]. (2) Goal-Oriented process
in which the high-level safety goals of the system are prescribed, but the process itself is non-prescriptive.
The last two decades have seen the certification process migrate from a prescriptive to a goal-oriented
paradigm [180, 48]. (3) Blended process in which both prescriptive and goal-oriented processes are blended
into the development of the AC.

Leveson [55] points to several common pitfalls in the existing AC construction process. First, AC
construction has become a discrete activity performed at the end of the system’s development. Second, the
evidence used to support the AC is always one-sided. The generated evidence is always biased to support
the arguments, and there is less prominence given to counterexamples. Third, safety analysis is often limited
to what is expected and not what could be catastrophic. This bias in the analysis process has resulted in the
well-known clapham rail disaster [172] and piper alpha off-shore oil and gas platform disaster [173]. Fourth,
the development process is considered a one-time activity often forgotten after the system certification. Fifth,
qualitative information is often used to support the goals and arguments. However, qualitative data can be
subjective, making it insufficient for safety reasoning.

To summarize, the AC construction process is complicated, making the certification process expensive
and time-consuming. Two notable factors responsible for this problem are: (1) the construction process relies
highly on human developers, and (2) the growing complexity and the dynamic operating nature of CPSs.

There are several commercial and academic tools [181, 182, 183, 184] with visual editors for rapid
construction and management of ACs. For example, Assurance Case Construction and Evaluation Support
System (ACCESS) [181] is a commercial tool that provides an editor for prototyping and visualizing GSN-
based ACs. Certware [184] is an eclipse-based editor with advanced features like AC templates and provenance.
Dependability Case editor (D-Case) [183] is an open-source eclipse editor that allows for designing patterns
and assembling them into an AC. Other than these tools, dedicated programs such as the DARPA Automated
Rapid Certification Of Software (ARCOS) are looking into building tools and techniques to automate several
activities of the AC construction process.

Today, some tools exist which can support automation to a certain extent. For example, the Resolute [185]
tool aids in automatically synthesizing an AC from the AADL [186] system architecture models. The
AdvoCATE tool [187] allows the design and reuse of patterns to construct a comprehensive case. Denney et

al. [188] use an automated instantiation and assembly mechanism with the patterns generated from AdvoCATE
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to synthesize an AC. Hawkins et al. [189] have used the concept of model weaving to automatically learn the

artifact files from system models and use them for instantiating patterns.

2.1.6 Modular Certificates and Contracts

Certifying safety-critical CPSs (e.g., aircraft) is complicated, expensive, and time-consuming. For example,
according to the Federal Aviation Administration (FAA), the certification of a new commercial aircraft can take
between 5 and 9 years [86] costing upwards of 100 million dollars. So, instead of certifying the entire system
at once, modular certification aims at using modular, compositional, and reusable certification arguments to
incrementally certify the system [190, 191]. This involves generating modular safety arguments in isolation
for each component of the system and then composing them in stages toward the certification goal. AC
patterns [176] and modular safety cases [192, 193] have been the two approaches for designing modular
safety arguments. While generating modular arguments is straightforward, composing them is complicated.
The composition is typically performed using the concept of contracts [193, 194]. Despite being extensively
used in certifying integrated modular avionics (IMA) architectures [190, 191, 195, 196], their applicability is
limited because they can only be used for systems with well-partitioned system architecture.

Besides its use in modular certification, contracts have been an essential aspect of designing complex
CPSs [197]. Design by contract has been used to design resilient [198] and safe [199, 200] CPSs in several
domains, such as automotive [201] and aircraft design [202]. To briefly explain, contracts usually have two
parts. The first part holds the assumptions on the behavior of the environment, and the second part holds
the guarantees that the component can provide if the assumptions are satisfied [203]. Several contract-based
approaches have been designed in recent years, including dependency-guarantee (D-G) contracts [193] and
assume-guarantee (A-G) contract [194]. D-G contracts capture the guaranteed properties of a component when
its dependency on the related component(s) is satisfied. A-G contracts capture the guaranteed properties of a

component when its assumptions on the operating environment are satisfied.

2.2 Runtime Safety Assurance Techniques

The design-time safety assurance techniques use the available system artifacts (models and evidence) to
design a safety reasoning under several assumptions about the system and its operating conditions. In doing so,
a widely held notion is that the system’s operating conditions at runtime will remain the same as the design-time
conditions for which the system was designed. However, this notion is invalidated by the dynamic operating
conditions that introduce new hazard types and failure modes not accounted for during the system’s design.

Such gaps in the documented safety and the actual safety at runtime have resulted in several accidents, including
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the RAF Nimrod aircraft accident [204]. Concluding from several similar research findings [48, 55, 50], it
is clear that design-time assurance techniques are alone, not sufficient for assuring the safety of CPSs at
runtime. Therefore, to ensure systems at runtime, several runtime assurance approaches have been proposed in
recent years. As discussed, dynamic risk assessment [58, 59, 60], simplex architecture [61, 62, 63], runtime
verification [64, 65], safety certificates [66, 67], system health management [68, 69, 2, 70], and dynamic

AC [48, 71] have been some of the well-known approaches, which will be reviewed in the section below.

2.2.1 Dynamic Assurance Case

While ACs only use design-time system artifacts, dynamic ACs combine the design-time artifacts with
runtime monitoring to assess the system’s safety. For example, ENTRUST [53] and Assure-It [72] provide an
end-to-end methodology that models and integrates dynamic AC for self-adaptive CPSs. In these frameworks,
an AC with empty evidence placeholders is constructed at design time and completed with monitor results
at runtime. The D-Case editor [205] extends the syntax of conventional ACs with new GSN node types
to incorporate runtime monitoring information. Denney et al. [48] present a concept of through-life safety
assurance, which aims at transforming a static AC into a continuous, evolutionary structure using a collection
of system monitors and a Bayesian confidence structure for confidence evaluation.

Recently, there has been some interest in using dynamic ACs for autonomous CPS. Asaadi, Erfan, et
al. [71] present an assurance architecture in which a dynamic AC is the core element that is constantly
monitored and evaluated at runtime using an assurance quantification model. Finally, an optimal action is
chosen based on the validity of the dynamic AC. In another work [78], the authors have proposed a new
assurance measure that is used as runtime evidence to complete the AC at runtime. Despite some progress,

there is no clear understanding of how to proactively use the dynamic ACs for selecting a mitigation strategy.

2.2.2  Runtime Safety Certification

Runtime safety certification is the runtime extension of the modular certification approach discussed in
Section 2.1. In the modular certification approaches [190, 191], the certificates are designed and composed
at design time. However, in this approach, the certificates are designed at design time but composed at
runtime. For example, conditional safety certificates (ConSerts) [66, 67, 206] involves designing modular
safety certificates for the system’s components at design time. Then, the assembling and evaluation of the
certificates are performed at runtime. Based on ConSerts, the multidirectional modular conditional certificates
(M2C2) [207] split a powertrain system into vertical and horizontal interfaces for which the modular certificates

are designed and assembled at runtime.
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2.2.3 Runtime Verification

Runtime Verification monitors the outputs of a model (abstract model of the system) against some specified
properties, and it raises an alert when the specified property is violated [208]. It is a lightweight technique used
in conjunction with static verification and testing techniques discussed in Section 2.1. This approach can only
guarantee if the result computed by the abstract model is correct or not. It cannot provide any guarantees about
the correctness of the model itself. Runtime verification is more practical than static verification approaches
because it sacrifices for completeness. That is, it does not evaluate all the possible traces [209]. According
to Falcone et al. [210], the runtime verification approaches typically have the following steps. The first step
involves synthesizing a monitor for each specified property of interest. The second step consists of integrating
the monitor into the system by assigning the proper input events and defining how the output needs to be
analyzed. The last step involves the actual deployment of the monitor into the system during operation; when
it receives input events from the system, the output is written to a log and analyzed by a decision-making
component. Temporal logic is used primarily for designing the monitors [211]. While linear temporal logic
(LTL) [210] is the most used logic, they need an infinite length of input event traces for reasoning, which has
resulted in several interval-based logic like metric temporal logic and signal temporal logic.

Rushby [64] was one of the first to propose this concept of runtime verification for CPSs. He presented
a concept of just-in-time certification that utilized static verification techniques with runtime verification
monitors to verify the component’s behavior towards the system’s goal(s). As an extension, he also proposed
the use of several runtime monitors, including anomaly detectors and runtime verification monitors, for partial
certification of CPS at runtime [65]. Runtime verification monitors are used in several CPS applications [212,
208, 213, 214]. Reachability analysis, a static verification technique, has been extended to perform runtime
verification. Recently, variants such as Hamilton Jacobi reachability analysis [215] have been used for
applications such as safe motion planning [74]. We refer the reader to the following surveys for a more detailed
explanation of runtime verification approaches [216, 217, 210, 218].

Runtime Verification techniques have been extended for CPS with LECs. For example, Chen et al. [73]
used the Hamilton Jacobi reachability analysis framework for safe platooning of unmanned aerial vehicles.
Hamilton Jacobi reachability analysis framework has also been used for safe autonomous navigation of a
turtle bot in unknown environments [74]. Runtime Verification has been used in a risk analysis framework
for the safety analysis of self-reconfigurable autonomous CPS. Several other research findings have used
this approach for safe navigation of autonomous CPS [219, 220, 221]. Despite the considerable progress,
these approaches have only been applied to less complex CPSs. The major contributing factor to this is the

inaccurate and partially available abstract models of the physical systems [217].
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2.2.4 Dynamic Risk Assessment

The existing approaches for risk assessment can be broadly classified into predetermined risk assessment
and dynamic risk assessment approaches. While predetermined risk assessment is meant to be a design-time
strategy (discussed in Section 2.1), its counterpart is more suited for runtime assessment [222]. Dynamic risk
assessment has been used for safe reconfiguration in open adaptive systems such as automotive [222, 223],
avionics [224], and medical-robotics [225]. The existing dynamic approaches can be classified into three
approaches. The first approach involves designing a discrete state-space model for the system, identifying
the risk associated with each possible state transition action, and acting with the least risk [222]. The second
approach involves designing and using different risk metrics at runtime. For example, time-to-collision and
distance-to-collision are popular metrics used in the automotive domain. If the time or distance to an object
falls below a pre-selected threshold, the situation is considered risky, and a safe action is enforced [226].
However, defining these metrics in some application domains like medical CPS [225] is not straightforward.

Quantitative risk assessment using BTD models [58, 59, 60] is the third approach. Here, the causal
structure of the BTD (See Fig. 2.2 in Section 2.1) is utilized in quantitatively computing the risk. This requires
computing the conditional probabilities of the barrier events in the BTD from diverse data from the system’s
different operating conditions and failure modes. These probabilities are combined to compute the likelihood
of a system consequence. In turn, the likelihood is combined with the severity of the consequence to compute
the system’s risk. Besides these approaches, A hierarchical self-management framework for online risk
management is developed for a gas turbine aero-engine case study [224]. The different layers of the framework
communicate to exchange runtime information gathered from system monitors, which are used to compute the
operational risk of the system. In another work [227], the authors have associated a risk level for different
configurations of an adaptive system, which is updated at runtime based on the complexity of the system’s
operating context and environment. [225] integrates runtime safety certificates and dynamic risk assessment
to deal with the unpredictability in the cooperative behavior of collaborative medical CPS. This concept is

extended using Bayesian networks [228].

2.2.5 System Health Management

System health management (SHM) [68, 69, 2, 70] considers that a failure in one component of the system
can propagate to the other interacting components, thus failing the system. It involves proactively identifying
the root cause(s) of the failure, intervening to prevent cascading failures, and performing a suitable mitigation
strategy. These tasks are achieved by integrating a runtime fault management framework into the system for

automated detection, diagnosis, and mitigation of adverse system failures [69, 68]. These steps are illustrated
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Figure 2.5: The four steps of the system health management technique adopted from [2].

in Fig. 2.5 and are defined as follows.

* Detection involves identifying whether the system is operating in the nominal condition or not.

» Diagnosis While detection reflects the symptom of failures, diagnosis finds the root cause(s) of the failure.
Diagnosing the underlying cause or component is critical for health management.

* Prognosis involves predicting the occurrence of a fault in the future. Specifically, it involves using data and
models to predict the remaining useful life of the system [2].

» Mitigation involves alleviating or mitigating the failure to ensure safe and uninterrupted system operation.

Srivastava et al. [70] provides an extensive survey of different SHM schemes along with a brief introduction
to the detection, diagnosis, prognosis, and mitigation steps. Mahadevan et al. [69] present a two-level SHM
framework with a component-level health manager for local fault management and a system-level health
manager for system-level fault management. The observations from the local component monitors are sent to
a suitable diagnosis engine such as Timed Failure Propagation (TFPG) for system-level fault management.
As an extension, Bayesian analysis is used as a probabilistic diagnostic approach to include the uncertainties
of the system [229]. These approaches have been successful for runtime fault mitigation of traditional CPSs.
However, introducing LEC into the system could introduce imperfections in causality, making diagnosis

difficult [230].
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Chapter 3

Experimental Platforms

The effectiveness of the proposed dynamic safety assurance components will be demonstrated on the

demonstration platforms listed below.

3.1 DeepNNCar Autonomous Driving Platform

The first platform is a resource-constrained autonomous driving testbed called DeepNNCar [80, 231] (See
Fig. 3.1) that was developed in ScopeLab, Vanderbilt University. The goal of the car is to autonomously
navigate around an indoor track (safety requirement) with the highest achievable speeds (mission requirement).
In this case, the car moving out of track is considered a safety violation. The car is built on the chassis of a
1/10 scale remote-controlled car. It is equipped with two onboard motors: one for steering the car and the
other for propulsion. A Raspberry Pi3 (RPi3) is the onboard computational unit that performs all the required
computations and interfaces with the sensors. The available sensors include a forward-looking RGB camera, a
forward-looking LIDAR, and an IR-Optocoupler attached to the wheel for speed measurements. The car is
operated in two modes: a manual mode for collecting the data (images, speed, and steering control actions)
and an autonomous mode for autonomously driving the car using LEC. Finally, control of the car is done with
two controllers. The first controller is an OpenCV lane following controller designed using classical image
processing algorithms. This controller takes forward-looking camera images as input to predict a discrete
steering control action for the car. The second controller is a modified version of NVIDIA’s DAVE-II DNN [4]
that takes forward-looking camera images and the speed measurement as inputs to predict a continuous steering
action for the car. With these controllers, the car operates at approximately 10 Frames Per Second. Please
refer to our github! for comprehensive information about the platform. This platform has been published in

the following publications:

* Shreyas Ramakrishna, Abhishek Dubey, Matthew P. Burruss, Charles Hartsell, Nagabhushan Mahadevan,
Saideep Nannapaneni, Aron Laszka, and Gabor Karsai. ”Augmenting learning components for safety in
resource constrained autonomous robots.” In 2019 IEEE 22nd International Symposium on Real-Time
Distributed Computing (ISORC), pp. 108-117. IEEE, 2019.

* Matthew P. Burruss, Shreyas Ramakrishna, Gabor Karsai, and Abhishek Dubey. ”Deepnncar: A testbed

Uhttps://github.com/scope-lab-vu/deep-nn-car
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Figure 3.1: DeepNNCar platform. (left) The DeepNNCar autonomous driving testbed, and (right) indoor
tracks that were used in our experiments.

for deploying and testing middleware frameworks for autonomous robots.” In 2019 IEEE 22nd International

Symposium on Real-Time Distributed Computing (ISORC), pp. 87-88. IEEE, 2019.

3.2 Autonomous Vehicle in Carla Simulation

The second platform is an autonomous vehicle (AV) system in CARLA simulation [111] (see Fig. 3.2).
The goal of the vehicle is to navigate an urban town setting under adverse weather conditions (e.g., high
brightness, high precipitation) and sensor faults (e.g., camera occlusions, camera blur) without colliding with
pedestrians and other vehicles in its travel path. The vehicle uses a total of nine sensors, including three
forward-looking cameras, two radars, an inertial measurement unit (IMU), a global positioning system (GPS),
and a speedometer. It has an LEC controller for navigating the AV, which is adapted from the work by Chen
et al. [5]. An automatic emergency braking system (AEBS) based supervisory controller is also available
for emergency braking. This simulation operates at a fixed rate of 20 Frames Per Second. Also, to mimic a
resource-constrained setting, several resource restrictions (limits on memory and CPU cores) are placed on

certain components during the simulation.
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Figure 3.2: CARLA simulation. (left) image captured from the forward-looking camera of the AV as it
navigates through the urban town setting in CARLA simulation. (right) the AV system model.
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Chapter 4

Designing Static Assurance Cases for Complex CPS

4.1 Overview

As discussed, an assurance case (AC) is one design-time safety engineering approach that is increasingly
being required for safety certification of cyber-physical systems (CPS) in several safety-critical fields, such
as automotive [83], aviation [84] and medical devices [85]. For example, developing the AC is required to
comply with the ISO 26262 [41] safety standard in the automotive domain, and it has also taken an overarching
role in the recently formed UL4600 [43] standard for autonomous vehicles (AV). Despite its importance, there

are two limitations in the existing assurance development process.

1. Today, AC development is performed manually by several engineers from different teams without a
systematic approach or thorough consideration of safety arguments. While this unsystematic approach
has worked in the past for small systems, the ever-increasing complexity of CPSs has made the assurance

process complex, labor-intensive, and time-consuming.

2. Human evaluators currently perform the evaluation manually, which cannot scale to the growing
complexity of CPSs [87]. This problem is further aggravated by the lack of widely accepted evaluation

metrics and principled means to decompose evaluations for complex systems.

Addressing these limitations requires an adequate tool that can partially automate the activities involved
in the development and evaluation process. To automate certain tasks of the safety assurance process, this
chapter presents a workflow for developing graphical ACs from system artifacts (e.g., hazard and risk analysis
information, system models) that are available at design time. The generated AC is then automatically evaluated
for coverage using two coverage metrics. The feasibility of the workflow is demonstrated by automatically
developing and evaluating an AC for an AV example in CARLA simulation [111].

The work comprising this chapter has been accepted for publication in the 41st International Conference
on Computer Safety, Reliability and Security (SAFECOMP). This builds on [114] which was published in the

Thirteenth International Tools and Methods of Competitive Engineering Symposium (TMCE).

* Shreyas Ramakrishna, Hyunjee Jin, Abhishek Dubey, and Arun Ramamurthy. “Automating Pattern
Selection for Assurance Case Development for Cyber-Physical Systems”, Accepted for publication in

the 41st international conference on Computer Safety, Reliability and Security (SAFECOMP), 2022.
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* Shreyas Ramakrishna, Charles Hartsell, Abhishek Dubey, Partha Pal, and Gabor Karsai. “A Methodol-
ogy for Automating Assurance Case Generation.” In Tools and Methods of Competitive Engineering

(TMCE), pp. 265-278. 2020.

4.2 Introduction

Problem Domain: Assurance Cases are being required for regulatory acceptance of CPSs in several
safety-critical applications, such as automotive [83], aviation [84], and medical devices [85]. For example, the
development of an AC (with a focus on safety) is a requirement for compliance with the ISO 26262 safety
standard in the automotive domain [83]. An AC is a structured argument, supported by evidence, intended to
demonstrate that the system satisfies its assurance guarantees under a particular context and under a given
set of assumptions about the behavior of the system’s components and its operating environment [38]. Goal
structuring notation (GSN) [232] has been a widely used graphical modeling language used to represent the
assurance arguments.

State-of-the-art and Limitations: AC development is getting increasingly difficult owing to the growing
complexity of CPSs. Tools like Advocate [187], Resolute [185], Isabelle [233], and AMASS [234], among
others [235] have been developed in recent years. In addition to managing the requirements and artifacts,
these tools utilize modular assurance arguments called assurance case patterns' [176] to handle the size
and complexity of AC being developed. Patterns are argument fragments that provide a partial solution for
one aspect of the overall AC. They provide a reusable structure through parameter placeholders that can be
instantiated with system-specific artifacts and assembled with other patterns into an AC.

While these tools specialize in data management and automation of the instantiation and assembly
algorithm, an activity that has not been researched is the automation of the pattern selection process. To
contextualize the selection process, consider the AV example in Fig. 4.1. Assume we want to develop an AC
with the goal that the “automatic emergency braking system (AEBS) will function satisfactorily in applying
the emergency brake”, given that the operating context is a clear day. For this, we are given an artifact database
with system architecture, component decomposition, component testing results (from different contexts like a
clear day, rainy day, night, etc.), and a pattern database with patterns related to requirement decomposition,
component decomposition, and failures, functional decomposition, hazard decomposition, etc. The problem
is to select patterns that (a) support the goal and (b) have all the artifacts in the given context required for
instantiation. Typically, a designer manually compares each pattern against the system artifacts to check if all

the artifacts required for instantiation are available [178]. It is assumed the designer has complete knowledge

'In the rest of this paper, we will refer to “AC patterns” as “patterns”
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Figure 4.1: (left) Image from the forward-looking camera of the AV in CARLA simulation. (right) The system
model of the AV.

of the system artifacts and is familiar with the content of the patterns and the context to which they are
applicable. However, this comparison gets complicated and tedious for complex systems with more goals and
diverse heterogeneous system artifacts [234]. For example, in one of the recent studies, Yamamoto, Shuichiro
et al. [236] have shown that manual pattern selection took one designer 30 hours (14% of the development
time) and required significant understanding of the available artifacts and patterns. Therefore, automating the
selection process can aid the assurance process.

Contributions: To close this automation gap, we have developed a workflow that handles the selection
problem as a coverage problem, intending to find the smallest set of patterns that can cover the system artifacts.
For this, we leverage the ontology graph of the system artifacts and patterns and perform graph analytics. We
address the coverage problem using an optimization problem setup, which is assisted by a data preparation
function that utilizes a weaving model® [237] to generate data files, a mapping file, and an ontology graph
of the artifacts. A selection function uses the processed files and a database of patterns to select a set of
patterns, which are then plugged into an instantiation function to develop an AC. Finally, the AC is evaluated
for coverage, and a report with information about unused artifacts and patterns is generated to aid the developer
with future refinement. To evaluate the workflow, we have integrated it with a newly developed tool called
ACCELERATE to automatically construct an AC for an autonomous vehicle 3 example within a CARLA
simulation [111].

Outline: The rest of this chapter is organized as follows. In Section 4.3, we provide background on AC
and AC patterns. In Section 4.4, we present the proposed workflow that includes the data preparation, pattern
selection, and evaluation functions to automate the development and evaluation of an AC. In Section 4.5, we
demonstrate the utility of our workflow with an AV example in CARLA simulation. Finally, we present the

related research in Section 4.6 followed by our conclusion in Section 4.7.

2Captures the fine-grained relationships between different system artifacts
3For the CARLA AV setup, visit https://github.com/scope-lab-vu/AV-Assurance
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4.3 Assurance Case and Patterns

While the details relevant to an AC may differ between systems, the structure of the arguments may follow
a common pattern. Reusing such common patterns can aid the safety documentation process by avoiding
duplication. To reuse and systematically design arguments for complex systems, Kelly introduced the AC
patterns [176]. Patterns [176] are argument fragments that provide a partial solution for one aspect of the
overall AC. They capture common repeated argument structures and abstract system-specific argument details
as placeholders with free parameters to be instantiated. Patterns typically include name, intent, motivation,
structure, applicability, related patterns, description of the decomposition strategy, and implementation details.

Kelly also made several extensions to include these patterns in the GSN modeling language for simplifying
the assembly of these patterns into an AC. These extensions have a set of structural and entity abstractions as
shown in Fig. 4.2. The structural abstractions allow the generalization of the object (goal) relationships. The
structural abstractions include multiplicity extensions to generalize n-ary relations between the GSN nodes
and optionality extensions to represent optional and alternative relations between the nodes. In addition, for
generalizability, the modeling language includes placeholders that can be instantiated with system-specific
information. These extensions to the GSN language allow several such patterns with placeholders to be
instantiated and assembled into an AC.

Fig. 4.2 illustrates an example requirements decomposition pattern based on the formalization in Defini-
tion 1. This pattern argues for the satisfaction of the system’s high-level requirements through the requirements
decomposition of all the associated components. A node in this pattern is represented by its labels (e.g., G1,
G2) and content with placeholders (e.g., SM, C) that can be replaced by system-specific information. The
node multiplicity (mul) is marked on the graph edges, representing how one node is related to another. Further,

“instantiate” and “develop” are the two modifier (mod) operations that can be performed on the nodes.

4.3.1 Pattern Formalization

We adapt the formal definition of patterns as presented by Denney et al. [238] with slight modifications,
including a metadata field that holds additional information about the pattern and a modifier function that

specifies the operations that need to be performed on the nodes. We provide a formal definition below:

Definition 1 (Pattern) A pattern & is a tuple (M, N ,1,t,i,mul,c,mod,—), where (N ,—) is a finite,
directed hypergraph in which each edge has a single source and possibly several destination targets. —:
(N, N} is the connector relation between nodes, . is the pattern metadata, and the functions 1, t, p, mul,

and mod are defined below:
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Figure 4.2: (Left) GSN pattern abstractions. (Right) Example pattern based on requirements decomposition.

* _/ is the pattern metadata tuple (N, R, pl), where N is the name of the pattern, R is a set of relevant patterns
that share the same intent as this pattern or patterns that can be composed with this pattern for further
growing the assurance case, and pl is a dictionary that maps a system artifact label (key) to a placeholder
variable (value) that requires instantiation. The artifact label is of the type string. An illustrative placeholder

dictionary is of the form {“system” : SM, “top-level-goals : TG”, “requirements” : SR}.

* [ and ¢ are labeling functions, where [ : .4 — {g,s,c,a, j,e} maps each node onto its type, namely on g

(goal), s (decomposition strategy), ¢ (context), a (assumption), j (justification), or e (evidence).

* iis the id label of each node, i: .4/ — id X class, which returns the identifier and the type of each node, i.e.

class = {g,s,c,a, j,e}.

» mul provides a multiplicity label for each outgoing connector. For the example shown in Fig. 4.2, mul =
n : RC represents a one-to-many relationship, where n is an integer value determined by placeholder RC,
such that each instance of node S2 is related to n instances of node G4. The relationship is one-to-one if not

explicitly stated otherwise.

* mod indicates the modifying operation to be performed on a given node: no-operation, instantiate or develop.
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In addition to the pattern entities, there are several structural rules required:
* The root node of a pattern is always a goal.
* The connectors can only go out of the goal and the strategy nodes: n, — n, = 1(n,) € {g,s}.

* A strategy node cannot directly connect to another strategy node or an evidence node: (n, — np) A

[l(na)ZS] = l(nh) S {g,a,C,j}.

4.3.2 System Artifact Engineering

As discussed, instantiating the pattern requires system artifacts (information about the system) often
curated by a design and engineering procedure prescribed by the industry standards [41, 239]. While this
process slightly varies across standards and application domains, the overall steps remain the same. We
will briefly describe these steps in this section. We encourage interested readers to read these research
findings [240, 241, 242, 243, 244] and the ISO 26262 standard [41] to get a deeper insight into these
engineering steps.

The first step is to perform requirements engineering, which involves developing the system overview,
defining the system goals and requirements, modeling the system’s architecture using languages like architec-
ture analysis and design language (AADL) and System Modeling Language (SysML), allocating requirements
to subsystems, and identifying the system failure modes with techniques like failure mode and effect analysis
(FMEA) [156], and fault tree analysis (FTA) [157]. The next step is to perform hazard analysis and risk
assessment (HARA), which involves identifying events (or threats) that may lead to hazards and consequences
for the system, designing strategies to mitigate the hazard, and estimating the risk posed by the identified
hazard. Risk assessment typically involves two steps. The first step involves analyzing and quantifying the risk.
The analysis includes visualizing the hazard propagation paths using graphical tools like Bow-Tie Diagrams
(BTDs). Next, the system risk is computed qualitatively or quantitatively using tools like risk matrix [37]
and BTD [59]. The final step is to perform evidence generation, which involves generating system-related
evidence using formal verification, simulation, testing, and expert opinions.

The artifacts generated from these activities are usually in heterogeneous file formats like PDF, Text,
AADL, and SysML model files. These artifact files are typically stored in an artifact database and utilized
during the AC development process. It is important to note that the quality of the developed AC is highly
dependent on the correctness and completeness of the system-related artifacts curated during these engineering

procedures.
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4.4  Workflow for Assurance Case Development

We present the proposed workflow that leverages an ontology graph of the system artifacts and patterns
to automatically select patterns that can be instantiated to construct an AC. The workflow is composed of
several functions that work as follows: First, the prepare(.o/ 9,WM) function uses a weaving model (WM)
to map artifact files from the artifact database (.7 %) onto several data files (Fp) and a mapping file Fj,.
Then, the function select(o/ P, P D) selects a set of patterns s from the pattern database (£ %). The
selected patterns are instantiated and assembled into an AC using an external instantiate function. Finally, the
evaluate(AC, Fp, Fyr) function generates a report with the coverage score (CS) and additional information to

aid the evaluation and further refinement of the AC. We discuss these functions in the rest of this section.

4.4.1 Data Preparation

The artifacts (e.g., goals, requirements, system models) for the assurance process are typically curated
using several engineering activities (see Section 4.3.2) and stored in a database <7 Z. Given these files, the
prepare function takes in these raw artifact files to prepare the processed files required for the pattern selection
discussed in the next section. The function performs two operations as shown in Algorithm 1.

The first operation processes relevant artifacts required for the AC into processed data files stored in tabular
format (CSV file). The function can currently process AADL files. We are working towards automatically
processing other file formats. Then, the processed files are checked for completeness, correctness, and
relevance. The check is to ensure that only complete and essential artifacts necessary for the development of
the AC are retained while discarding the non-essential artifacts. Non-essential artifacts bloat the .27 7, which
slows the selection process and impacts the evaluation metrics (discussed later in Section 4.5). In the current
implementation, the checking is manually performed by a designer. We assume the designer has complete
knowledge of the system for which the AC is being developed. The accepted files are passed through an
arrange function to generate a set of data files Fp. To generate the file, we use a weaving model WM that
weaves the different artifacts and transforms them into a single model file. The model is developed based on
our domain knowledge and previous experience with CPSs. Each data file is a table where the column headers
represent the name of the artifacts, and the rows capture the content of these artifacts. Also, each column in the
data file is related to the other columns, with the relationship derived using the weaving model. Finally, these
accepted files are manually tagged with labels required for the selection process. For example, the context in
which particular artifacts and evidence are applicable is one label that we currently include.

The second operation generates a mapping file Fj;, which is a lookup table of system artifacts and their

ontology required to bridge the data files for the pattern selection algorithm discussed in Section 4.4. Fy,
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Algorithm 1 Data Preparation

1: function PREPARE(% Z:Artifact Database, W M:weaving model)
2 Fp + {}, Fy < {}, temp < {}
3 for each file in o/ 7 do
4 processed file <— process(file)
5: temp <+ temp |J {processed file}
6 end for
7 accepted_files < manual check(temp)
8 for each file in accepted_files do
9: data file <— arrange(file, WM)
10: Fp < Fp | {data file}
11: end for
12: place + {}, depend < {}, source + {}
13: for each file in Fp do
14: source <— get _source_query(file)
15: place < extract(header)
16: for each entry in header do
17: result < search(entry, Fp)
18: depend < result
19: end for
20: Fy < {place,depend, source}
21 Y4 < make_graph(place,depend)
22: end for
23: A D < Fy, Fp, 9
24: return Fy, Fp

25: end function

holds the physical link to the data file location obtained using a simple query to the database. It also holds the
placeholder and dependency mapping derived from an extract function, which reads the header of each data file
to create an intra-file dependency mapping between them. For example, one entry capturing the relationship
between a cause and a hazard in the dependency mapping file looks like [cause, cause_table,hazard). If there
are multiple causes for the same hazard, they will be stored as separate entries. Next, to capture the inter-file
dependencies, each header (e.g., cause) is searched across every data file using a search function. The search
result is used for placeholder mapping, required for pattern selection. For example, the search result for the
cause header is {[mitigation_table,cause|,[cause_table,cause], [risk table,cause]}, which shows all the other
files in which the entry is present. Finally, the ontology captured in Fy, is also stored as an artifact graph ¢4 as
shown in Fig. 4.3.

Then, we curate & 2 for which we gather patterns from online catalogs [176, 178] and manually re-design
them using the formalization and rules discussed in Section 4.3. While re-designing, a designer checks the
language consistency across data in the nodes. These patterns are stored in textual format (JSON) and as a

graph ¥p with placeholders as nodes (See Fig. 4.3).
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Figure 4.3: The artifact and pattern ontology extracted for pattern selection. The selected patterns are
highlighted in red in the artifact graph.

4.4.2 Pattern Selection

As discussed earlier, the goal of the selection algorithm is to select a smallest set of patterns &g from
the database 9 = {H1,9,,--,P,} that maximizes the artifact coverage. We formulate the selection as a
two-objective optimization problem: (a) maximizing the coverage such that the placeholders of every selected
pattern have the corresponding artifact for instantiation and (b) minimizing the number of patterns selected by
iteratively comparing the pattern graph to the artifact graph (See Fig. 4.3).

The optimization is realized using the select(P P, Fy, Fp) function shown in Algorithm 2. Tt takes the
patterns from &%, the mapping file, and the data files as inputs to select 5. The selection is performed
using the findmatch, the findconflict, and the findsubgraph functions. The selected patterns are then instantiated
and assembled into an AC using an external instantiate function. An existing algorithm [189, 245] can be used

for instantiation and assembly.
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Algorithm 2 Pattern Selection

1: function SELECT(Z? Z:Pattern Database,Fy;:Mapping File,Fp:Data Files)
2 P < {}, dups < {}
3 for each pattern &2 € 2 do
4 temp < True
5: for each placeholder p € & do
6 temp < temp A findmatch(p)
7 end for
8 if temp is True then
9: P — Ps U {9}
10: end if
11: end for
12: for each pattern & € g do
13: if findsubgraph(¥s,%p) is False then
14: Ps.remove(9p)
15: end if
16: end for
17: for i + 1 to len(Zs) do
18: for j < i+ 1tolen(Ps) do
19: match < findconflict( P, &)
20: if match is True then
21: dups < dups \J {2}
22: end if
23: end for
24: end for
25: for each entry E in dups do
26: Ps.remove(E)
27: end for
28: AC < instantiate( Ps,Fuy,Fp)
29: return AC

30: end function

Next, the findcomplete( <, Fy) function in Definition 2 checks if the placeholders in the patterns have a
matching entry in Fy,. If all the placeholders have corresponding entries, the pattern is said to be complete,

and it is added to Z. Otherwise, the pattern is discarded from the selection process.

Definition 2 (Pattern Completeness) We say a pattern is complete if each placeholder has a corresponding
entry in Fy. We define a function findmatch(pl) that determines if a given placeholder has a corresponding

entry.

Once P has been selected, the findsubgraph and the findconflict functions are used to minimize the
cardinality of &7 and remove duplicate patterns. First, the findsubgraph(9,%pi) function checks whether
the artifact graph ¢, contains a subgraph that is isomorphic to ¥pi, the graph of the i’ pattern. Two graphs are
isomorphic (or equivalent) if their structures preserve a one-to-one correspondence between their vertices and
between their edges. For example, in Fig. 4.3, patternl and pattern2 are isomorphic to subgraphs of ¢4. The

non-isomorphic patterns are removed from .
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Next, the findconflict(2, %) function checks Zg for redundant patterns. For this, it performs the
following steps: (a) duplication checking checks if the patterns have the same set of placeholders requiring
instantiation (see Definition 3). (b) graph checking checks if the graphs of the two patterns are isomorphic.
While performing this, we also require data on corresponding nodes of the patterns to be equivalent. Only if
the duplication checking fails, the function performs graph checking. On the whole, the function findconflict

returns true if steps (a) or (b) return true, i.e., if the patterns are redundant.

Definition 3 (Duplication Checking) We say two patterns Py = (M, M, 11, t1,i1,m1,81,—1) and Py =

(Mo, N, 1y, 12,19, ma, 52, —2) are duplicates if they contain exactly the same placeholders.

4.43 Coverage Evaluation

As discussed previously, automating different activities of the assurance process reduces the development
time and manual efforts. However, this gain is at the expense of increased effort and time required to
review and evaluate the quality and correctness of the generated AC. To aid the evaluation process, the
evaluate(AC, Fp, Fyr) function takes the AC and generates a report to provide qualitative insights which is not
available in the generated AC graphical structure. We believe this information can aid the designer in further
refinement. The report includes the coverage score, the selected and unused patterns, and the unused artifacts.
The coverage score is a tuple (o7, .7) of the artifact coverage (<) and the problem coverage (-).

1) Artifact Coverage (.2¢): The artifact coverage metric measures the proportion of the artifacts available
in &/ 2 that have been included in the AC. Also, a relevance check (discussed in Section 4.4.1) on the artifact
is essential for this metric to be accurate. Besides the score itself, this metric can also be used to derive a list of
unused artifacts.

_# Artifacts used in the AC
" # Artifacts available in &7 2

.1

2) Problem Coverage (.): The problem coverage metric quantifies the coverage of all the known
problems affecting a system’s property (e.g., safety, availability). It is a tuple .’ = (C»,,C,,--- ,C,)
consisting of coverage measures C, related to different problem classes ;. The coverage measure is shown
in Eq. (4.2), and it is computed as the percentage of problems within a given problem class that are addressed
by an AC.

_ #Problems from &; addressed by the AC
~ #Problems in &, identified during analysis

Co, 42)

While coverage metrics and the report can aid the refinement process by providing insights into the missing

patterns or artifacts, they do not fully quantify the quality of artifacts (e.g., evidence) required for AC selection.

39



So, the coverage metrics cannot solely rely on measuring the quality of the AC. A combination of coverage and
confidence metrics is needed for robust quantitative assessment. We are therefore working towards integrating

a confidence metric.

4.5 Tllustrative Example

In this section, we provide an illustrative example by applying the proposed workflow to develop an AC for
an AV in the CARLA simulator [111]. In this example, the AV is required to navigate a town while avoiding
collisions with obstacles in its travel path. We integrate our workflow with the ACCELERATE tool * for
pattern instantiation and assembly as shown in Fig. 4.4.

Artifacts and Patterns Preparation: We performed the analysis steps listed in Section 4.4.1 to curate
o/ 9. We first performed a requirement and system analysis using the given requirements document. The
vehicle has three goals associated with two system requirements and three high-level requirements, each
associated with several sub-requirements. We then designed the AV system model shown in Fig. 4.1. It has a
navigation component that uses three cameras, a global positioning system (GPS), an inertial measurement
unit (IMU), a speedometer, and a route planner to compute the vehicle’s next position. Then a velocity planner
calculates the average velocity needed to traverse from the current position to the next position. The velocity
and the camera images are fed to a deep-learning controller to predict the waypoints, which are passed to
a motion estimator to compute throttle, brake, and steer errors. In addition, it has an AEBS controller that
uses two radars to raise a brake alarm on detecting obstacles. We then performed fault analysis of the system
model to identify 14 component faults and analyzed the possible mitigation strategies. Further, we performed
hazard analysis to identify eight operational and functional hazards associated with the different system
components. Finally, we curated &2 for which we gathered several patterns from online catalogs [176, 178]
and re-designed them using the formalization discussed in Section 4.4.2.

Results: We applied the integrated tool to develop an AC for the vehicle. We summarize the key results in
terms of the coverage metrics and the size of the AC (computed in terms of GSN nodes) in two revisions. We
used the AC report® from “revision1” to refine the AC in “revision2”. The pattern database had seven patterns
for the selection process to choose from in these revisions. The analysis of the revisions is: In “revisionl”, four
patterns were selected to develop an AC with 805 nodes. The evaluation function returned a coverage score
with artifact coverage of 76%, a problem coverage of [Cy : 60%,Cr : 100%] with five unused artifacts. Here,
Cp represents the percentage of known hazards that are covered, and Cr represents the percentage of known

system faults that are covered. From the report, we analyzed the artifacts relating to failure decomposition that

#Tool is being built as part of the DARPA ARCOS program. Check our GitHub for release information.
5 For a bird’s eye view of the “revision]” assurance case and the report, visit https://github.com/scope-lab-vu/AV-Assurance
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Figure 4.4: The proposed pattern selection workflow integrated with the ACCELERATE tool for AC develop-
ment.

was unused. So, we designed a new failure decomposition pattern that was added to &2 Z. Further, some of the
sub-requirements associated with the hazards were missing, which we included. In “revision2”, the selection
mechanism selected five patterns, including the new pattern to develop an AC with 909 nodes. The refined AC
had a higher coverage with an artifact coverage of 90%, a problem coverage of [Cy : 85%,Cr : 100%] with
unused artifacts reduced by two. We performed several iterations until all the artifacts were included in the AC.

To estimate the time saved by the workflow, the data preparation, and selection steps were first performed
manually by a developer who performed the following tasks: re-design of patterns into the defined formal-
ization, which took approximately one hour, processing the artifact files, extracting the artifact dependencies
to generate an ontology file, and instantiation and assembly of the patterns using the ACCELERATE tool.
While instantiation and assembly were performed in less than a minute, the manual selection and data curation
process took approximately three hours. Next, for comparison, we fed the manually re-designed patterns and
the artifacts to the integrated tool (See Fig. 4.4), which only took close to one minute for data preparation,
pattern selection, instantiation, and assembly. Finally, to stress test the integration, we increased the artifacts
and patterns in the database. Our workflow took less than five minutes, even for a large AC with 1500 to 3000
nodes. Significantly less manual processing was needed when the artifact files were changed or updated. We
expect the time saving to get even more significant as the size of the artifact database grows. However, the
manual steps involved in the data preparation step are a bottleneck for scaling the workflow, which we want to

address in the future.
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4.6 Related Work

The existing AC development approaches can be broadly classified into one of these approaches [180]. (1)
Prescriptive, where safety standards heavily guide the development process. This approach was long used
in several applications like nuclear plants and oil pipelines. However, the reliance on generic standards and
regulations resulted in several well-known accidents like the clapham rail disaster [172], and the piper alpha
off-shore oil and gas platform disaster [173], (2) Goal-Oriented, where high-level safety goals are specified
but the process for achieving them is not guided but left to the developer. As discussed earlier, the last two
decades have seen the certification process migrate from a prescriptive to a goal-oriented paradigm [180, 48].
Goal-oriented approaches such as Risk-Informed Safety Case [30] approach from NASA is increasingly
being developed, and (3) Blended, where both prescriptive and goal-oriented approaches are fairly used in the
development process.

The last decade has seen several commercial and research tools using one of the above-listed approaches to
support different activities of the AC development process. A comprehensive survey on these tools is available
in [235]. This survey reports 46 commercial and research tools and evaluates them based on their capability to
generate, maintain, assess, and report safety cases. Our understanding from the survey is that the commercial
tools mainly focus on providing a platform for developing and managing ACs. AC Construction and Evaluation
Support System (ACCESS) [181] is a tool based on Microsoft Visio that aids in creating and maintaining ACs.
It provides a platform for rapid prototyping, node creation, and node coloring of the GSN argument structure it
generates. CertWare workbench [184] is another tool based on Eclipse that provides various functionalities
like multi-user safety case editing, change tracking, standard safety case templates, and cheat sheets for simple
and fast safety case development. Similarly, Assurance and safety case environment (ASCE) [182] provides an
environment for simple safety case creation and management and allows for the simple and low-cost generation
of safety case reports. Also, the D-Case editor from DEOS [183] is an open-source platform implemented as
an eclipse plugin to generate and manage GSN argument structures.

There have been several research tools that support automation. Advocate [187] is one such tool that
provides an editor for designing system architectures, patterns, and automated development of an AC from
patterns. A pattern formalization and the instantiation algorithm are built into the tool for automating pattern
instantiation [238]. Here, a pattern dataset (Z?-dataset) and a parameter table (£?-table) are manually created
to assist the instantiation algorithm. Resolute [185] is another tool that automatically synthesizes an AC
from AADL models. Isabelle [233] is a recently developed tool with integrated formal methods for evidence
generation. Assurance language and automated document processing are a few tool features that support

the development process. AMASS tool [234] provides a partially automated heterogeneous collaborative
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environment that supports activities such as requirement management, artifacts, evidence generation, pattern
composition, and AC development.

There are several independent efforts. For example, Ramakrishna et al. [114] have presented a methodology
to partially automate AC development directly from system models and graphs. Hawkins et al. [189] utilize
the concept of model weaving to automatically learn the artifact files from system models and use them for
instantiating patterns. The authors of [245] provide an automated mechanism for instantiation and composition
of patterns, where the artifacts are heterogeneous system models that are linked to represent the cross-domain
relationship. While these tools and approaches automate the instantiation and assembly of patterns, their
selection largely remains manual.

Further, evaluation is key to automating AC development. Confidence metrics are often used to represent
the assurance deficit [246]. However, there has been minimal work in coverage evaluation. Denney et al. [247]
have presented several coverage metrics for different system artifacts like hazards and requirements. These
metrics measure the proportion of the system artifacts used in the AC to those available in the database.
Chindamaikul et al. [248] have presented two coverage metrics: a claim coverage that is like the ones in [247],
and an argument coverage metric that measures the arguments and evidence covered in the AC. We build on

the prior work to provide additional coverage metrics.

4.7 Conclusions and Future Work

In this paper, we have presented a workflow that can automate the pattern selection process. We formulate
the selection problem as a coverage problem that selects the smallest set of patterns that can maximally cover
the available system artifacts. The coverage problem is realized using an optimization problem that leverages
the ontology graphs of the artifacts and patterns and performs graph analytics. The optimization is aided by
an array of functions that perform data preparation, pattern selection, and AC evaluation. These functions
collectively reduce the manual effort and time required in selecting the necessary patterns. Further, we plan to
move this research in several directions. First, fully automating the data processing function using natural
language processing (NLP). Second, design a translator to convert textual patterns into our format. Third,
automate the language check using NLP and relevance check using topic modeling [248]. Finally, include
confidence metrics for AC evaluation.

To conclude, while our automated workflow targets reducing the cost and time to safety certification,
we think the generated AC and the evaluation report are insufficient to assure the safety of CPSs. This is
because the development process hinges on the assumption that operating conditions of the system will remain

within the distribution observed at design time. However, this notion is invalidated by the dynamic operating
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conditions introducing new hazard types and failure modes not accounted for during the system’s design. Such
gaps in the documented safety and the actual safety at runtime have resulted in several accidents, including
the RAF Nimrod aircraft accident [204]. Concluding several similar research findings [48, 55, 50], it is clear
that design-time assurance techniques, alone are, not sufficient for assuring the safety of CPSs at runtime.
Therefore, as noted by several authors [55, 48], safety assurance is not a one-time activity. It is a process
that continues through the system’s operational lifetime by including runtime monitors to detect whether the
assumptions about the system’s design-time operating conditions are valid. Therefore, an open question that
still needs to be addressed in this dissertation is: how can we efficiently detect violations in the design-time

assumptions? Especially the implicit assumptions introduced by the LECs.
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Chapter 5

Simultaneous Out-of-distribution Detection and Diagnosis for CPS with LECs

5.1 Overview

Detecting violations in the assumptions of the design-time safety assurance models is a crucial step in
our framework. While it is easy to detect changes in the explicit assumptions documented in the system’s
design documents, it is often hard to identify the implicit assumptions that are not explicitly stated. Inductive
biases (e.g., training data, model hyperparameter) involved in training the learning enabled components (LECs)
are one example of implicit assumptions that are of interest in this work. These assumptions are mostly not
documented and go unnoticed at design time, which often leads to problems like the out-of-distribution (OOD)
data problem [56, 57].

This problem arises because of the violation of the closed-world assumption that occurs when a trained
LEC is deployed to operate in open-world scenarios [90]. The operational data to the LEC that does not belong
to the dataset it was trained with is called OOD data. LECs tend to over predict the control actions for OOD
data and must be detected before they result in a system consequence [26, 27]. For example, Cai et al. [92]
have shown changes in the weather conditions affect perception-based LEC systems, resulting in their collision.
While there have been abundant research findings [91, 92, 94, 95, 96] in identifying OOD data. Performing
detection on high-dimensional sensor data such as images (which is of interest in this work) is expensive
and requires additional resources and time for detection. These requirements are often unavailable on the
low-resource platforms (e.g., DeepNNCar [80]) targeted in this work. So, an efficient detection mechanism is
required to be useful for our approach.

Next, as OOD data can manifest in several ways depending on the changes in the data factors (e.g., image
features), finding the root cause(s) factors causing the problem is critical. Several application areas of CPSs,
such as system health management [249, 69] and software product lines [250] have been shown to benefit from
anomaly explanation. Therefore, detecting when the assumptions are violated and interpreting the cause(s) of
the violation can help the proposed framework.

This chapter presents an automated workflow to design and train a detector to perform OOD detection
and factor identification on a low-dimensional latent space that requires lesser computational resources.
We use a variant of the variational autoencoder (VAE) called the -variational autoencoder to reduce the

image dimensionality. We train the network to generate a disentangled lower-dimensional latent space on

45



which we perform detection and factor identification at runtime. The feasibility of the proposed workflow is
demonstrated using two CPS applications: an autonomous vehicle (AV) example in CARLA simulation [111]
and a real-world autonomous driving dataset called nulmages [251].

The work comprising this chapter has been published in Transactions on Cyber-Physical Systems
(TCPS) [116]. This builds on [115] and [93], which were published in the 2020 International Conference on
Embedded Software (EMSOFT), and the 2020 IEEE Security and Privacy Workshops (SPW).

¢ Shreyas Ramakrishna, Zahra Rahiminasab, Gabor Karsai, Arvind Easwaran, and Abhishek Dubey.
“Efficient Out-of-Distribution Detection Using Latent Space of 3-VAE for Cyber-Physical Systems.” In
Transactions on Cyber-Physical Systems (TCPS), 2021.

¢ Shreyas Ramakrishna, Zahra Rahiminasab, Arvind Easwaran, and Abhishek Dubey. “Efficient Multi-
Class Out-of-Distribution Reasoning for Perception Based Networks: Work-in-Progress.” In 2020

International Conference on Embedded Software (EMSOFT), pp. 40-42. IEEE, 2020.

* Vijaya Kumar Sundar!, Shreyas Ramakrishna!, Zahra Rahiminasab, Arvind Easwaran, and Abhishek
Dubey. “Out-of-distribution detection in multi-label datasets using latent space of 3-VAE.” In IEEE

Security and Privacy Workshops (SPW), pp. 250-255. IEEE, 2020.

5.2 Introduction

The Safety Conundrum: CPS design flows focus on designing a system S that satisfies some requirements
R in an environment E. During the design process, the developer selects component models, each including
a parameter vector and typed ports representing the component interface, from a repository and defines an
architectural instance? Ag of the system such that Ag || E |= R, while satisfying any compositional constraints
across the component boundaries, often specified as pre-conditions and post-conditions [68]. The difficulty
in this process is that in practice, the environment is only approximated using a surrogate model £ or a set
of observations |§ | collected from real-world data. It is clear that Ag || E E R does not imply Ag || E = R.
In this sense, the system is being deployed with the assumption that E~E. However, this is not a strong
guarantee and could result in scenarios where the designed architecture may fail in the physical environment.
Hence, runtime monitoring of the system is required to identify when E £ E, i.e., the observed samples are
out-of-distribution (OOD) with the real environment.

To explain these problems, consider a perception LEC (e.g., NVIDIA DAVE-II deep neural network [4])

which consumes streams of camera images to predict the steering control action for end-to-end autonomous

I These authors have contributed equally
2architectural instance of a design is a labeled graph where nodes are the ports of components, and the edges represent interactions
between the ports.
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Figure 5.1: (a) scenes with feature labels from CARLA simulation, (b) hierarchical representation of an image
using its features. The features can take discrete or continuous values.

driving. These streams of images can be categorized as scenes illustrated in Fig. 5.1. A scene is a short
time series of similar images contextualized by certain environmental features such as weather, brightness,
road conditions, and traffic density. These features can take a continuous or discrete value. Images from
several such scenes collectively form a dataset on which the network is trained. For example, the nuScenes
autonomous driving dataset [252] comprises 1000 scenes, each 20 seconds long and annotated with 38 feature
labels regarding time-of-day, weather, traffic, road type, scenery, rain, pedestrians, night lights, and the vehicle
type. The features and their value ranges specify the context in which the system operates and influences
the predictions of the trained network. During operation, the network can encounter images having the same
features with values belonging to the training dataset (in-distribution images). However, the network can also
encounter OOD images of two kinds. First, the features of the images are the same as the training dataset,
but their values may fall outside the training ranges. Second, the images may have new features (e.g., fog,
snow) that were not present in the images of the training dataset. The second category is also known as open
set classification. In this work, we are interested in the first category of images. The goal of detection, in this
case, is to identify: (a) if the current image of an operational scene is dissimilar from the images previously
used for training the LEC, and (b) the known image feature(s) responsible for the OOD data problem.
Problem Definition: The problem, in this case, is to identify: (a) if the current image of the operational
scene is OOD with respect to the training set, and (b) feature(s) likely responsible for the OOD. By this, we
mean that if the training set used to train a LEC did not include the scenes with heavy rain, then we want to
identify during operation that the OOD is due to precipitation. In addition, as the images received by CPSs are
in time series, it is important to identify if the current image has changed with respect to the previous images in
the time series. Identifying these changes is referred to as change point detection in literature. Change points
in the values of a feature can increase the system’s risk, as illustrated in our previous work [117]. So, it is
critical to identify these change points during operation. Formally, we summarize the problems as follows:

Problem 1a - identify if the current image is OOD with respect to the training set. Problem 1b - identify the
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feature(s) most likely responsible for the OOD, and Problem 2 - identify if the current image is OOD to the
previous images in time series.

State-of-the-art and Limitations: Multi-chained one-class classifiers [253] are commonly used for
solving the multi-label anomaly detection problem. But the performance of these chains deteriorates in the
presence of strong label correlation [254]. Additionally, training one classifier for each label is expensive for
real-world datasets with a large label set [255]. Another problem with traditional classifiers like Principal
Component Analysis [256], Support Vector Machine [257], and Support Vector Data Description [258] is that
they fail in images due to computational scalability [259].

To improve the effectiveness of the classifiers, researchers have started investigating probabilistic classifiers
like generative adversarial network (GAN) [260] and variational autoencoder (VAE) [261]. GAN has emerged
as the leading paradigm in performing unsupervised and semi-supervised OOD detection [262, 263], but
problems of training instability and mode collapse [264, 265] have resulted in VAE-based methods being
used instead. In particular, the VAE-based reconstruction approach has become popular for detecting OOD
data [94, 92]. However, this approach is less robust in detecting anomalous data that lie on the boundary of the
training distribution [95]. To address this, the latent space generated by a VAE is being explored [95, 96, 93].
The latent space is a collection of latent variables (L), where each latent variable is a tuple defined by the
parameters (U,0) of a latent distribution (z) and a sample generated from the distribution. However, the
traditional approach of just training a single VAE on all input data leads to unstructured and entangled
distributions [266], which makes the task of isolating the feature(s) responsible for OOD hard.

This paper: Our approach in this work is to investigate the use of latent space disentanglement for
detecting OOD images used by perception LECs. This idea builds upon recent progress in structuring and
disentangling the latent space [112, 267]. Effectively, the latent space generated by the encoder of a VAE
is a Gaussian mixture model of several overlapping and entangled latent variables, each of which encodes
information about the image features. However, as can be seen in Fig. 5.2-a, the latent variables form a single
large cluster, making it hard to use them for OOD detection. Disentanglement is a state of the latent space
where each latent variable is sensitive to changes in only one feature while being invariant to changes in the
others [112]. That is, the single large cluster of Fig. 5.2-a is separated into several smaller clusters of single
latent variables if the features are independent. Such disentangled latent variables have been successfully
used in several tasks like face recognition [268, 269], video predictions [270], and anomaly detection [271].
However, disentangling all the latent variables is extremely hard for real-world datasets and is shown to be
highly dependent on inductive biases [272] and feature correlations.

Nevertheless, even partially disentangling the latent variables can lead to substantial gains, as shown

by Jakab et al. [273] and Mathieu ef al. [274]. Partial disentanglement is a heuristic that groups the most
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Figure 5.2: Scatter plots illustrating the latent distributions (i, log(c?)) generated using a B-VAE with different
B values. Each latent distribution in the latent space is represented using distinct color shades. CARLA
images generated in Section 4.5 were used to generate these latent distributions. For f=1, the generated latent
distributions are entangled. For 8 > 1, the latent distributions are partially disentangled with a few latent
distributions (inside the red circle) encoding independent features moving close to u=0 and log(c%)=0, and
the others moving away. Plot axis: x-axis represents the mean of the latent distributions in the range [-5,5],
and the y-axis represents the log of variance in the range [-5,5].

informative latent variables into one cluster and the remaining latent variables that are less informative into
another, as shown in Fig. 5.2-c. This selective grouping enables better separation in the latent space for the train
and test images as shown in Fig. 5.10 (see Section 4.5). However, the procedure for training a disentangled
latent space for real-world CPSs is hard. As a result, it is one of the aspects we focus on in this paper, along
with interpreting the source of the OOD.

Our Contributions: We present an approach to generate a partially disentangled latent space and learn
an approximate mapping between the latent variables and the image features to perform OOD detection and
reasoning. The steps in our approach are data partitioning, latent space encoding, latent variable mapping,
and runtime anomaly detection. To generate the partially disentangled latent space, we use a §-VAE, which
has a gating parameter 3 that can be tuned to control the information flow between the features and the
latent space. For a specific combination of § > 1 and the number of latent variables (), the latent space gets
partially disentangled with a few latent variables encoding most of the feature’s information while the others
encode little information. We present a Bayesian optimization heuristic to find the appropriate combination
of the B and n hyperparameters. The heuristic establishes disentanglement as a problem of tuning the two
hyperparameters. The selected hyperparameters are used to train a B-VAE that is used by a latent variable
mapping heuristic to select a set of most informative latent variables that are used for detection and identify the
sensitivity of the latent variables towards specific features. The sensitivity information is used for reasoning
the OOD images. Finally, the trained B-VAE and the selected latent variables are used at runtime for OOD
detection and reasoning. We demonstrate our approach in two CPS case studies: (a) an AV in CARLA
simulator [111], and (b) a real-world automotive dataset called nulmages [251].

Outline: The outline of this paper is as follows. We formulate the OOD detection problem in Section 5.3.

We introduce the background concepts in Section 5.4. We present our OOD detection approach in Section 5.5.
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Figure 5.3: Problem illustration. We trained an NVIDIA DAVE-II DNN with images from scenel and scene2
(Fig. 5.1) to predict the steering values of an AV that travels on a straight road segment in CARLA simulator.
We tested the network on three test scenes: (a) A scene that had precipitation and brightness values within
the training distribution, (b) A scene with high precipitation (60%) that was not in the training distribution.
For this scene, the DNN predictions deviate from the nominal value shown in the plot a, and (c) A scene
where brightness value changed from low (20%) to high (50%) at t = 10 seconds. The DNN predictions were
accurate until # = 10 seconds, thereafter the predictions got erroneous.

We discuss our experiment setup and evaluation results in Section 5.6. Finally, we present related research in

Section 5.7 followed by conclusions in Section 5.8.

5.3 Problem Formulation

To set up the problem, consider a CPS that uses a perception LEC trained on image distribution .77, where
T ={s1,82,...,s;} is a collection of scenes. A scene is a collection of sequential images {I},b,...,I,}
generated from a training distribution P(.7). Every image in a scene is associated with a set of discrete or
continuous-valued labels (/ — 2&) belonging to the generative features of the environment (see Fig. 5.1). It is
important to note that the sampling rate of images depends on the dynamics of the system. With this model,

we can define the problems we study as follows:

Problem 1 Given a test image I,, determine (a) if I, € P(7), and (b) if (I, & P(7)) then identify the feature
f whose Label(I;, f) & Pr(.7 ), where Py is the training distribution on the feature f.

Example 1 7o illustrate the problem, we trained an NVIDIA DAVE-II LEC [4] to perform end-to-end driving
of an AV in CARLA simulation. We trained the network on camera images from scenel and scene2 (see Fig. 5.1)
to predict the steering control action for the AV. As shown in Fig. 5.3-a, the network’s steering predictions
were accurate when tested on images from training scenes. However; the predictions got erroneous when
we used the network to predict images of a new scene (scene3) with higher precipitation values outside the
training distribution (Fig. 5.3-b). The error in steering predictions caused the AV to crash on a sidewall. For
this reason, if we know that the precipitation level is compromising the network’s predictions, we can switch to

an alternative controller that operates on other sensor inputs (e.g., Radar or Lidar) rather than the camera.
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Problem 2 Given the test image I, at time t, the goal is to determine if I; has changed with respect to the

previous images in a time series window (I[t — M +1),...,1[t]), where M is the window size.

Example 2 7o illustrate the problem, we use the same AV setup discussed in probleml. We tested the trained
network on a new scene (scene4) with low brightness (in-distribution) for up to ten seconds, and the brightness
was briefly high (OOD) for the next ten seconds. For this scene, the network predicted accurately for the first
ten seconds and erroneously for the next ten seconds, as shown in Fig. 5.3-c. Such an abrupt change in the
image feature increases the AV’s risk of collision, as demonstrated in our recent work [117]. So, identifying

the change points can be beneficial for reducing the system’s risk of a consequence.

We evaluate the detector that solves these problems against the following properties.

* Robustness - The detector should have low false positives and false negatives. A well known metric to
measure robustness is Fl-score = (2 - Precision - Recall) = (Precision+ Recall). Precision is computed as
TP~ (TP+FN), and Recall is computed as TP+ (TP + FP). Where TP is True positive, FP is False
positive, and FN is false negative.

* Minimum Sensitivity (MS) - The detector should have a minimum sensitivity towards each feature [275].
For an image I, with feature labels L={/, 5, - I} }, minimum sensitivity is defined as the minimum value of
the detector’s sensitivity for each feature label. MS = min{Si;i = 1,2,--- ,k}, where S; is the sensitivity of
the detector to the feature i. Recall has been a well known metric to measure the detector’s sensitivity.

* Low Computation Overhead - Our target platforms are resource-constrained autonomous CPSs like
DeepNNCar [80]. Therefore, the detector should have a low resource signature.

» Low Execution time - Our target platforms typically have a short sampling period (50 to 100 milliseconds).

Therefore, the detector should have an execution time shorter than the system’s sampling period.

5.4 Background
5.4.1 Kullback-Leibler (KL) divergence

KL-divergence [276] is a non-symmetric metric that can measure the similarity between two distributions.
For any probability distribution p and ¢, the KL-divergence can be computed as illustrated in Eq. (5.1). A
KL-divergence value close to zero indicates the two distributions are similar, while a larger value indicates
their dissimilarity.

p(x)
D ) 5.1
xL(pllg) = Y, p(x) ogq( ) 5.1

xXEX

Recently, the KL-divergence metric has been utilized in several ways: (a) training loss function of different

generative models (e.g., VAE) called the evidential lower bound (ELBO) [277] and (b) OOD detection metric
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[96] that measures if the latent distributions generated by a generative model deviate from a standard normal

distribution. The metric can be computed as:

KL(x) = Dkr(qp (zil%)][47(0,1)) (5.2)

Where, .#"(0, 1) is a standard normal distribution. gy (z;|x) is the distribution generated by the encoder of a

VAE for a latent variable L;, and input x.

5.4.2 B-Variational Autoencoder

B-VAE [267] is a variant of the original VAE with a B hyperparameter attached to the KL-divergence
(second term) of the ELBO loss function shown in Eq. (5.3). The network has an encoder that maps the input
data (x) distribution P(x) to a latent space (z) by learning a posterior distribution ¢4 (z|x). The decoder then
reconstructs a copy of the input data (x') by sampling the learned distributions of the latent space. In doing so,
the decoder also learns a likelihood distribution pg(x|z). The latent space is a collection of n latent variables
that needs to be selectively tuned in accordance with the input dataset. To remind, a latent variable is a tuple

defined by the parameters (u,0) of a latent distribution (z) and a sample generated from the distribution.

ELBO(6,9,B;x,2) = Egy (| [logpe (x|2)] — BDk1(q (2]¥)||p(2)) (5:3)

Where, 0 and ¢ parameterize the latent variables of the encoder and the decoder, and Dy, is the KL-divergence
metric discussed in Section 5.4.1. The first term computes the similarity between the input data x and
the reconstructed data x’. The second term computes the KL-divergence between g (z|x) and a predefined
distribution pg (x|z), which is mostly the standard normal distribution .47(0, 1).

Tuning S for disentanglement: As suggested by Higgins et al. [267], B controls the amount of information
that flows from the features to the latent space, and an appropriate hyperparameter combination of § > 1
and n is shown to disentangle the latent space for independent features. Fig. 5.2 shows the latent space
disentanglement for different values of B while n is fixed to 30. For = 1, the latent distributions are
entangled. With 8 > 1, the latent space starts to partially disentangle with a few latent variables (inside the red
circle) encoding most information about the features stay as a cluster close to u=0 and log(c2)=0, and the
others are uninformative and form a cluster that lies farther. However, as the 8 value gets larger (f=1.9), the
information flow gets so stringent that the latent space becomes uninformative [274]. So, finding an appropriate
combination of § and n for disentanglement is a hard problem. We provide a heuristic in Section 5.5.2 to

address this problem.
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Algorithm 3 Computing MIG
Parameter: number of latent variables n, image features .%, number of iterations 7, trained 3-VAE
Input: data partition &2 = {P}, P, ....,P,}
Qutput: average MIG
1: whilei <t do
2 Generate latent variable parameters (U, ©) using a trained 3-VAE
3 for each P € & do
4 Extract i, ¢ parameters
5: Compute feature entropy H(f)
6
7
8
9

Compute latent variable entropies H(L;) and H (L")

Compute conditional entropies H(L;|f) and H(L|f)

Compute mutual information of most informative latent variable [; (L;; f) = H(L;) —H(L;|f)
: Compute mutual information of second most informative latent variable L (L'; f) = H(L}) —

H(Lf)
10: end for
11 compute MIG = 5. ¥ rc 5 o= (I (L5 f) — L(L; f))
[P =f€Z H(f) J J

12: Append MIG to L
13: end while
14: return average MIG = sum(L)/t

5.4.3 Mutual Information Gap

Mutual Information Gap (MIG) is a metric proposed by Chen, Ricky TQ ef al. [278] to measure the latent
space disentanglement. It is an information-theoretic metric that measures the mutual information between
features and latent variables. It measures the average difference between the empirical mutual information
of the two most informative latent variables for each feature and normalizes this result by the entropy of the

feature. MIG is computed using the following equation.

= % Z ﬁ(h(l‘ﬁf)_lz(lflj;f)) (5.4)

feF

MIG

Where, I (L i f ) represents the empirical mutual information between the most informative latent variable L i
and the feature f. I, (L’j; f) represents the empirical mutual information between the second most informative
latent variable L;- and the feature f. H(f) is the entropy of information about the feature f. In this work, we
use MIG as a measure for selecting the right hyperparameter combination (8 and n) for the -VAE.
Implementation: We have implemented Algorithm 3 to compute MIG. Since MIG is computed based on
entropy, the training set .7 should have images with feature labels that take different discrete and continuous
values, as shown in Fig. 5.1. For the ease of computation, we partition .7 into different partitions & using
our approach discussed in Section 5.5.1. Our approach is to create partitions such that each partition will
have images that have a variance in the value of a specific feature f, irrespective of the variance in the others.
The feature with the highest variance represents the partition. Then, in each iteration, we use the feature
representing the partition to compute the feature entropy, the conditional entropy, and the mutual information

of the two most informative latent variables. The mutual information is then used to compute the MIG, as
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shown in the algorithm. Finally, for robustness, we average the MIG across ¢ iterations.

Complexity Analysis: The complexity of the MIG algorithm in worst case is O(t * | 2|« ng x |.F | x| T | %
n? x ns). Where ¢ is the number of iterations, | #| is the number of partitions, n is the number of latent variables,
|-#| is the number of features considered for the calculations, ng is the number of unique values that each
feature has in the partition (e.g., for a partition with brightness=10%, and brightness=20%, ng=2), ns is the

number of samples generated from each latent variable, and |.7| is the size of training data. The specific values

of these parameters for the AV example in CARLA simulation are t = 5,

p|=2,n=30, % =2, ns =500,

and ng=3.

5.4.4 Inductive Conformal Prediction

Inductive Conformal Prediction (ICP) is a variant of the Conformal Prediction algorithm [279] that tests if a
test observation (x;) conforms to every observation in the training dataset (7). However, comparing x; to every
observation of .7 is expensive and gets complex with the size of .7. To address this, ICP splits .7 into two
non-overlapping sets called the proper training set (:7p), which is used to train the prediction algorithm (e.g.,
LEC) and the calibration set (%") which is used to calibrate the test observations. In splitting the datasets, ICP
performs a comparison of the x; to each element in the % which is a smaller representative set of 7. The ICP
algorithm has two steps: The first step involves computing the non-conformity measure, which represents the
dissimilarity between x; to the elements in the set €. The non-conformity measure is usually computed using
conventional metrics like euclidean distance or K-nearest neighbors. But, in this work, we use KL-divergence
as the non-conformity measure. The next step involves computing the p-value, which serves as evidence for the
hypothesis that x; conforms to %’. Mathematically, the p-value is computed as the fraction of the observations
in % that have non-conformity measure above the test observation x;: py, = |{Va € €|t > o, }|/|€|. Note
for brevity, we drop the notation of x and use the term p, and ¢;. Here & denotes the non-conformity measure
for each observation in ¢’ and o4 denotes the non-conformity measure for x;.

Once p, is computed, it can be compared against a threshold 7 € (0,1) to confirm if x, belongs to 7.
However, such a threshold-based comparison is only valid if each test observation is i.i.d (independent and
identically distributed) to .7, which is not true for CPS [92]. Although the assumptions about i.i.d are not
valid, ICP can still be applied under the weaker assumption of exchangeability. In our context, exchangeability
means testing whether the observations in 4" have the same joint probability distribution as the sequence of the
test observations under consideration (are they permutations of each other). If they are, then we can expect the
p-values to be independent and uniformly distributed in [0, 1] (Theorem 8.2, [279]), which can be tested using

the martingale. Exchangeability martingale [280] has been used as a popular tool for testing the exchangeability
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and the IID assumptions of the test observation with respect to €. So, once the p-value for a test observation is
computed, the simple mixture martingale [280] can be computed as .#; = fol [ ‘1 epf_l] de.

Also, it is desirable to use a sequence of test observations rather than a single observation for improving
the detection robustness. However, the observations received by CPS are in time series, making them non-
exchangeable [92]. The non-exchangeability hinders the direct application of the martingale to an infinitely
long sequence of test observations. To address this, the authors in [92] have suggested applying the martingale
over a short time series window in which the test observations can be assumed to be exchangeable. Then,
the simple mixture martingale over a short time window [f — M + 1,7] of past M p-values can be computed
as M = fol 15— Spffl] de. The martingale will grow over time if there are consistently low p-values
within the time window, and the corresponding test observations are i.i.d. Otherwise, the martingale will not
grow. It is important to note that the martingale computation is only valid for a short time. The size of the
window is dependent on the CPS dynamics, like the speed of the system. The system’s speed was constant in

our experiments, so we used a fixed window size of 20 images.

5.4.5 Cumulative Sum

One of the problems we are dealing with is change detection, which is typically solved using cumulative
sum (CUSUM) [281], a statistical quality control procedure used to identify variation based on historical
data. It is computed as Sp = 0 and S;; | = max(0, S;+x;,-®), where x; is the sample from a process, @ is the
weight assigned to prevent S; from consistently increasing to a large value. S; can be compared to a predefined

threshold 7 to perform the detection. @ and 7 are hyperparameters that decide the detector’s precision.

5.5 Our Approach

In this section, we present our approach that uses a B-VAE to perform latent space-based OOD detection
and reasoning. Our workflow is shown in Fig. 5.4 and the steps involved work as follows: First, we divide
the multi-labeled datasets into partitions based on the variance in the feature values. A partition consists of
images with one feature having a higher variance in its values than others. Second, we generate a partially
disentangled latent space using a B-VAE. As discussed earlier, the combination of 8 and 7 influences the level
of latent space interpretability. To find the optimal combination, we propose a heuristic that uses the Bayesian
optimization algorithm [282] along with MIG to measure disentanglement. Third, we discuss a heuristic to
perform latent variable mapping to identify the set of latent variables % that encodes most information of the
image features. These latent variables are collectively used as the detector for OOD detection. Further, we

perform a KL-divergence based sensitivity analysis to identify the latent variable(s) .2y C .7, that is sensitive

55



. 1. Dataset Partitioning | 3. Latent Variable Mapping | 4. Runtime

OOD Detection

'
1
1
f1 1
Iy Ih Iy Partition Information :
f Ip Ip L | TTTTTTTTTTTTTTTT ! 1
2 —-| P11 P2 i1 |--=-=-= Pm J=m i '
. . 1
" h " (.13 P1 |1
- . ) i , OOD Detection
f' Partitions {P1,Py,......Pm} Most 2 Py ' Problem 1
n Informative{ Ls : : L1,L2,L3,L4
Encoded o : !
Latent Sp " : !
A ERhace o Cbabilistic L : .
Decoder - 1 |Change Detection
Image po(|2) " Ljsq : Problem 2
n-
Database informative | | , L1L2,L3,L4
Latent Variables - : : '
ﬂ-VAE L( i, 0, samples) : N !
Ln Pm |}
l | !
1
1

2. Latent Space Encoding
Design Time <¢— | —Run Time

Figure 5.4: The steps of our workflow include data partitioning, latent space encoding, latent variable mapping,
and runtime OOD detection.

to specific features. The latent variable(s) in .Zs are used as reasoners to identify the OOD causing features.

We discuss these steps in the rest of this section.

5.5.1 Data partitioning

Data partitioning is one of the core steps of our approach. It is required for implementing the MIG and the
latent variable mapping heuristics. We define a partition P as a collection of images with a higher variance
in the value of one feature compared to the variances in the values of other features. To explain the concept
of a partition, consider the features of images in training set .7 to be .# = {f1, f2,..., fa}, and each feature
can take a value either discrete or continuous as shown in Fig. 5.1. We normalize these values for the ease of
partitioning. Our goal is to group images in .7 into m partitions & = {P}, P,,...., P, }, such that a partition
P; will have all the images with high variance in the values of feature f;. For creating these partitions, we
generate sub-clusters for each discrete-valued feature(s) and sub-clusters for each continuous-valued feature.
In each of these sub-clusters, only the value of the feature under consideration f; changes while the value
of other features remains unchanged. The clustering is done effectively through an agglomerative clustering
algorithm. Thereafter, the partition for a feature is the union of all sub-clusters which can be represented as
P; = {C1UGC,....UCy}. Ttis important to note that each partition should have variance > 0 in the value of
the feature under consideration (f;), irrespective of changes in the values of other features. To illustrate the
partitioning concept, consider the example scenes in Fig. 5.1. A precipitation partition for this example is a
collection of images from two combinations, C1 = {day, precipitation=22%, brightness=0%, R1}, and C2 =

{day, precipitation=50%, brightness=50%, R1}.
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Algorithm 4 Bayesian Optimization Hyperparameter Selection

Parameter: number of iterations ¢, initialization iterations k, explored list 2~
Input: training set .7, data partition &, N, B
Output: best n and 8

1: forx=1,2,...,tdo

2 if x < k then

3 Randomly sample n, B from N and B

4 else

5: Find n, B that optimizes the acquisition function over Gaussian Process
6 end if

7 Train B-VAE on  using the selected n and 8

8 Compute Average MIG

9: Append n, f and MIG to 2
10: Update the Gaussian Process posterior distribution using 2
11: end for

12: return n and 8

Our data partitioning approach works well for datasets with well-defined labels that provide feature value(s).
However, real-world automotive datasets such as nuScenes [252] and nulmages [251] provide semantic labels
that are not always well defined, and they do not contain feature values. Also, they often have images in which
several feature values change simultaneously. Since the feature-related information is not fully available, some
prepossessing and threshold selection for feature values are required for partitioning. Currently, the threshold
selection for partitioning is performed by a human supervisor, but we want to automate it in the future. We
have applied this partitioning technique to the nuScenes dataset in our previous work [93] and used it in this

work for partitioning the nulmages dataset.

5.5.2 Latent Space Encoding

The second step of our design procedure is selecting and training 3-VAE to generate a partially disen-
tangled latent space encoding. However, the challenge is determining the best combination of the § and
n hyperparameters. To find this, we propose a novel greedy heuristic that formulates disentanglement as
a hyperparameter search problem. The heuristic uses a Bayesian optimization algorithm with MIG as the
objective function to maximize.

Implementation: The Bayesian optimization algorithm builds a probability model of the objective function
and uses it to identify the optimal model hyperparameter(s). The algorithm has two steps. First, a probabilistic
Gaussian Process model is fitted across all the hyperparameters explored thus far. Next, an acquisition function
to determine which hyperparameter point to evaluate next [282]. We use these steps to search for an optimal
hyperparameter for n € N, and 8 € B. The heuristic using the Bayesian optimization algorithm is shown in

Algorithm 4, and the steps are discussed below.
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First, for k initial iterations, we randomly pick values for 8 and n from the hyperparameter search space.
The randomly selected n and 8 combination is used to train a 3-VAE network and compute the MIG as
discussed in Algorithm 3. The selected hyperparameters and the computed MIG are added to an explored
list 2. After the initial iterations, the trained Gaussian Process model (the initial iterations are used to
train and stabilize the Gaussian process model) is fitted across all the hyperparameter points that were
previously explored. The marginalization property of the Gaussian distribution then allows the calculation of
a new posterior distribution g(x,) with posterior belief g(x,). Finally, the parameters (i, ©) of the resulting
distribution are determined to be used by the acquisition function.

Second, an acquisition function is used to guide the search by selecting the hyperparameter(s) for the next
iteration. For this, it uses the i and ¢ computed by the Gaussian process. A commonly used function is the
expected improvement (EI) [283, 284], which can be described as follows. Consider, x,, to be some hyperpa-
rameter(s) point in the distribution g(x,) with posterior belief g(x,), and x is the best hyperparameter(s) in 2~
(explored list), then the improvement of the point x;, is computed against x as I(x,) = max{0, (g(x+) —g(x,))}-
Then, the expected improvement is computed as EI(x,) = I [I(x,)|x,]. Finally, the new hyperparameter(s) is
computed as the point with the largest expected improvement as x,,.+; = argmax(EI(x,)). The new hyperpa-
rameter point is used to train a 3-VAE and compute the MIG, which is then added to the explored list 2". The
list 2 is used to update the posterior distribution of the Gaussian process model in the next iteration. The two
steps of the algorithm are iterated until the maximum number of iterations is reached or can be terminated
early if optimal hyperparameter(s) is consecutively selected by the algorithm for j iterations.

Design Space Complexity: Searching for optimal hyperparameters is a combinatorial problem that
requires optimizing an objective function over a combination of hyperparameters. In our context, the -
VAE hyperparameters to be selected are 3 and n, and the objective function to optimize is the MIG, whose
complexity we have reported in the previous section. The range of the hyperparameters are n € {nj,na,...,n;}
and B € {B1,B2,...,Bm}- The hyperparameter search space then becomes the Cartesian product of the two sets.
In the case of the grid search, each point of this search space is explored, which requires training the 3-VAE
and computing MIG. Grid search suffers from the curse of dimensionality since the number of evaluations
exponentially grows with the size of the search space [285]. In comparison, the random search and Bayesian
optimization algorithms do not search the entire space but search for a selected number of iterations . While
random search selects each point in the search space randomly, the Bayesian optimization algorithm performs
a guided search using a Gaussian process model and the acquisition function.

In the Bayesian optimization algorithm, the first & iterations stabilize the Gaussian Process model using
randomly selected points in the space to train a f-VAE and compute the MIG. After these iterations, the

Gaussian process model is fitted to the previously sampled hyperparameters. Then, the acquisition function
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Figure 5.5: Heuristic-based on KL-divergence and Welford’s variance calculator to select latent variables for
fd and .Z f-

based on expected improvement uses the posterior distribution of the Gaussian process model to find new
hyperparameter(s) that may optimize the MIG. The new hyperparameter(s) are used to train a B-VAE and
compute the MIG. So, this process is repeated for ¢ iterations, and in every iteration, a §-VAE is trained, and
the MIG is computed as shown in Algorithm 4. This intelligent search mechanism based on prior information
makes the search technique efficient as it takes fewer points to explore in the search space compared to
both grid search and random search [282, 285]. The Bayesian optimization algorithm has a polynomial time
complexity because the most time-consuming operation is the Gaussian process which takes polynomial
time [285]. We report the experimental results for the three hyperparameter algorithms in Table 5.1 (see
Section 5.6). As it will be seen from the table, the Bayesian optimization algorithm takes the least time and

iterations to select the hyperparameters that achieve the best MIG value as compared to the other algorithms.

5.5.3 Latent Variable Mapping

Given the data partition set &7 and a trained $-VAE that can generate the latent variable set .Z, we
find the most informative latent variables set .£; C . that encodes information about the image features in
the training set .7. As discussed earlier, the most informative latent variables form a separate cluster from
the less informative ones when we partially disentangle the latent space using the Bayesian optimization
heuristic. Although the most informative latent variables are separately clustered in the latent space, we need a
mechanism to identify them. To do this, we present a KL-divergence based heuristic in Fig. 5.5.

The latent variables in .%; are used as detectors, i.e., they can detect overall distribution shifts in the

images (we discuss the exact procedure later). However, this does not solve the problem of identifying the
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specific feature(s) whose labels caused the OOD. For this, given the representative feature f of a partition
has high variance, we identify the subset of latent variable(s) £y C .Z; that is sensitive to the variations
in f. For example, if we have a partition with images that have different values in the precipitation (e.g.,
precipitation=20%, precipitation=50%, etc.), then we map latent variable(s) that are sensitive to changes in
precipitation level. The latent variable(s) in .Z% is called the reasoner for feature f and is used to identify if f
is responsible for the OOD. The steps in our heuristic are listed in Algorithm 5, and it works as follows: For
each partition, P € &, and for each scene s € P, we perform the following steps.

First, we take two subsequent images x; and x;, | and pass each of them separately to the trained 3-VAE
to generate the latent variable set .2 for each of the images. As a remainder, . is a collection of n latent
variables, and each latent variable has a latent distribution (z) with parameters y and ¢. Then, for each
latent variable of the images (x) we compute a KL-divergence between its latent distribution ¢(z;|x) and
the standard normal distribution .#7(0,1) as discussed in Section 5.4.1. The computed KL-divergence is
KLi(x) = Dyz(q(zlx)]|4#(0,1)).

Second, we calculate the KL-divergence difference between corresponding latent variables of the two
images as: KLi(dif f) = |KL'(x;11) — KL'(x;)|. This procedure is repeated across all the subsequent images
in the scene s. Third, we compute an average KL-divergence difference for each latent variable across all the

subsequent scene images as follows.

: 1 len(s)—1 o
AngLdiff,W 1; KLi(diff) (5.5)

Where, KL; (diff) is the KL-divergence difference of the latent variable L; for the /" subsequent image
pair in a scene s and len(s) is the number of images in s. This value indicates the average variance in the
KL-divergence value across each latent variable for all the images in the s. This approach to computing
the variations across s is motivated by the manual latent variable mapping technique in [267]. Further, the
AvgKL},; value is computed Vs € P.

Finally, we then use Welford’s variance calculator [286] to compute the variance in the AngLiiiff value
across all the scenes in the partition. Welford’s variance calculator computes and updates the variance in a
single pass as the measurements are available. It does not require storing the measurements till the end of the
variance calculation, which will make the variance calculation across several scenes faster. In our case, the
variance calculator returns a partition latent variable set .-Zp, which is a set of top m latent variables that has
the highest AngLZl.ff across all images in P. Selecting an appropriate number of latent variables (m) for £p
is crucial, as we use it to select the latent variables for .%; and .Z. The value for m is chosen empirically,
and the selection depends on the variances across the scenes of a partition. However, it is essential to note

that selecting a small value for m may not include all the informative latent variables required for detection
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Algorithm 5 Selecting Latent Variables for .%; and .2
Parameter: global list G
Input: data partitions & = {P|, P, ..., P, }, number of latent variables n
Output: .£; and .Z for each partition
1: for each P € & do
2: for each s € P do

3 for/=1; [l <=len(s); I=1+1do

4 fori=0,1,2,.....,ndo

5: KL (x1) = Dkr(qq (zilx)[|-4(0,1))
2 KL (x1+1) = Dic (g0 (zx141)[|4 (0,1)
7 KLi(diff) = KL (xi:1) — KL (x))]

8 end for

9: end for

10: fori=1,2,....ndo

1 AvgKL, . = Wzﬁj{” 'KLi(diff)
12: end for

13: Store AvgKLy; - to G

14: end for

15: Use Welford’s algorithm to select Zp, a set of m latent variables with high variance in AngLfﬁ rr
16: £y = max(Zp)

17: end for

18: gdZ{XPIUZPZU ..... ngm}

19: return 2, { %, %, ..., Ly}

and choosing a large value for m may include uninformative latent variables that may reduce the detection
accuracy and sensitivity.

Further, we choose the top latent variable(s) from .£p and use it as the reasoner (.Z) for the partition. If
the partition has variance in an independent image feature (e.g., brightness), then a single best latent variable
with the most sensitivity can be used as the reasoner. However, if the feature is not independent, more than one
latent variable needs to be used, and the size of .Zp increases. Besides, if two features correlate, then a single
latent variable may be sensitive to both features. If such a latent variable is used for reasoning at runtime, and
if it shows variation, we attribute both the features to be responsible for the OOD.

Finally, these steps are repeated for all the partitions in &2, and the latent variables for .%; is formed by
{Lp, ULp,U---ULp, }. If the latent space is partially disentangled, then the top m latent variables in each

%p will mostly be the same. Otherwise, the number of similar latent variables in each .Zp will be small.

5.5.4 Runtime OOD Detection

At runtime, we use the trained 3-VAE and the latent variable set .%; and .Z to detect OOD problems
discussed in Section 5.3. Fig. 5.6 shows the pipeline for runtime OOD detection, and it works as follows.
As a test image, x; is observed, and the encoder of the trained 3-VAE is used to generate the latent space

encoding. Then, the respective latent variables in (%, .Z¥) are sent to different processes to compute the
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Figure 5.6: The trained B-VAE detector at runtime provides three outputs that are sent to the decision manager
to select an appropriate controller or control action that can mitigate the OOD problems as discussed in
Section 5.3.

average KL-divergence between the latent variables in .%; or latent variable(s) in . for the identified features.
The KL-divergence is computed between each latent variables in .%; and £, and the normal distribution

A4(0,1) as shown in Eq. (5.6).

L
& = KLs, ¥ (0,1) = 7 X PrelaCal)l |4 (0,1) 5:6)
=1

Where, L is the number of selected latent distributions; for the detector, it is the number of latent variables in
£y, and for each feature, it is the number of latent variables in .Z.

To detect the first OOD problem (Problem I), the KL-divergence is used as the non-conformity score
to compute the ICP and martingale score as shown in Algorithm 6. However, as the martingale can grow
large very rapidly, we use the log of martingale. Then, a CUSUM over the log of martingale is computed to
identify when the martingale goes consistently high. The CUSUM value S; of the detector latent variables %
is compared against a detector threshold () to detect if the image x; is OOD compared to the calibration set.
Then, the CUSUM value S; of the reasoner latent variables £ is compared against a reasoner threshold (7,)
to identify if the known feature(s) is responsible for the OOD as discussed in Problem 1b of Section 5.3. The
thresholds are empirically tuned as a tradeoff between false positives and mean detection delay [281].

To detect the second OOD problem (Problem 2), the latent variables in .%; are used with sliding window
moving average and CUSUM for change point detection. For this, the average KL-divergence of all the latent
variables in .Z}; is computed using Eq. (5.6), and a moving average of the average KL-divergence (Aky) is
computed over a sliding window [x;_ps41,...,X%] of previous M images in the time series. Ak is used to
compute the CUSUM value §;, which is compared against a threshold 7., to detect changes.

Finally, the outputs of the detector (See Fig. 5.6) are sent to the decision manager to perform controller
selection using the simplex strategy [61]. We use the detection result as the logic to arbitrate between the

performant controller (LEC) and the safety controller (autopilot) of the simplex architecture (see Fig. 5.7).
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Algorithm 6 3-VAE based OOD detection using ICP
Parameter: sliding window length M, non-conformity measures of calibration set €.
Input: image x; at time ¢, set of detector latent variables .%.
Output: martingale score log.#; at time ¢
11 0 = Yyie g, |Dre(g(zlx)||-47(0,1))]

. _ ({vaet|a>o}|)
2 p = (eqgald

1 —
3 M = |, [H?:t—Mng;g 1] de
4: return log.Z;

5.6 Experiments and Results

We evaluate our approach using an AV example in the CARLA simulator [111] and show the preliminary
results from the real-world nuImages dataset [251]. The experiments? in this section were performed on a

desktop with AMD Ryzen Threadripper 16-Core Processor, 4 NVIDIA Titan Xp GPU’s and 128 GiB memory.

5.6.1 System Overview

Our first example system is an AV that must navigate different road segments in townl of the CARLA
simulator. The architecture of our AV, shown in Fig. 5.7, relies on a forward-looking camera for perception and
a speedometer for measuring the system’s speed. It uses the NVIDIA DAVE-II deep neural network (DNN) [4]
as the primary controller and the simulator’s inbuilt autopilot mode as the secondary safety controller. In
addition, a trained B-VAE detector and reasoner are used in parallel to the two controllers. The detection
results and the steering values from the two controllers are sent to a simplex decision manager, which selects
the appropriate steering value for the system based on the detection result. If the detector returns the image to
be OOD, the decision manager selects the autopilot controller to drive the AV. The sampling period used in the

simulation is 1/13 seconds, and the vehicle moves at a constant speed of 0.5 m/s for all our experiments.

5.6.1.1 Operating modes

Our AV has two operating modes: (a) manual driving mode, which uses CARLA’s autopilot controller to
drive around town1. The autopilot controller is not an ML component but uses hard-coded information from
the simulator for safe navigation. We use this mode to collect the training set 7 and the test set (7). These
datasets are a collection of several CARLA scenes generated by a custom scenario description language (SDL)
shown in Fig. 5.8; and (b) autonomous mode, which uses a trained NVIDIA DAVE-II LEC controller to drive

the AV. In this setup, the 3-VAE detector is used in parallel to the LEC controller to perform OOD detection.

3source code to replicate these experiments can be found at https:/github.com/scope-lab-vu/Beta- VAE-OOD-Detector
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Figure 5.7: AV block diagram. The components in green come inbuilt with the CARLA simulator and the
components in blue are designed for our example. While the simulator requires a GPU, the other components
are run on one CPU core to emulate a resource-constrained setting.

Trainin,
scene CARLA { Feature R & | Nom | HP | HB | HPB | NR

type int ange
type distribution Sun Angle 90 90 90 90 90 90
entity weather_parameters{ Cloudiness [0,50] 25 50 50 25 50

sun_angle: int
cloudiness: distribution Precipitation [0,50] 0 40 0 50 0
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Figure 5.8: (left) A fragment of our SDL. (right) Scenes in CARLA simulation: Nominal scene (Nom) is
generated by randomly sampling the features in their training ranges. High Precipitation (H P), High Brightness
(HB), High Precipitation & Brightness (HPB) scene, and New Road (NR) are test scenes for which the feature
values change from a training range value to a value outside the range at t = 20 seconds. The initial values of
precipitation and brightness are highlighted in green.

5.6.1.2 Data Generation

Domain-specific SDL such as Scenic [287] and MSDL [153] are available for probabilistic scene gen-
eration. However, they did not fit our need to generate partition variations. Hence, we have implemented a
simple SDL in the textX [288] meta language (See Fig. 5.8), which is combined with a random sampler over
the range of the simulator’s features like sun altitude, cloudiness, precipitation, brightness, and road segments
to generate different scenes.

Train Scenes: The training feature labels, and their values are shown in Fig. 5.8. These features were
randomly sampled in the ranges shown in Fig. 5.8 to generate eight scenes of 750 images each that constituted
the training set 7. Among these, two scenes had precipitation of 0%, the brightness of 0%, sun angle of
90°, cloudiness of 25%, and road segment of 1 and 2 for each scene, respectively. Three scenes had different
precipitation values (precip=5%, precip=40%, precip=50%) while sun angle took a value of 90°, cloudiness
took a value of 25%, brightness took a value of 0%, and 10%, and the road segments took a value of 1

and 2. The remaining three scenes had different brightness values (bright=9%, bright=25%, bright=40%),
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Figure 5.9: Plots representing the normalized values of sun angle (S), cloudiness (C), precipitation (P),
brightness (B), and road segments (R) for the training set, partitions, and the test scenes. We use the test scene
abbreviations Nom (Nominal), HP (High Precipitation), HB (High Brightness), HPB (High Precipitation &
Brightness), and NR (New Road segment) for the rest of the paper. The NR scene has all the feature values
like the Nom scene, but it uses the road segment 7 that is not in the training distribution.

precipitation took a value of 0% and 5%, and all the other parameters remained the same as the other scenes.
We split 6000 images of .7 into 4000 images of 7p and 2000 images of ¥ in the standard 2:1 ratio (page 222
of [289]) for ICP calculations.

Test Scenes: The test scenes included a nominal scene (Nom) and four OOD scenes as shown in Fig. 5.8.
Each scene was 20 seconds long and had 260 images. (1) Nominal Scene (Nom) was an in-distribution scene
generated from the training distribution. (2) High Precipitation (HP) scene was an OOD scene in which the
precipitation was increased from 40% (in training range) to 60% (out of training range) at t = 2 seconds. (3)
High Brightness (HB) scene was an OOD scene in which the brightness was increased from 25% (in training
range) to 60% (out of training range) at t = 2 seconds. (4) High Precipitation & Brightness (HPB) scene was
also an OOD scene in which both the precipitation and the brightness were increased out of the training range
att = 2 seconds. (5) New Road (NVR) scene was an OOD scene with a new road segment (segment=7) that
was not in the training range, but the other features remained within the training range. Fig. 5.9 shows the

variance in the normalized values of the scene features for the training set, partitions, and test scenes.
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5.6.2 B-VAE Detector

5.6.2.1 Data Partitioning

Using our partitioning technique discussed in Section 5.5.1, we select three scenes with variance in
precipitation values (precip=5%, precip=40%, precip=50%) as the precipitation partition P1, and the remaining
three scenes with variance in brightness values (bright=9%, bright=25%, bright=40%) as the brightness

partition P2.

5.6.2.2 Latent Space Encoding

We applied the Bayesian optimization algorithm-based heuristic discussed in Section 5.5.2 to select and
train the B-VAE with appropriate hyperparameters.

Network Structure and Training: We designed a 3-VAE network that has four convolutional layers
32/64/128/256 with 5x5 filters and 2x2 max-pooling followed by four fully connected layers with 2048,
1000, 250 and 50 neurons. A symmetric deconvolutional decoder structure is used as a decoder. This network,
along with images in .7, was used in the Bayesian optimization algorithm discussed in Algorithm 4. For each
iteration of the Bayesian optimization algorithm, the network was trained for 100 epochs using the Adam
gradient-descent optimizer and a two-learning scheduler, that had an initial learning rate n = 1 x 107> for 75
epochs, and subsequently fine-tuning 1 = 1 x 1076 for 25 epochs. A learning rate scheduler improves the
model’s accuracy and explores areas of lower loss. In addition, we had an early stopping mechanism to prevent
the model from overfitting.

The algorithm also involved computing the MIG in every iteration. For computing it, we utilized the
images and labels from partitions P1 and P2, which were generated in the previous step. To obtain robust
MIG, we computed the latent variable entropy by randomly sampling 500 samples from each latent variable in
the latent space. To back this, we also averaged the MIG across five iterations.

Performance Comparison: We compared the performance of Bayesian optimization, grid, and random
search algorithms. The results of these algorithms are shown in Table 5.1. Random search and Bayesian
optimization algorithm was run for 50 trials, while the grid search was run for 360 trials across all combinations
of n € [30,200] and B € [1,5]. In comparison, the Bayesian optimization algorithm achieved the highest MIG
value of 0.0018 for § = 1.4 and n = 30 hyperparameters. It also took the shortest time of 837.05 minutes

(early termination because optimal hyperparameters(s) were found) compared to the other algorithms.
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Algorithm | # of Iterations Iteratlm'ls to Search‘ Time max MIG | Selected Parameter
reach optimum (min)
Grid 360 5 10924.55 0.0017 30,1.4
Random 50 40 1199.51 0.00032 40,1.5
BO 50 16 837.05 0.0018 30,1.4

Table 5.1: Comparing hyperparameter search algorithms. Bayesian optimization algorithm is compared against
random and grid search algorithms.

Partition
P1 L,(0.09)
P2 L»5(0.16)

Latent Variable set .Zp
L,5(0.06) | L(0.05)
Lo(0.09) | Ly0(0.07)

L19(0.02)
L,(0.07)

Table 5.2: Latent variable mapping. Ordered List of latent variable set .£p for P1 and P2. The latent variable
L, had highest KL-divergence variance across the scenes in P1. L5 had the highest KL-divergence variance
across the scenes in P2. % is chosen as the union of the two .%p sets. Chosen .%; = {Lo, L2, Lo, Lys,L29}

5.6.2.3 Latent Variable Mapping

We used the selected and trained -VAE with the data partitions P1 and P2 to find latent variables for OOD
detection (.Z) and reasoning (%) using Algorithm 5. First, we used the successive images in each scene to
generate a latent variable set .Z and then computed a KL-divergence value. Second, we computed an average
KL-divergence difference between corresponding latent variables of the two images. Third, we computed the
average KL-divergence difference (using Eq. (5.5)) for each latent variable across all the subsequent images in
a scene. We repeated these steps for all the scenes in both partitions. Finally, for each partition we identified a
partition latent variable set .Zp using the Welford’s algorithm as discussed in Section 5.5.3. The number of
latent variables m in .Zp requires selection based on the dataset. In this work, the value for m is chosen by
human judgment. For the CARLA dataset, we chose the value of m to be 4.

Implementing these steps, we selected the partition latent variable sets Zp; = {L»,Las, Lao, Lo, Lag } for P1
and %p, = {Lys,Lo,Lp0,L2,Lng} for P2. These latent variables had the highest KL-divergence variance values
and hence were selected. The KL-divergence variance values of these latent variables are reported in Table 5.2.
Then, the union of these two partition sets were used as the total detector %, = {Lo, L2, L0, L2s,La9 }. Fig. 5.10
shows the scatter plots of the latent distributions of the selected latent variables and 5 randomly selected latent
variables (L, L3,Ls,L;s,Log) for the train images (yellow points) and the test images (green points), which are
OOD with high brightness. The latent distributions of the selected latent variables highlighted in the red box
form evident clusters between the train images and the test images, and these clusters have a good intra-cluster
separation. But, for the other latent variables, the distributions are scattered and do not form clean clusters,
and these clusters are not well separated.

Further, we chose one latent variable with the maximum variance in the partition latent variable sets, which
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Figure 5.10: Scatter plots of individual latent variables. The latent distributions of the selected latent variables
(highlighted in red) as compared to 5 other latent variables that were not selected. Yellow points represent
the distributions of the train images, and green points represent the distributions of the test images that were
OOD. The selected latent variables into a well-formed cluster, and there is a higher separation between the
train and the test image clusters. The un-selected latent variables do not form clean clusters. Using the 5 most
informative latent variables for detection resulted in better robustness and minimum sensitivity as compared
to using all the latent variables as shown in Table 5.4. Plot axis: x-axis represents the mean of the latent
distributions in the range [—3, 5], and the y-axis represents the log of variance in the range [—5,5].

was used as the reasoner for that partition. We chose L, as the reasoner for the precipitation partition P1 and
Lys is used as the reasoner for the brightness P2. Our decision to choose only one latent variable for reasoning
is backed by the fact that the dataset was synthetically generated, and the features were not highly correlated.

However, real-world datasets may require more than one latent variable for reasoning.

5.6.3 OOD Detection Results from CARLA Simulation

5.6.3.1 Evaluation Metrics

(1) Precision (P) is a fraction of the detector identified anomalies that are real anomalies. It is defined in
terms of true positives (TP), false positives (FP), and false negatives (FN) as TP+ (TP + FN). (2) Recall (R)
is a fraction of all real anomalies that were identified by the detector. It is calculated as TP+ (TP + FP). The
FP and FN for the test scenes are shown in Table 5.3. (3) FI-score is a measure of the detector’s accuracy that
is computed as 2 X (P X R) + (P+R). (4) Execution Time is computed as the time the detector receives an
image to the time it computes the log of martingale. (5) Average latency is the number of frames between the

detection and the occurrence of the anomaly. (6) Memory Usage is the memory utilized by the detector.
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Scene FP FN
Hp The image is not OOD due to high precipitation, | The image is OOD due to high rain, but is
but it is identified as OOD. identified as in-distribution
HB The image is not OOD due to high The image is OOD due to high brightness,
brightness, but is identified as OOD. but is identified as in-distribution.
HPB The image is not OOD due to high precipitation | The image is OOD due to high rain and high
and high brightness but, is identified as OOD. brightness, but is identified as in-distribution.
NR The image is not OOD due to change in road The image is OOD due to change in road
segment, but is identified as OOD. segment, but is identified as in-distribution.

Table 5.3: Definitions of false positives and false negatives for the HP, HB, HPB, and NR test scenes.

5.6.3.2 Runtime OOD Detection

We evaluate the performance of the selected B-VAE network (8 = 1.4 and n = 30) for the 5 test scenes
described in Fig. 5.8. Additional hyperparameters used by the detectors and the reasoners are as follows. The
martingale sliding window size M = 20, the CUSUM parameters for the detector are @; = 14 and 7; = 100,
and for the reasoners are @, = 18 and 7, = 130. These hyperparameters were selected empirically based on
the false-positive results from several trial runs. Fig. 5.11 summarizes the detector’s performance for a short
segment of the 5 test scenes. For the HP, HB, HPB, and NR scenes, the scene shifts from in-distribution to
OOD at r = 2 seconds, and they are used to illustrate the detection and reasoning capability of our approach.

The Nom scene has all the feature values within the training distribution, and it is used to illustrate the
detector’s ability to identify in-distribution images. As seen in Fig. 5.11, the martingale of the detector and
both the reasoners remain low throughout. In HP and HB scenes, the precipitation and the brightness feature
values increase from the training distribution at # = 2 seconds. In the HP scene, the martingales of the detector
and the reasoner for the precipitation feature increase above the threshold after ¢ = 2 seconds. However, as
seen martingale of the reasoner for brightness does not increase. So, we conclude that the precipitation feature
is the reason for the OOD. In the HB scene, the martingales of the detector and the reasoner for the brightness
feature increase above the threshold after + = 2 seconds. Also, the martingale of the reasoner for precipitation
shows a slight variation but does not increase above the threshold. So, we conclude the brightness feature is
the cause of the OOD. In the HPB scene, the precipitation and brightness feature increase to a value out of the
training distribution at r = 2 seconds. The martingale of the detector and the feature reasoners increases above
the threshold. So, we attribute both the features to be the cause of the OOD. The peaks in the steering plots
atr = 2 seconds are when the DAVE-II DNN steering predictions get erroneous, and the decision manager
arbitrates the control to the autopilot controller.

The NR scene is of interest for this work, as the scene has a new road segment with different background

artifacts (e.g., buildings, traffic lights) that were not in the training distribution. But the precipitation and
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Figure 5.11: Performance of the -VAE detector for the 5 test scenes generated in Section 5.6.1. The solid
blue line represents the log of martingale, the solid green lines represent the CUSUM values, and the dotted red
lines represent the threshold (7) for CUSUM comparison. Further, the left y-axis shows the log of martingale
with a range of [—5,20], and the right y-axis shows the CUSUM value with a range of [0,400]. The cusum
threshold in the red dotted lines is plotted to the right y-axis.

brightness feature values were within the training distribution. When tested on this scene, the detector
martingale instantly increases above the threshold, identifying the scene as OOD. However, the martingales
of the reasoners for precipitation and brightness only show slight variations without increasing beyond the
threshold. The result implies that the scene is OOD, but a feature other than brightness and precipitation has
varied and is responsible for the OOD.

Further, Fig. 5.12 shows the plots of the capability of the 3-VAE detector in identifying changes in the
current test image as compared to the previous images in the time series (problem?2). For these evaluations, we
used the Nom, HB, and extended HB test scenes, which had a length of 50 seconds each. The Nom and HB

scenes are the same as the previous setup, but in the extended HB scene, the brightness feature value abruptly
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Figure 5.12: Moving Average and CUSUM for identifying feature changes in Nom, HB, and an extended HB
test scenes. (Left) Nom scene - there is no change in the scene, so the average KL-divergence remains below
7. (Center) HB scene - the brightness of the scene changes at 17.5 seconds, and the detector identified this.
(Right) Extended HB scene - the brightness of the scenes increases for a short period between 9.5 seconds to
29.5 seconds, and the detector could identify both the changes.

increases for a brief period between 9.5 seconds and 29.5 seconds. For these test scenes, we performed the
moving average calculation on a sliding window of M = 20 with the CUSUM parameters of @&, = 0.75 and
Tep = 1.2. With these parameters, our detector could identify change points with a short latency of 11 frames,

which translates to one second of inference time for the AV system.

5.6.3.3 Evaluating the Design Approach

Table 5.4 illustrates how the proposed heuristics in each step of our approach (Section 5.5) results in
achieving the best detector properties (text highlighted in green). The properties of interest are robustness,
minimum sensitivity, and resource efficiency, defined in Section 5.3. We evaluate the robustness of the
detectors on the in-distribution scene Nom and two OOD scenes HPB and NR. The HP and HB scenes had
variations in either the precipitation value or the brightness value, but they did not have simultaneous variations.
So, it was suitable to use them to measure the detector’s minimum sensitivity towards these features. However,
in the HPB scene, both these features varied simultaneously, so it was unsuitable for measuring the minimum
sensitivity. The resource efficiency was measured across all the scenes. We have also compared the proposed
heuristics to an alternate technique in each step. The comparisons are as follows (proposed techniques are

underlined): (1) MIG vs. ELBO loss function (discussed in Section 5.4), (2) Bayesian optimization vs. Grid

and Random Search, and (3) Selective vs. All latent variables for detection. Our evaluations are as follows.
If the dataset can be partitioned, either MIG or ELBO can be used as the objective function with the

Bayesian optimization, grid, or random search algorithms. Since the dataset can be partitioned, the latent

variable heuristic could be applied to select a subset of latent variables, which can be used for detection. As

illustrated in Table 5.4, the optimization algorithm and objective function combinations resulted in 5 different
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Design-time steps of our approach Detector Properties
e e Ijate.nt Space E_nC(')dn}g Selected .Z; Robustness Minimum Execution
Partitioning | Objective Optimization for Detection F1-score (%) | Sensitivity (%) | Time (ms)
Function Algorithm

BO (30,1.4) [0,2,20,25,29] 96.98 96 74.09

MIG Grid (30,1.4) [0,2,20,25,29] 96.98 96 74.09

Yes Random (40,1.5) [0,17,6,8,7] 80.75 35 79.15

BO (30,1.0) [0,1,6,21,23] 95.83 63 75.39

ELBO Grid (40,1.0) [13,28,26,23,0] 84.65 54 78.85

Random (30,1.2) | [10,14,21,22,26] 94.9 71 74.98

BO (30,1.0) All 30 85.89 73 379.47

No ELBO Grid (40,1.0) Al 40 68.96 42 488.85

Random (30,1.2) All 30 89.73 53 396.89

Table 5.4: Design approach evaluation. Evaluations of how the heuristics of our design approach influence
the detector properties discussed in Section 5.3. We evaluated Robustness on the Nom, HPB, and NR scenes.
Minimum sensitivity was evaluated on the HP and HB scenes. Resource efficiency was measured across all
the test scenes. The numbers in the optimization algorithm column indicate the selected hyperparameters.
Text in green highlights the best detector properties achieved by our approach. Text in red highlights a high
detection time.

B-VAE networks and 5 latent variables for .%;. Among these, the Bayesian optimization and grid algorithms
using MIG resulted in the best detector with the robustness of 96.98%, minimum sensitivity of 96%, and
a detection time of 74.09 milliseconds. In comparison, the other detectors had low robustness, minimum
sensitivity, and a similar detection time.

However, if the dataset cannot be partitioned, ELBO is the only objective function that can be used with
Bayesian optimization, grid, or random search algorithms. However, the latent variable mapping heuristic
cannot be applied without partitioning. So, all the latent variables for the chosen 3-VAE had to be used for
detection. Using all the latent variables for detection resulted in a less robust and sensitive detector that took

an average of 400 milliseconds as shown in Table 5.4.

5.6.4 Detection Results from Competing Baselines

We compare the performance of the 3-VAE detector to other state-of-the-art approaches using our AV
example in CARLA. The approaches that we compare against are (1) Deep-SVDD one-class classifier; (2)
VAE-based reconstruction classifier; (3) chain of one-class Deep-SVDD classifiers; and (4) chain of VAE-
based reconstruction classifiers. The VAE network architecture is the same as that of 3-VAE (described
in Section 5.6) but uses the hyperparameters of § = 1 and n = 1024. The one-class Deep-SVDD network
has four convolutional layers of 32/64/128/256 with 5x5 filters with LeakyReLu activation functions and
2x2 max-pooling, and one fully connected layer with 1568 units. These networks are also trained using a
two-learning scheduler, with 100 epochs at a learning rate 17 = 1 x 10~*, and 50 epochs at a learning rate 1) =

1 x 1073, Further, we combined two of these classifiers to form a chain of Deep-SVDD classifiers and a chain
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of VAE classifiers. In each chain, one classifier is trained to classify images with variations in the values of the
brightness feature, and the other is trained to classify images with variations in the values of the precipitation
feature. These classifiers are combined using an OR operator.

For these evaluations, we set resource limits on the python software component (See Fig. 5.7) for evaluating
the processing time and memory usage. We assigned a soft limit of one CPU core and a hard limit of four
CPU cores on each component to mimic the settings of an NVIDIA Jetson TX2 board. Further, to measure

memory usage, we used the psutil [290] cross-platform library.

5.6.4.1 Comparing Runtime OOD Detection

The false-positive and false-negative definitions for the HP, HB, HPB, and NR test scenes are defined in
Table 5.3. Based on these definitions, the precision and recall of the different detectors for the test scenes are
shown in Fig. 5.13. In HP and HB scenes, a single feature (precipitation or brightness) value was varied, and
the classifier that was not trained on the representative feature of that scene had low true positives. So, the
precision and recall of these detectors are mostly zero. In the HPB scene shown in Fig. 5.13-c, both the features
were varied, so a single one-class classifier was insufficient to identify both the feature variations. However,
the one-class classifier chains with an OR logic had higher precision in detecting the feature variations in all
these scenes. Similarly, the detection and OOD reasoning capability of the 3-VAE detector could identify both
the feature variations.

For the NR scene shown in Fig. 5.13-d, which had a new road segment with the precipitation and brightness
values within the training distribution, both the one-class classifiers and their chains raise a false alarm. So,
their precision towards detecting variations in these features is low (roughly 1%). In contrast, the 3-VAE
detector alongside the reasoner could identify that the OOD behavior was not because of the precipitation and
brightness with a precision of 46%. These results imply that the 3-VAE detector can precisely identify if the
features of interest are responsible for the OOD. Whereas a similar reasoning inference cannot be achieved

using the other approaches.

5.6.4.2 Comparing Execution Time and Latency

Execution Time: As discussed earlier, we selected 5 latent variables for detection and one latent variable
each for reasoning about the precipitation and brightness features. Two components that mainly contribute
to the execution time of the §-VAE detector are: (1) the time taken by the B-VAE’s encoder to generate the
latent variables, and (2) the time taken by ICP and martingale for runtime detection. The average execution
time using all 30 latent variables of the 3-VAE was 400 milliseconds, which was drastically reduced to 74.09

milliseconds when the 5 selected latent variables were used. Also, the reasoner only took about 9 milliseconds
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Figure 5.13: Precision and Recall. Evaluations on different scenes: (a) HP - top left, (b) HB - bottom left,
(c) HPB - top right and (d) NR - bottom right. The detectors compared are: SD1 - Deep-SVDD Precipitation
detector, SD2 - Deep-SVDD brightness detector, SDC - Deep-SVDD detector chain, VD1 - VAE Precipitation
detector, VD2 - VAE brightness detector, VDC - VAE detector chain, BD - 3-VAE detector. These values
were collected by running the detectors on each scene 20 times.

as it worked in parallel to the detector. In comparison, the Deep-SVDD classifiers took an average of 41
milliseconds for detection, and its chain took an average of 43.36 milliseconds, as shown in Fig. 5.14. Also,
each of the VAE-based reconstruction classifiers took an average of 53 milliseconds for detection, and its chain
took an average of 57 milliseconds. The Deep-SVDD and VAE-based reconstruction classifiers performed
slightly faster than our detector.

Detection Latency: The detection latency in our context is the number of frames between the detection
and the occurrence of the OOD. In our approach, the latency is dependent on the size of the martingale window,
which is dependent on the CPS dynamics and the sampling period of the system as discussed in Section 5.4.4.
In addition, the selection of the CUSUM threshold also impacts the latency. In these experiments, our AV
traveled at a constant speed of 0.5 m/s, so we used a fixed window size of 20 images. Further, we empirically
selected the CUSUM threshold to be 100. With this configuration, the B-VAE detector had an average latency
of 12.6 frames, and the reasoners had an average latency of about 11.5 frames across the 4 test scenes. In
comparison, the Deep-SVDD classifiers and their chain had an average latency of 11 frames and 11.21 frames,
respectively. Also, each of the VAE-based reconstruction classifiers and their chain had an average latency of
13 frames and 12.9 frames, respectively.

To summarize, all the approaches had similar detection latency, with the Deep-SVDD classifier performing
slightly better. The Deep-SVDD classifier and its chain had slightly shorter latency than our detector. However,

the B-VAE detector had a lower latency than the VAE-based reconstruction classifier and its chain.
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Figure 5.14: (Left) Execution Time in milliseconds and (Right) Detection latency in number of frames, of the
different detectors for the HP, HB, HPB and NR scenes. The detectors are SD1 - Deep-SVDD Precipitation
detector, SD2 - Deep-SVDD brightness detector, SDC - Deep-SVDD detector chain, VD1 - VAE Precipitation
detector, VD2 - VAE brightness detector, VDC - VAE detector chain, BD - 3-VAE detector. These values were
collected by running the detectors on each scene 20 times.

5.6.4.3 Comparing Memory Usage

Our approach uses a single B-VAE network to perform detection and reasoning. Specifically, we only
utilize the network’s encoder instead of the encoder and the decoder. The average memory utilization of the
B-VAE detector was 2.49 GB, and the reasoners were 0.23 GB. In comparison, the Deep-SVDD classifiers
and their chain utilized an average memory of 3.2 GB and 6.4 GB, respectively. Also, the VAE-based
reconstruction classifiers and their chain utilized an average memory of 3.6 GB and 7.2 GB, respectively. The
classifier chains utilized higher memory because two DNNs were used for detection.

To summarize, our approach utilizes lesser memory because: (1) it only requires the encoder of a single
B-VAE network for both detection and reasoning; and (2) it utilizes fewer latent variables for detection because
it relies on the disentanglement concept. For the AV example, our detector only required 5 latent variables
compared to 1024 latent variables of the VAE reconstruction classifier and 1568 activation functions in the

embedding layer of the Deep-SVDD classifier.

5.6.5 OQOD Detection Results from nulmages dataset

As the second example, we apply our detection approach to a small fragment of the nulmages [251] dataset.
We report the preliminary results of our evaluation in this section.

Dataset Overview: The nulmages dataset is derived from the original nuScenes dataset [252]. The
nulmages dataset provides image annotation labels, reduced label imbalance, and a larger number of similar
scenes (e.g., a scene with the same road segment but different time-of-day, weather, and pedestrian density
values), which makes it suitable for our work. The dataset has 93,000 images collected at 2Hz and annotations
for foreground objects such as vehicles, animals, humans, static obstacles, moving obstacles, etc. The

foreground objects further have additional attributes about the weather, activity of a vehicle, traffic, number
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of pedestrians, and pose of the pedestrians, among others. We demonstrate our OOD detection capability on
scenes with different values of traffic and pedestrian density features. For these experiments, we trained the
detector with different traffic and pedestrian values. We then used it to detect images in which either traffic or
pedestrian features are absent (OOD condition).

Data Partitioning: The training set .7 had images from 4 scenes with varying traffic and pedestrian values.
We partitioned .7 into two partitions. P1 had images with medium and high pedestrian density values in the
range [1,5] and more than 5, respectively. P2 had images with medium and high traffic values in the range
[1,5] and more than 5, respectively. The test scenes for this evaluation were nominal (Nom) and a pedestrian
or traffic (PoT) scene. The Nom scene was in distribution, with 30 images in time series captured on a sunny
day from a road segment in Singapore city with traffic and pedestrians in the training distribution range. The
PoT scene had 70 images in time series captured from a similar road segment, and it either had traffic or
pedestrians, but not both together. For most images in this scene, the traffic density took a value in the training
range, but the pedestrian value was close to zero. Further, our test scenes were short as it was difficult to find
longer image sequences that belonged to a sunny day and similar road segments.

Detector Design: We applied our approach discussed in Section 5.5 and we used the same -VAE network
structure as discussed in Section 5.6.2. Using this set up, we selected a 3-VAE network with hyperparameters
n=30 and B=1.1, that resulted in the maximum MIG of 0.0006. We then identified the detector latent variable
set % to be {Lo,L7,L9, Ly }. Further, we selected latent variables Lg and Ly, as the reasoners for the traffic
density and pedestrian density partitions, respectively.

OOD Detection: For runtime OOD detection, we used a window size M=30 for martingale computation
and w=2 and 7=10 for reasoners and detector CUSUM calculations. The plots for detection and reasoning
are shown in Fig. 5.15. The detector Martingale for the Nom test scene remained low, and all in-distribution
images were detected as in-distribution. The martingale of the traffic density reasoner remained low for most
images except for 2 images. We hypothesize that this could be because the vehicle and background blended
well, confusing the reasoner. The martingale of the pedestrian reasoner remained low throughout the scene.
For OOD scene PoT, the detector correctly identified 92% (65/70) of the images as OOD. However, the first
5 images were incorrectly detected to be in-distribution because of the detection latency of our window-based
martingale approach. Also, as the traffic density was mostly zero throughout the scene, the martingale of traffic
density reasoner is mostly flat throughout. But, for pedestrian reasoners, all the images were identified as
OOD except the first 9 images. The false negatives are primarily because of the complexity of the operational
scene and the detection latency. After these images, the martingale increases, and the CUSUM increases above
its threshold. In summary, the reasoners worked reasonably well for these scenes but had a slow martingale

growth because of several background attributes like sun glare, trees, and traffic lights.
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Figure 5.15: Runtime OOD detection on nulmages dataset. Performance of the B-VAE detector for the Nom
(nominal) and PoT (pedestrian or traffic) scenes of the nulmages experiments. For the martingale plots, the
solid blue line represents the log of martingale, the solid green lines represent the CUSUM values and the
dotted red lines represent the threshold (7) for CUSUM comparison. Further, the left y-axis shows the log of
martingale with range [—35, 10], and the right y-axis shows the CUSUM value with range [0,20]. The cusum
threshold represented in the red dotted lines is plotted to the right y-axis.

Challenges: We discuss the several challenges of applying our approach to a real-world dataset. First,
limited availability of time-series images. Although the nulmages dataset provides the notion of a scene, they
contain time gaps, especially after partitioning them into train and test the dataset. Second, the labels provided
for the dataset images are coarse grain. For example, in the nulmages dataset, the semantic label annotations
are only limited to high-level foreground objects like pedestrians and cars, and extracting these labels requires
significant pre-processing. Another challenge is the complexity of images in real-world datasets. The presence
of excess background information such as trees, traffic signals, shadows, and reflections, among others, makes
the real-world images complex and impacts the information in latent space. The other challenge is the absence
of scenes in which the feature(s) gradually change their values. This makes it difficult to apply our latent
variable mapping. Further, finding similar scenes with variations in the specific feature(s) of interest is difficult.
For our experiments, we had to perform significant pre-processing to extract short image sequences to perform

OOD detection and reasoning.
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5.6.6 Discussion

With LECs being widely used in perception pipelines of automotive CPS, there has been an increased
need for OOD detectors that can identify if the operational test image to the LEC is in conformance to the
training set. Addressing this problem is challenging because these images have multiple feature labels, and
a change in the value of one or more features can cause the image to be OOD. This problem is commonly
solved using a multi-chained one-class classifier with each classifier trained on one feature label. However,
as shown by our evaluation in Section 5.6.4, the chain gets computationally expensive with an increased
number of image features. So, we have proposed a single 3-VAE detector that is sensitive to variations
in multiple features and computationally inexpensive compared to the classifier chains. For example, to
perform detection on a real-world automotive dataset like nuScenes with 38 semantic labels, a multi-chained
VAE-based reconstruction classifier (discussed in our experiments) would require training 38 different VAE
DNN5s as compared to a single §-VAE detector that is presented in this work. A memory projection based on
the results in Section 5.6.4.3 is shown in Fig. 5.16. It shows that the multi-chain classifier will need a memory
of 136.8 GB. In comparison, our approach requires a single network with one or a few latent variables for

detection on each label, and this requires only 10.96 GB of memory.
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Figure 5.16: Predicted memory usage of a VAE-based reconstruction chain and a single -VAE detector for
the nuScenes images. If a VAE reconstruction detector is used for each of the 38 nuScenes labels, then the
memory usage would linearly grow to 136.8 GB. However, our approach’s 3-VAE detector would only require
10.96 GB. These values were computed based on results in Section 5.6.4.3.

Another related problem motivated in this work is the OOD reasoning capability to identify the most
responsible feature(s). The reasoning capability is desirable for the system to decide on the mitigation action it
must perform. For example, if the detector can identify a high traffic feature to cause the OOD, then the system
can switch to an alternate controller with lower autonomy. This reasoning capability cannot be achieved using
the state-of-the-art chain of one-class classifiers. But the 3-VAE detector designed and trained using our
approach is sensitive to variations in multiple features. We have evaluated the capability of the 3-VAE detector
by applying it to several OOD scenes in CARLA simulation (see Fig. 5.11). Especially the NR scene with a

new road segment and background artifacts not in the training set. In this scene, the multi-chained network
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identified the scene as OOD because of the precipitation and brightness features. In comparison, our detector’s
OOD reasoning capability could identify with a precision of 46% that the cause was not precipitation or
brightness.

In addition to the reasoning capability, a detector for a multi-labeled dataset should have minimum
sensitivity (defined in Section 5.3) towards all the feature labels. High minimum sensitivity is needed to detect
variations in all the feature labels of the training set images. In our approach, we hypothesize that using the
most informative latent variables can provide good minimum sensitivity for the detector towards each feature
label. We back this by our results in Table 5.4, which illustrates that a detector that used the 5 most informative
latent variables had a high minimum sensitivity to variations in both the precipitation and brightness features
(highlighted in green text in the Table). In comparison, the detectors that used all the latent variables for
detection had lower minimum sensitivity, as illustrated in the Table.

Besides identifying if the input images are OOD to the training data, it is necessary to check if they have
changed compared to the previous sequence of images in the time series. Such abrupt changes in the current
input will increase the system’s risk of consequence (e.g., collision) [117], so it is critical to detect them.
This problem must be addressed but has not been given much importance in the OOD detection literature. In
this work, we use the detector’s latent variables in a moving window based on CUSUM for detecting abrupt
changes in the features of the operational test images. We validated our approach across 3 different scenes (see
Fig. 5.12) for which our detector could accurately identify feature variations with a short latency of 11 images.

Finally, in designing OOD detectors for CPSs, one needs to consider the system’s dynamics. But this is
often not given importance in the existing detection approaches. Only recently, Cai et al. [92] have proposed
an OOD detection mechanism on time-series images that consider the system dynamics. As discussed in
Section 5.5.4, we rely on their ICP and martingale framework approach for runtime detection over a short
sliding window of images. The sliding window size needs to be adjusted based on the operational system

dynamics like runtime sampling rate and the speed at which the system travels.

5.7 Related Work

There has been significant ongoing research to handle the brittleness and susceptibility of LECs. We have
grouped the existing approaches into different classes and briefly discussed them below.

Domain Adaptation involves transferring knowledge between a labeled source domain and an unlabeled
target domain [291]. The key idea is to learn domain invariant features of the training data by providing less
importance to dataset biases. This is also referred to as transductive transfer learning and is used when the

training and the target tasks remain the same while the domains are different. Altering the DNN structure
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has been one of the approaches that have been used for feature transferability. One such example is the Deep
Adaptation Network [292] that allows for feature transferability in the task-specific layers of DNN while
reducing domain-related information. The other widely adopted approach is biasing the training objective to
learn the domain invariant feature(s). For example, Heinze-Deml et al. [293] proposes a conditional variance
penalty-based training loss function to learn domain invariant features. Although domain adaptation has been
widely used, an assumption on the prior distributions of target domains is restrictive for practical applications
like CPSs [294]. Further, negative knowledge transfer between the source and target domains has been a
common problem [295].

Confidence Estimation involves estimating the confidence in the inputs to a DNN. There have been
several approaches to estimating confidence. The first approach involves adding a confidence branch at the
logits before the softmax layer [296]. The second approach involves using Bayesian Networks to represent
uncertainties in the DNN [297, 298]. Ensembles of DNNs have been another approach used for estimating the
confidence in the inputs [299, 300]. All these approaches mostly require making changes to the DNN or will
require training model ensembles. Recently, Jha et al. [301] has proposed the attribution-based confidence
(ABC) metric that does not require access to training data or does not need training model ensembles. It
is computed by sampling in the neighborhood of high-dimensional data and then computing a score for its
conformance. The metric looks robust and does not require access to the training data at runtime, which is
an advantage compared to our approach. But the impact of input feature correlations and interactions on the
attribution over features require future investigation [302].

Identifying Distribution Shifts involves identifying if the test observation has shifted from the training
distribution. Probabilistic classifiers like generative adversarial networks and variational autoencoders have
been widely adopted for identifying shifts in the test observations [259, 92, 95, 94]. Our work belongs to this
class, and different approaches in this class are discussed in Section 5.7.1.

In contrast to these approaches, we formulate the problem as a multi-label OOD detection. In addition to

identifying an OOD condition, we also find the feature(s) causing it.

5.7.1 Probabilistic One-class Classifiers

The OOD detectors, in general, learn the training data samples as members of a target class, and operational
data that is not similar to those seen during training will exist outside the target class and is classified as OOD.
Principal Component Analysis (PCA) [256] was one of the first one-class classifier approaches developed
for unsupervised detection. It performs a linear transformation to map high-dimensional data into a lower-

dimensional space for detection. A non-linear extension of PCA called kernel PCA has been introduced [303].
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Kernel-based one-class classifiers have been the other popular approach for detection, and it includes the
One-Class SVM (OC-SVM) [257] and Support Vector Data Descriptor (SVDD) [304]. Both OC-SVM and
SVDD construct a boundary around most training data samples, and the operational data that lies outside the
boundary is classified as OOD. However, the performance of these methods has been shown to be sub-optimal
on complex, high-dimensional data, which has resulted in the use of deep learning models.

Discriminative deep learning models like multilayer perceptron [305] and Deep-SVDD [259] have shown
robust detection capability on high-dimensional data such as images. Among them, Deep-SVDD is the
most prominent model. It trains a neural network to learn a minimum volume hypersphere that encloses the
network’s representation of the training data samples [259]. The results from Cai et al. [92] have shown
that a well-trained Deep-SVDD can detect OOD images with high precision. However, improper selection
of network hyperparameters results in a hyper-sphere collapse problem of the Deep-SVDD network [306].
Recently, there has been growing interest in probabilistic classifiers like Generative Adversarial Network

(GAN) [260], Autoencoders (AE) [307], and Variational Autoencoder (VAE) [261].

5.7.2 Adversarial Networks

GAN has been a prominent framework for learning generative models from complex and high-dimensional
data distributions. A GAN has two competing networks called the generator and the discriminator. The
generator is trained to generate fake data samples such that the discriminator would classify these samples as
the actual input data. In the training process, the discriminator is optimized to correctly distinguish between
the actual input data samples and fake data samples generated by the generator. This property of correctly
classifying real and fake data is used for OOD detection [263, 308, 262, 264]. For example, GAN is used
along with an adversarial training loss function to perform unsupervised OOD detection [262, 264]. However,
their approach of implicitly modeling the data distributions requires additional optimization procedures to
recover the latent representations and perform detection. To avoid this, Donahue et al. [309] propose the
Bidirectional Generative Adversarial Network (BiGAN), which trains an additional encoder in parallel to the
generator. In this way, the latent representations are readily available for detection. Despite being widely used,
GANSs have the following limitations [264, 265]: (1) training complexity because of the instability between
the generator and discriminator networks, and (2) mode collapse problem that results in the generator only

producing similar samples or, in the worst-case a single sample. These issues make the use of GAN difficult.
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5.7.3 Autoencoders and Variational Autoencoders

Autoencoders [307] and Variational Autoencoders [261] are the other probabilistic models used for

detection. The existing detection techniques using these networks can be classified into two approaches.

* Reconstruction-based techniques use the normalized difference between the input data (x) and the
reconstructed data (x’) generated by the AE or VAE to perform OOD detection. While a low reconstruction
error value indicates the input data is in-distribution, a high value indicates the data is OOD. For example, the
authors in [91, 92] have used the mean squared error between the original input image and the reconstructed
image of a VAE to perform OOD detection. Reconstruction probability is presented as the probabilistic
extension to the reconstruction error [94]. Here, a probabilistic anomaly score is computed using the
stochastic latent distributions of the VAE. Despite being widely used because of its simplistic approach,
the reconstruction approach can be error-prone when the OOD samples lie on the boundary of the training
distribution (i.e., close to the learned manifold of the training distribution) [95].

* Latent space-based techniques use different distance and density-based metrics on the latent space
generated by the VAE to detect OOD samples. For example, Vasilev et al. [96] propose several distance-
based metrics such as Euclidean distance, Mahalanobis distance, and Bhattacharyya distance to measure the
distance between the latent distributions of the input data samples and the operational data. Higher distances
between the distributions indicate the operational data is OOD. In another work, Denouden et al. [95] use a
combination of the reconstruction error and the latent space score to compute a combined OOD score. The
Mahalanobis distance between the test image’s latent distributions and the training images’ mean vector is

used as the latent space score.

Disentangled Latent Representations: Though prior detection work [95, 96] has successfully used the
latent representations for OOD detection, there is a known problem that these representations are unstructured,
entangled, and lack ease of understanding [266], which introduces challenges for robust detection. There has
been ongoing work to disentangle and learn structured latent representations. Disentanglement is a state of
the latent space where each latent variable is sensitive to changes in only one feature while being invariant to
changes in the others [112]. Disentangled latent representations have been used in applications such as video
predictions [270] and image-based OOD data [271]. Disentanglement is not a new concept, and there have
been several approaches in the past to achieve it [112]. However, of particular interest to this research are
the VAE-based approaches used for disentanglement. Recently, there have been several variants of VAE like
FactorVAE [310], B-VAE [267], and 3-TCVAE [278] designed to aid the disentanglement process.

The -VAE network is the most widely used model because of its simplicity. It provides a 8 hyperparameter
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that controls the data flow from the input to the latent space. Appropriately tuning the 3 parameter and the
latent space size (n) can disentangle the latent space. Several recent research findings have used the 3-VAE
network for OOD detection. For example, Graydon et al.[311] have used the latent space of the 3-VAE
along with the Gaussian mixture models to identify OOD on cancer datasets. Also, the reconstruction error
and the distances among latent distributions of a B-VAE are used together as the anomaly score in [312]. A

well-trained 3-VAE network has outperformed a classical VAE for OOD detection on MRI images [313].

5.7.4 Multi-Labeled OOD Detection

Since we are focused on OOD detection of multi-labeled images, we will briefly discuss the current work
in multi-labeled classification or detection. Multi-label classification requires simultaneously checking for
multiple labels, complicating the detection problem. Algorithm adaptation, problem transformation, and label
embedding have been widely adopted approaches. Algorithm adaptation approaches [314] involve designing a
custom algorithm for managing and performing detection directly on multiple labels. Problem transformation
approaches involve transforming the multi-labeled detection problem into several single-labeled detection
problems. Label embedding transforms [254] the input data labels into a latent space containing the input
information and implicitly captured information about the label correlations. Multi-label classification is
performed at lower computational costs with additional label mapping between the input and the latent space.
We focus on the second approach that chains several on-class classifiers in this work. We have utilized this
approach in one of our detection works, which will be discussed in the following sections.

Binary relevance (BR) [253] is the state-of-the-art problem transformation approach that splits the multi-
labeled dataset into mutually exclusive partitions and trains a binary classifier (one-class classifier) for every
generated partition. The trained binary classifiers are chained to perform detection on the actual multi-labeled
dataset. However, the major problem with this approach is that it cannot capture the correlations among the
labels [254], making it unsuitable for real-world datasets, which often have highly correlating features. For
example, images from automotive datasets often have labels like time of day, weather, brightness, and clouds,
which are all correlated. Training a one-class classifier on one feature label by ignoring the others can result in
sub-optimal detection. To address this problem, Read, Jesse, ef al. [255] extended the BR technique to a novel
chain of classifiers that aimed at exploiting the cross-label dependencies. The classifiers are arranged such
that the label prediction of one classifier is passed as the feature parameters to the next classifier in the chain.
Unfortunately, this approach performs the detection sequentially on each data label, which is unsuitable for

runtime use in systems with short inference times.
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5.8 Conclusions and Future Work

This research work proposes a design workflow to generate a partially disentangled latent space and learn
an approximate mapping between the latent variables and features for OOD detection and reasoning. We use a
B-VAE network and tune its hyperparameter (1, ) using a Bayesian optimization heuristic to generate the
disentangled latent space. Next, we perform a latent variable mapping to identify the most informative latent
variables for detection and identify latent variable(s) sensitive to specific features and use them for reasoning
the OOD problem. We evaluated our approach using an AV example in the CARLA simulation and illustrated
the preliminary results from the nulmages dataset.

Our evaluation has shown that the detector designed using our approach has good robustness, minimum
sensitivity, and low execution time. The detector could also detect OOD images and identify the most
likely feature(s) causing it. The future extensions and applications of the proposed approach include: (1)
improving the latent variable mapping heuristic to perform robust correspondence between the features and
latent variables, (2) exploring alternate metrics such as Wasserstein distance for latent variable mapping, and
(3) applying the approach to real-world datasets and research CPS testbeds like DeepNNCar [80], and (4)
use the anomaly detection results to perform higher-level decision making such as controller selection or
enactment of contingency plans.

To conclude, while detection provides a mechanism to identify the operational hazards (assumption
violations because of dynamically changing operating conditions), the detection results are insufficient to
ensure the system’s safety. In addition to detection, it is also necessary to assess the additional risk introduced
by the identified hazard on the system’s operation. However, the assessment is currently performed as a post-
consequence activity that involves analyzing a system accident to determine the cause and initiate corrective
actions to prevent future errors. This design-time assessment activity is insufficient for the proposed framework,
which demands a “proactive assessment’” strategy that can utilize the historical accident information with
runtime hazards identified by the detectors. Therefore, an open question that still needs to be addressed by this

work is: how can we use the OOD detection results in proactively assessing the system’s safety at runtime?
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Chapter 6

Resonate: Assessing the Risk of Operating Complex CPS with LECs

6.1 Overview

In Chapter 5, we have made a clear case explaining the need for system risk assessment at runtime.
Though risk assessment is a core activity of several cyber-physical system (CPS) domains and safety standards
(e.g., ISO 26262 [41]), the assessment is performed as an offline post-consequence activity. For example,
system risk management [31] and safety risk management [1] are standard approaches used in the aviation
industry to quantify risk. These approaches calculate the system’s risk at design time and use it for rule-based
decision-making during operations [31] (the approach checks the system’s state in applying the rules). Here,
safety is established by showing that the risk posed to the system is mitigated or sufficiently alleviated to
acceptable levels that it can tolerate. Since achieving perfect safety is impossible, the assessment often has to
answer two questions: “how safe is safe enough?” and “What is an acceptable risk level?”. To answer this,
the concept of As Low As Reasonably Practicable (ALARP) [36] and As Safe As Reasonably Practicable
(ASARP) [30] were introduced. Both these concepts rely on the notion of reasonable practicability. These are
not hard thresholds, and they differ between systems based on the criticality of their operations.

Though widely adopted, the problem with this offline assessment is that it does not proactively utilize
runtime information. The risk information computed at design time is used for the system’s safety assessment
at runtime. However, with the system’s evolution on deployment at runtime, the design-time risk information
may not be a correct safety indicator. That is, the assessment must involve using runtime information from
monitors (anomaly detectors and out-of-distribution (OOD) detectors) to analyze the system’s operational risk.
Despite this need for proactive risk assessment, few attempts have been made toward this goal.

To address this need for proactive risk assessment, this chapter presents a framework called ReSonAte
(Runtime Safety Evaluation in Autonomous Systems). The framework performs proactive assessment by
first utilizing the design-time hazard analysis information to build a causal risk causation model called Bow-
Tie Diagram. The model describes potential threats and hazards to the system and allows computing the
probabilities of how these hazards may result in a severe consequence. Next, the threat probabilities are
combined with information about the system’s current state derived from system monitors (e.g., anomaly
detectors, assurance monitors) and the operating environment (e.g., weather, traffic) to estimate the dynamic

hazard rates of the system during operation. The feasibility of the proposed framework is demonstrated using
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two CPS applications: an autonomous vehicle (AV) example in an urban simulated environment, and an
unmanned underwater vehicle in simulation.
The work comprising this chapter was published in the 2021 International Symposium on Software

Engineering for Adaptive and Self-Managing Systems (SEAMS).

* Charles Hartsell!, Shreyas Ramakrishna', Abhishek Dubey, Daniel Stojcsics, Nagabhushan Ma-
hadevan, and Gabor Karsai. “ReSonAte: A Runtime Risk Assessment Framework for Autonomous
Systems.” In Symposium on Software Engineering for Adaptive and Self-Managing Systems (SEAMS),
pp- 118-129. IEEE, 2021.

6.2 Introduction

Problem Domain: Autonomous CPSs are expected to handle uncertainties and self-manage the system
operation in response to problems and increase in risk to system safety. This risk may arise due to distribution
shifts [315], environmental context, or failure of software or hardware components [316]. System Risk
Management [31] has been a well-known approach used to assess the system’s operational risk. It involves
design-time activities such as hazard analysis for identifying the system’s potential hazards, risk assessment to
identify the risk associated with the identified hazards, and a system-level assurance case [38] to argue the
system’s safety. However, the design-time hazard analysis and risk assessment information it uses is inadequate
in highly dynamic situations at runtime. To better address the dynamic operating nature of CPSs, dynamic
assurance approaches such as runtime certification [65], dynamic assurance cases [48], and modular safety
certificates [206] have been proposed. These approaches extend the assurance case to include system monitors
whose values are used to update the reasoning strategy at runtime. A prominent approach for utilizing the
runtime information has been to design a discrete state-space model for the system, identity the risk associated
with each possible state transition action, then perform the action with the least risk [222].

State-of-the-art and Limitations: The effectiveness of dynamic risk estimation has been demonstrated
in the avionics [224] and medical [228] domains, but these techniques often encounter challenges with a
state-space explosion which may limit their applicability to relatively low-complexity systems. Also, real-time
CPSs often have strict timing deadlines in the order of tens of milliseconds requiring any dynamic risk
assessment technique to be computationally lightweight. Besides, the dynamic risk assessment technique
should also consider the uncertainty introduced by the LEC because of OOD data [93]. Assurance monitors
[92, 93] are a type of OOD detector often used to tackle the OOD data problem. The output of these monitors

should be considered when computing the dynamic risk.

I These authors have contributed equally. The entire BTD formalism was done by Charles Hartsell. The data generation mechanism,
runtime monitors, and experimental evaluations was done by Shreyas Ramakrishna.
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Recently, there has been a growing interest in the dynamic risk assessment of autonomous CPS. For
example, the authors in [317] have used Dynamic Bayesian Networks to incorporate the broader effect of
spatio-temporal risk gathered from road information on the system’s operational risk. This paper introduces
the Runtime Safety Evaluation in Autonomous Systems (ReSonAte) framework to perform a dynamic risk
assessment of autonomous CPS. ReSonAte uses the design-time hazard analysis information to build Bow-Tie
Diagram (BTD), which describes potential hazards to the system and how common events may escalate
to consequences due to those hazards. The risk posed by these hazards can change dynamically since
the frequency of events and effectiveness of hazard controls may vary based on the system’s state and
environment. To account for these dynamic events at runtime, ReSonAte uses design-time BTD models along
with information about the system’s current state derived from system monitors (e.g., anomaly detectors,
assurance monitors, etc.) and the operating environment (e.g., weather, traffic, etc.) to estimate dynamic
hazard rates. The estimated hazard rate can be used for high-level decision-making tasks at runtime to support
the self-adaptation of CPSs.

Contributions: The specific contributions of this paper are the following. We present the ReSonAte
framework and outline the dynamic risk estimation technique, which involves design-time measurement of the
conditional relationships between hazard rates and the state of the system and environment. These conditional
relationships are used at runtime with state observations from multiple sources to dynamically estimate
system risk. Further, we describe a process that uses an extended BTD model for estimating the conditional
relationships between the effectiveness of hazard control strategies and the system’s state and environment.
To improve scalability and reduce the amount of data required, this process considers each control strategy
in isolation and composes several single-variate distributions into one complete multi-variate distribution
for the control strategy in question. A key contribution is our scenario description language, which enables
data collection by specifying prior distributions over threat conditions, environmental conditions, and initial
conditions of the vehicle. We implement ReSonAte for an AV example in the CARLA simulator [111]. Through
comprehensive simulations across 600 executions, we show a strong correlation between our risk estimates and
eventual vehicular collisions. The dynamic risk calculations, on average, take only 0.3 milliseconds at runtime,
in addition to the overhead introduced by the system monitors. Further, we exhibit ReSonAte’s generalizability
with preliminary results from an unmanned underwater vehicle (UUV) example.

Outline: The rest of this chapter is organized as follows. In Section 6.3, we present the related research. In
Section 6.4, we present the ReSonAte framework and its operation. In Section 6.5, we demonstrate the utility
of the proposed framework with an AV example in CARLA simulation and an underwater vehicle. Finally, we

present our conclusion in Section 6.6.
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6.3 Related Work

System health management [249, 70] with model-based reasoning has been used for self-adaptation of
traditional CPSs. As discussed in [318], a pre-requisite in these approaches has been that the system has
knowledge about itself, its objectives, and its operating environments, including the ability to estimate when
the adaption should occur. One way to do this is to estimate the operational risk to the system at runtime.
Estimating the runtime risk is more difficult in autonomous systems with LECs due to the black-box nature of
the learning components and their susceptibility to distribution shifts and environmental changes.

The existing approaches for risk assessment can be broadly classified into pre-determined risk assessment
and dynamic risk assessment approaches. While pre-determined risk assessment is meant to be a design-time
strategy, its counterpart is more suited for runtime assessment [222]. Dynamic risk assessment has been
used for safe reconfiguration in open adaptive systems such as automotive [222, 223], avionics [224], and
medical-robotics [225]. Three main approaches to dynamic risk assessment are. The first approach involves
designing a discrete state-space model for the system, identifying the risk associated with each possible state
transition action, and acting with the least risk [222]. The second approach involves using different risk metrics
at runtime. For example, time-to-collision and distance-to-collision are well-known risk metrics used in the
automotive domain. If the time or distance to an object falls below a pre-selected threshold, the situation is
considered risky, and a safe action is enforced [226]. However, the problem with this approach is that it is not
so straightforward to define these metrics in some application domains like medical CPS [225].

Quantitative risk assessment using BTD models [58, 59, 60] is the third approach. Here, the causal
structure of the BTD (See Fig. 6.2 in Section 6.4) is utilized in quantitatively computing the risk score. This
requires computing the conditional probabilities of the Barrier events in the BTD from diverse data from the
system’s different operating conditions and failure modes. These probabilities are combined to compute the
likelihood of a consequence. The likelihood is combined with the severity of the consequence to compute
the risk score. Though widely used among the three approaches, there are several challenges in using this
approach. First, BTD has mostly been used as a tool for visualizing the hazard propagation, and its static
structure limits real-data updating, which is required for dynamic risk estimation[319]. Second, the conditional
probability computation of BTD events needs to be derived from data. However, manual data collection
and data uncertainty (e.g., non-availability or insufficiency of data) are the two major problems [97, 320].
Fuzzy set and evidence theory translate the developer’s qualitative judgment of the BTD events into numerical
quantities to compute quantitative risk scores [320, 321]. Bayesian approach [58, 59, 60] allows for both
quantitatively computing the BTD event probabilities and updating these probabilities with new data. Though

these approaches dynamically update the conditional probability of the BTD events with the system’s latest
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experience, they do not include runtime monitoring data to assess the operational risk.

In addition to these main approaches, there are several other approaches. A hierarchical self-management
framework for online risk management is developed for a gas turbine aero-engine case study [224]. The
different layers of the framework communicate to exchange runtime information from different monitors for
synthesizing a dynamic safety case arguing the operational risk of the system. In another work [227], the
authors have computed a risk score for different configurations of an adaptive system based on the associated
services. The runtime score is computed as a product of the configuration’s dynamic complexity and the
severity level of the service, which are pre-determined during design time. [225] integrates runtime safety
certificates and dynamic risk assessment to deal with the unpredictability in the cooperative behavior of
collaborative medical CPS. The risk is computed by partitioning the situation space based on the risk of
performing a specific behavior such as infusion or acceleration. [228] calculates a dynamic risk score using a
Bayesian network based on a tree structure that finds the probability distribution nodes and relations. [75] uses
reachability analysis to compute an autonomous system’s dynamic risk. First, reachability analysis is used to
find all the possible reachable states of the system. Second, for each reachable state, the probability of each
hazard is combined with the severity of the hazard to compute the system’s risk.

Although prior approaches have made BTDs suitable for quantitative risk estimation, the design-time
hazard information used for risk estimation is inadequate for CPSs. The main focus of this work is to
dynamically estimate risk by fusing design-time information captured in the BTDs with runtime information
about the system and the environment. Additionally, we concentrate on generating large-scale simulation data

for conditional probability estimation of the BTD events.

6.4 ReSonAte Framework

The goal of the ReSonAte framework is the dynamic estimation of risk based on runtime observations about
the system’s state and environment. We define risk as a product of the likelihood and severity of undesirable
events, or consequences. Fig. 6.1 outlines the ReSonAte workflow, which is divided into design-time and
runtime steps. Section 6.4.1 provide background information about each of these well-studied techniques.
However, our BTD formalism described in Section 6.4.1 is distinct from existing formalisms with additional
model attributes and restrictions for the ReSonAte framework. Section 6.4.2 through Section 6.4.4 introduce
the risk calculation equations, the conditional probability estimation process, and the dynamic assurance case

evaluation method of the ReSonAte framework respectively.
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Figure 6.1: Overview of the steps involved in ReSonAte. Steps performed at design-time/run-time are shown
on the left/right.

6.4.1 Bow-Tie Formalization & Extensions

Bow-Tie Diagrams are used in ReSonAte to describe hazard propagation paths and the control strategies
used to prevent that propagation. BTDs are intended for describing linear propagation and do not have concepts
for capturing non-linear causality or complex interactions between events. However, these linear models are
sufficient for many hazards commonly encountered by CPSs, such as those demonstrated for the example
systems described in Section 4.5. To perform dynamic risk estimation, the hazard models must also contain
information about the expected rate of threat events and the success probability of barriers, which may be
conditional on the current conditions. This section presents a BTD formalization that includes this conditional
information not captured in existing BTD interpretations. Under our formalism, each node has an associated
function conditional on the system’s state and environment. Before constructing a BTD, we assume the
following sets have been identified: all potential hazard classes H, all events E relevant for hazard analysis,
and barriers B which may either prevent a loss of control or recover after such a loss has occurred, possible
system failure modes F'M, and event severity classes SV. We also assume a function f, which maps each
severity class to the maximum acceptable rate of occurrence threshold f, : SV — R has been defined.

For risk calculation, we define the state of the system and the environment as S = (F, e, m) where:

* F is a set of failure modes currently present in the system. F C FM

* ¢ is an n-tuple describing the current environmental conditions where 7 is the number of environmental

parameters relevant for risk calculations, and each parameter may be continuous or discrete.

* m is a k-tuple containing the outputs of runtime monitors in the system where k is the number of such
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monitors, and each monitor may be continuous or discrete-valued.

When modeling the environment, the system developer should choose an appropriate level of abstraction
based on which environmental parameters are relevant for risk calculation. More environmental parame-
ters may increase the model’s fidelity but also increase the required effort when determining conditional
probabilities for events and barriers. Considering every environmental parameter for all events and barriers
is not required. Instead, each event or barrier may be conditional upon a smaller subset of environmental

parameters that have the largest impact on that particular event or barrier. Formally, we define a BTD as a

tuple (Nacvﬁahafdafh7feaf:9) where:

¢ N is a set of nodes where each node represents either an event e € E or a barrier b € B.

* C represents a set of directed connections such that C C N x N. For a given connection ¢ € C, src(c)

and dst(c) represent the source and destination of ¢ respectively.

* The tuple (N,C) is a directed acyclic graph representing the temporal ordering of events as well as the

barriers which may break this ordering and prevent further propagation of events.

* The function f; gives the type of each node. f; : N — {event,barrier}. Using this function, we let
N, ={ne€N| fi(n) =event} and N, = {n € N | fi(n) = barrier}. This gives the following properties:

N, CE,N, CB,N=N,UNp, and N,NN;, = 0.
e h € H is the hazard class associated with the BTD.
* The function f; gives a textual description of each node. f; : N — string

* fp is a probability function conditional on the state of the system and environment defined for each
barrier node. This function represents the probability that the barrier will successfully prevent further

event propagation. f, : N x S — [0,1].

* f. is a function conditional on the state of the system and environment defined for each event node.
It gives the expected frequency of the event over a fixed period. The values of this function must be
specified for threat events (i.e. root events with no preceding input events), but can be calculated for

subsequent events in the diagram as discussed in Section 6.4.2. f, : N, x § — [0, inf).

* A function f; which maps each event to the appropriate severity class. fs: Ng — SV

BTDs are often constructed in a chained manner where a consequence event in one section of the BTD

may serve as a threat or top event in a subsequent section of the same BTD. However, such a chained BTD can
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Figure 6.2: BTD for the “roadway obstruction” hazard of the AV example introduced in Section 6.5. Each
block includes a brief description and the type of each node is denoted at the top of the block. The equations
depicted are described in Section 6.4.1.

be broken into multiple, single-scope BTDs where each event has one unique type (i.e. threat, top event, or
consequence). As a simplification, ReSonAte operates only on these single-scope BTDs which satisfy the
additional restrictions listed below. Note that the symbol = is used to denote precedence in the graph. That
is, given two nodes a,b € N, then a = b states that a precedes b in the BTD, but this does not necessitate
a direct edge such that a — b. Instead, there may be any number of intermediate nodes c¢; € N such that

a—cy—>cy—>...—~cy,—b.

* Exactly one event must be designated as the fop event, denoted e, ).

* There must be at least one rhreat. i.e. 3t €N, |t = ;0 AP n €N |n=t. We denote the set of all

threat events as ;.

* There must be at least one consequence. i.e. 3¢ € N, | e;op = ¢ A AnenN | ¢ = n. We denote the set of

all consequence events as N,.
» All events must be a threat, a top event, or a consequence. i.e. No intermediate events.

» All barriers must lie between a threat and the top event, or between the top event and a consequence. i.e.

V' b € Ny either t = b= e;op Or €0p = b= ¢

* No branching or joining of the graph is allowed, except for at the top event.

For the example BTD shown in Fig. 6.2, the type of each event is denoted on the top of the block and
we can define the sets N, = {T'1,T72,TOP,C1} and N, = {B1,B2,B3}. For each event e € N,, the associated
severity class is given by the function f(e) which is shown under each event block. Each of the threats, T'1
and T2, have been assigned to the “None” severity class because these events are considered to be common

occurrences that do not result in any safety violation by themselves. The top event TOP has been assigned to
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the “Minor” severity class since this event can still be mitigated before a safety violation occurs but mitigation
requires the automatic emergency braking system (AEBS) to override the primary LEC controller. Finally, the
consequence C1 has been assigned to the “Catastrophic” severity class since this event is a safety violation and
may result in significant damage to the system or environment.

The conditional functions f, and f;, are shown near their respective nodes in Fig. 6.2. The functions
f.(T1,s) and f.(T2,s) give the expected frequency of threats 7'1 and T2 in units of expected number of
occurrences per minute, and their values were measured for our simulator configuration described in Section 4.5.
The probability function for barriers B1 and B2, f;,(x = (B1,B2), s), shows how these barriers are dependent on
both the continuous-valued output from the assurance monitor and on the binary state of other monitors. A
sigmoid function, P(x|s.m.LEC), is used to capture the conditional relationship with the assurance monitor
output. Finally, f,(B3,s) shows how barrier B3 is less likely to succeed as the precipitation increases and will
not function in the case of a radar failure. Section 6.4.2 explains the generic process for conditional probability

estimation and Section 6.5.1.4 provides more detail on the functions in this BTD.

6.4.2 Run-time Risk Computation

Each BTD includes functions describing the conditional frequency for all threat events and the conditional
probability of success for all barrier nodes. However, the likelihood of each consequence is necessary to
estimate the overall level of risk for the system. These probabilities can be calculated by propagating the initial
threat rates through the BTD. When a particular event occurs, barrier nodes reduce the probability that the

event will continue to propagate through the BTD based on the following equation:

R(ez|s) = R(e1|s)P(by Aby A ... Aby|s)
assume a L. bV a,b € {b1,ba,....,by} |aF#b

R(eals) = R(ey|s) [T, P(bils)] 6.1)

Where, e;,e; € N, and b; € Nj, such that ey — by — by — ... = b, — e2. R(e;ls) represents the frequency of
event ¢; given state s. Eq. (6.1) makes the assumption that no barriers share any common failure modes and
that the effectiveness of each barrier is independent from the outcome of other barriers. Similarly, P(b;|s)
represents the probability that barrier b; will fail to prevent event propagation given state s, i.e. P(b;|s) =
1 — P(bj|s). Letting S represent the set of all states we are concerned with, then we can calculate the overall
frequency of e; as R(ez) = Zses[R(ez]s)P(s)] where P(s) is the probability of each particular state s € S. As
discussed in the BTD formalization in Section 6.4.1, no joining or splitting of paths is allowed in a BTD with

the exception of the top event e;,,. We treat the top event as a summation operation for all incoming edges, i.e.
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any threat event may independently cause a top event if the associated barriers are unsuccessful. All outgoing
edges from the top event are treated as independent causal chains, i.e. any potential consequence may occur
from a top event, independent of other consequences in the BTD. The probability for the top event can be

calculated as:

R(tmp) = Yses|R(t]s)P(s) [H?zlp(biib)”

R(eop) = Zien,R(") (6.2)

where R(e;,p) is the frequency for the top event and P(1'°P) represents the contribution of each threat 7 to this
rate after passing through any intermediate prevention barriers b; € Nj, such thatt; — by — by — ... = by — eygp.

Finally, the probability of each consequence can be calculated with:

R(ci) = R(etop) yes[P(s)[TTL P(bils)]] (6.3)

Where, R(c;) is the frequency of consequence ¢; € N, after passing through any recovery barriers b; € N;, such
that e;op — by — by — ... = b, = ¢;.

If the state is not known uniquely, then each potential state s € S must be enumerated and a probability
function P(s) must be assigned such that XscsP(s) = 1. When only the expected distributions of the state
variables are known at design time, this state probability function is typically calculated as a product of the
probability mass functions (or probability density functions for continuous variables) of each state variable.
Recall that for ReSonAte, the state S is restricted to only those variables that have a conditional impact on the
functions contained in the BTDs. Thus, not all state variables describing the system must be considered in
this calculation. When the system is deployed at runtime, observations about the current state can be used to
refine the set of prior probabilities P(s) and dynamically calculate current risk values. The equations outlined
here use a discrete treatment of probability, but continuous distributions can also be used where an appropriate
integration replaces summation operations. If the state can be identified uniquely to a particular state sy € S,
then we can assign P(sg) = 1 and simplify the risk equations. For example, we could calculate the rate of

occurrence for events TOP and C1 which are part of the BTD shown in Fig. 6.2 using the following equations:

R(TOP|so) = B.fo(T1,s0) * (1 — B.f,(B1,50))

+B.fo(T2,s0) * (1 — B.f(B2,50))

R(Cllso) = R(TOP|so) = [1 — B.f,(B3,50)] (6.4)
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6.4.3 Estimating Conditional Relationships

6.4.3.1 Conditional Relationships

In ReSonAte, both the rate of occurrence of events and the effectiveness of barriers may be conditionally
dependent on the state including system failure modes, runtime monitor values, and environmental conditions.
For each of these categories, it is necessary to identify the factors which should be examined for their impact
on this conditional relationship. A failure analysis should be performed using an appropriate failure modeling
language such as the timed failure propagation graph (TFPG). Similarly, the environmental parameters relevant
to the system must be identified and the operating environment defined in terms of bounds and expected
distributions of these parameters. We assume the environmental conditions are known uniquely and provided
to ReSonAte. Monitor values that may impact the conditional relationships should also be identified.

For some nodes in a BTD, it may be possible to analytically derive the appropriate conditional relationship
with each state variable, but often this relationship must be inferred from data. In this section, we consider a
generic threat to the top event chain with a single barrier described as t — b — ¢;,,,. The contribution to the
rate of the top event e, from this singular threat ¢ with a single barrier b is shown in Eq. (6.5). Normally,
multiple threats can lead to the top event and the contribution of all threats must be considered as described in
Eq. (6.2). However, if all other threat conditions can be eliminated, then the top event may only occur as a
result of threat ¢. In this case, the probability of success for barrier b can be calculated as a function of the
ratio of frequencies between the top event and threat r shown in Eq. (6.6). This approach can also be used for
threats with multiple associated barriers by considering each barrier in isolation since individual barriers are

assumed to be independent in Eq. (6.1).

R(etopl8) = R(1]s) * (1 — P(b]s)) (6.5)
R(tj|s) =0V 1; €N, | t; #t — R(ewopls) = R(e},,|s)

P(bls) = 1= [R(esopls)/R(1]s)] (6.6)

We isolate individual threats in simulation using a custom SDL, described in Section 6.4.3.2, to generate
scenarios where only the one threat of interest is allowed to occur and all other possible threats are eliminated.
Each time the threat ¢ is encountered, the top event e;,, may either occur or not occur. If the top event does
not occur, then the associated barrier » was successful - i.e. prevented hazard propagation along this path.
Otherwise, the barrier was unsuccessful. Since the occurrence of a threat is a discrete event that results in a
boolean outcome (i.e. top event does/does not occur), the barrier effectiveness can be modeled as a conditional

Binomial distribution where the probability of barrier success is dependent on the ratio of top event frequency
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to threat frequency as shown in Eq. (6.6).

For each barrier b in the BTD, any state variables which are likely to impact the conditional frequency
or probability of that node should be identified, and we denote this reduced set of state variables as S”.
For discrete state variables (e.g., presence or absence of a particular fault condition, urban/rural/suburban
environment, etc.), this ratio can be estimated using Laplace’s rule of succession [322] as shown in Eq. (6.7)
where ny,—, is the number of scenes where the state variable s; had the desired value a and k;,—, is the number
of such scenes where the top event also occurred. This equation can be applied for each of the possible values
of the state variable s; to estimate the discrete probability distribution P(b|s;), and the process can then be
repeated for each relevant state variable s; € S¢. Eq. (6.8) can be used to fuse the estimated distributions of
each individual state variable into one multivariate distribution P(b|s). Similar to Naive Bayes classifiers,
this equation assumes each of the state variables s; are mutually independent conditional on the success of
barrier b. If a stronger assumption is used that the state variables in S” are mutually independent, then the term
IT7 o [P(s)]P(s0s1 ...5m) ! reduces to 1 as was the case for all of the probabilities estimated in our examples.
For each continuous state variable s; (e.g. output of an assurance monitor), maximum likelihood estimation
was used in place of Eq. (6.7) to estimate P(b|s;). Similarly, Eq. (6.8) can be revised for continuous values by

replacing the probability mass functions P(s;) with probability density functions p(s;).

ky—q+ 1

P(blsi=a)=1— ﬁ 6.7)
Si=a

P(s0,81,..,8m|b)P(b)

P(S()7S1,...,Sm)

P(bls) =

assume s; L s; | bV sj,s¢ € sP | sj # sk

P(b)TI"_P(s;|b)
P(b|SO,S17 ...7Sm) = m

T P(bls;)P(s)
P(D)Y"=1P(s081...5m)

P(bls0,S1, -5 8m) = (6.8)

While the conditional probability estimation process is outlined here for prevention barriers, it may be
modified for recovery barriers by replacing occurrences of any threats ¢ with the top event ¢,,, and replacing

occurrences of the top event with each consequence of interest.

6.4.3.2 Scenario Description Language

Description and generation of scenarios that cover the full range of expected operating environments is an
important aspect of the design of CPS. As discussed in the previous chapter, several domain-specific scenario
description languages (SDLs) such as Scenic [287] and MSDL [153] with probabilistic scene generation

capabilities are available. While these languages have powerful scene generation capabilities, they are targeted
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scene sample {

type string

type int

entity town_description{
id:string
map:string }

entity weather_description{
cloudiness: uniform
precipitation: uniform
precipitation_deposits: uniform }

entity uniform{
low: int
high: int }

Figure 6.3: This listing shows a fragment of a CARLA scene description that was generated using our SDL
written in textX meta language.

specifically at the automotive domain. We have developed a simplified SDL using the textX [288] meta
language to generate varied scenes for multiple domains including our AV and UUV systems.

A fragment of the scene description for the CARLA AV example is shown in Fig. 6.3. A scene S =
{e1,e2,....,¢;} is described as a collection of entities (or set points), with each entity representing information
either about the ego vehicle (e.g., type, route, etc.), or the operating environment (e.g., weather, obstacle).
Further, each of these entities has parameters whose value can be sampled using techniques such as Markov
chain Monte Carlo to generate different scenes in the simulation space. The larger the number of sampling, the
wider is the simulation space coverage. For the AV example, our scene was defined as S = {town_description,
weather_description, av_route}. While the parameters of town_description and av_route remained fixed, the
parameters of weather_description such as cloud, precipitation, and precipitation deposits were randomly
sampled to take a value in [0,100]. We generated 46 different CARLA scenes by randomly sampling the
weather parameters, a few of which were used for estimating the conditional relationships.

Currently, we perform unbiased sampling to generate each scenario, then use the resulting unbiased dataset
for the probability calculations described in Section 6.4.3. This approach proved sufficient for the example
systems described in Section 6.5. However, these systems are prototypes where consequences occur relatively
often. For more refined production systems, consequences do not typically occur under nominal operation but
instead are often the result of rare combinations of adverse operating conditions and/or system failure modes.
This is an example of the long tails problem where the probability of observing this undesired system behavior
is low if unbiased random sampling is used. In future work, guided sampling of the state space (e.g., [323])

can be used to better observe rare events and perform conditional probability estimation.
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Figure 6.4: Screenshots from each autonomous system simulation. The left figure shows an image from the
forward-looking camera of the AV as it navigates through the city. The right figure shows a top-down view of
the UUV where the vehicle (trajectory shown as a green line) is inspecting a pipeline (thick blue line) until an
obstacle (grey box) is detected by the forward-looking sonar and the vehicle performs an avoidance maneuver.

6.4.4 Dynamic Assurance Case Evaluation

System Risk Management [31] is a common technique used in the system safety assurance process which
involves identification of potential hazards, analysis of the risks posed by those hazards, and reduction of these
risks to acceptable levels. The amount of risk remaining after risk control strategies have been implemented is
known as the residual risk. An appropriate assurance argument pattern, such as the As Low As Reasonably
Practicable (ALARP) pattern outlined by Kelly [176], is often used to document the means used for risk
reduction and show that the estimated levels of residual risk are within tolerable bounds. With traditional SRM
techniques, residual risk estimates are static results of design-time analysis techniques. However, using the
risk estimated by ReSonAte the residual risk for each hazard can be updated dynamically at run-time and
the associated goal in the assurance argument can be invalidated if the risk exceeds a predefined threshold.
When this risk threshold is violated, contingency plans can be enacted to place the system in a safe state. For
example, stopping the AV or surfacing the UUV are simple contingency actions used for the example systems
described in Section 6.5. The risk scores produced by ReSonAte may also be used in assurance case adaptation

techniques such as Dynamic Safety Cases [48] or ENTRUST [53].

6.5 Evaluation

We evaluate ReSonAte using an AV example in the CARLA simulator [111] and show its generalizability
with preliminary results from an UUV example [82]. Fig. 6.4 shows the screenshots from these demonstration
platforms. The experiments? in this section were performed on a desktop with AMD Ryzen Threadripper

16-Core Processor, 4 NVIDIA Titan Xp GPU’s and 128 GiB memory.

2

source code to replicate the CARLA AV experiments can be found at: https://github.com/scope-lab-vu/Resonate
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Figure 6.5: A block diagram of our AV example in CARLA simulation.

6.5.1 Autonomous Ground Vehicle

6.5.1.1 System Overview

Our first example system is an autonomous car that must safely navigate through an urban environment
while avoiding collisions with pedestrians and other vehicles in a variety of environmental and component
failure conditions. The architecture of our AV, shown in Fig. 6.5, relies on a total of nine sensors including
two forward-looking radars, three forward-looking cameras, a global positioning system (GPS) receiver, an
inertial measurement unit (IMU), and a speedometer. The “navigation” LEC, adapted from previous work [5],
produces waypoints for the desired position and velocity of the vehicle at a sub-meter granularity using a
neural network for image processing along with higher-level information about the desired route provided
by a map. These waypoints are passed to the “motion estimator”” which computes throttle and steering angle
error between the current and desired waypoints. The motion estimator also serves as a supervisory controller
which will override the primary navigation component if an alarm is sent by the AEBS safeguard component.
This AEBS component will raise an alarm when the vehicle’s safe stopping distance, estimated based on the
current vehicle speed, exceeds the distance returned by the radars indicating that the AV is approaching an
object at an unsafe speed. Finally, the output of the motion estimator is sent to two PID controllers which

generate appropriate steering, throttle, and brake control signals.

6.5.1.2 System Analysis

We start with the analysis of the AV system and its operating environment (e.g., weather, traffic, etc).
As the AV primarily uses a perception LEC, parameters such as weather conditions (e.g., cloud spread,
precipitation level, and precipitation deposit level), high brightness, and camera-related faults such as blur
and occlusion influenced the control actions generated by the LEC controller. To detect the camera faults and

adverse operating conditions, we have designed several monitors. Each of the three cameras is equipped with
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OpenCV-based blur and occlusion detectors to detect image distortions. The blur detector uses the variance of
the laplacian [324] to quantify the level of blur in the image where a high variance indicates that the image
is not blurred, while a low value (<30) indicates the image is blurred. The occlusion detector is designed to
detect continuous black pixels in the images, with the hypothesis that an occluded image will have a higher
percentage of connected black pixels. In this work, a large value (>15%) of connected black pixels indicated
an occlusion. The blur detector has an F1 score of 99% and the blur detector has an F1 score of 97% in
detecting the respective anomalies.

Additionally, we leverage our previous work [93] to design a reconstruction based -VAE assurance
monitor for identifying changes in the operating scenes such as high brightness. The §-VAE network has
four convolutional layers 32/64 /128 /256 with (5x5) filters and (2x2) max-pooling followed by four fully
connected layers with 2048, 1000, and 250 neurons. A symmetric deconvolutional decoder structure is used
as a decoder, and the network uses hyperparameters of f=1.2 and a latent space of size=100. This network
is trained for 150 epochs on 6000 images from CARLA scenes of both clear and rainy scenarios. The
reconstruction mean squared error of the §-VAE is used with Inductive Conformal Prediction [325] and power
martingale [280] to compute a martingale value. The assurance monitor has an F1 score of 98% in detecting
operating scenes with high brightness. Further, TFPG models for the identified camera faults were constructed,
but the TFPG reasoning engine was not used since the available monitors were sufficient to uniquely isolate

fault conditions without any additional diagnostic procedures.

6.5.1.3 Hazard Analysis and BTD Modeling

For our AV example, we consider a single hazard of a potential collision with roadway obstructions. The
potential threats for this hazard were identified to be pedestrians crossing the road (T1), and other vehicles in
the AV’s path of travel (T2). The top event was defined as a condition where the AV is approaching a roadway
obstruction at an unsafe speed. The primary LEC is trained to safely navigate in the presence of either of these
threats and served as the first hazard control strategy for both threat conditions, denoted by prevention barriers
B1 and B2. Finally, the AEBS served as a secondary hazard control strategy denoted by the recovery barrier
B3. The BTD shown in Fig. 6.2 was constructed based on these identified events and control strategies. For
full-scale systems, the BTD construction process will usually result in the identification of a large number of
events and barriers modeled across many BTDs. For our example, we have restricted our analysis to these few

events and barriers contained in a single BTD.
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6.5.1.4 Conditional Relationships

Here we consider the barrier node B2 in Fig. 6.2 as an example for the probability calculation technique
described in Section 6.4.3. Barrier B2 is part of the event chain 72 — B2 — T OP and describes the primary
control system’s ability to recognize when it is approaching a slow-moving or stopped vehicle in our lane
of travel (T2) too quickly and slow down before control of the roadway obstruction hazard (H1) is lost. To
isolate barrier B2, simulation scenes were generated using our SDL where T2 was the only threat condition
present but all other system and environmental parameters were free to vary. It is important for these scenes to
cover the range of expected system states and environmental conditions since the resulting dataset is used to
estimate the conditional probability of success for barrier B2. A total of 300 simulation scenarios were used
for estimating the probability of barrier B2. As a convenience for our example, the threat (T2) was set to occur
once during each scene, regardless of other state parameters, which allows the denominator of this ratio to be
set as R(T2|s) = 1 occurrence per scene.

As perception LEC is the primary controller, the success rate of barriers B1 and B2 will be dependent on the
image quality. The image quality will in turn be dependent on image blurriness, occlusion, and environmental
conditions. While the level of blur and occlusion for each camera is a configurable simulation parameter, our
example system is not provided this information and instead relies on blur and occlusion detectors for each of
the three cameras as discussed in Section 6.5.1.2. Each detector provides a boolean output indicating if the
level of blur or occlusion exceeds a fixed threshold. The primary LEC is also susceptible to OOD data, and an
assurance monitor was trained for this LEC to detect such conditions.

This results in barrier B2 being dependent on a total of 7 state-variables described as the set S52. For the
6 boolean variables, Laplace’s rule of succession shown in Eq. (6.7) was applied to the simulation dataset
resulting in probability table in the lower-right section of Fig. 6.2. A sigmoid function was chosen to model
the conditional relationship with the continuous assurance monitor output. Maximum likelihood estimation
was used to produce the function P(x|s.m.LEC) shown in Fig. 6.2 where s.m.LEC represents the output of the
LEC assurance monitor. Each of these single variable functions was combined into the multivariate conditional
probability distribution f;,(B2,s) using Eq. (6.8). Note that the LEC was observed to be similarly effective
in identifying pedestrians and vehicles, and a simplifying assumption was made to use the same conditional
probability function for both barriers B1 and B2 given by function f;(x = (B1,B2), s) in Fig. 6.2.

The AEBS described by barrier B3 is independent of the camera images and relies on the forward-looking
radar. The level of noise in our simulated radar sensor increased with increasing precipitation levels, indicating
that the effectiveness of barrier B3 would likely decrease as precipitation increased. Also, failure of the radar

sensor may occur on a random basis which reduces the effectiveness of the AEBS. A similar conditional
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Figure 6.6: ReSonAte estimated collision rate and the likelihood of a collision for 2 validation scenes. (Top)
Scenel - nominal scene with good weather and an intermittent occlusion fault for left and center cameras.
(Bottom) Scene?2 - initially nominal scene until 27 seconds when image brightness is increased. A collision
occurs at 38 seconds denoted by the vertical dotted line.

estimation process as used for B2 was applied here to calculate the function f,(B3,s) shown in Fig. 6.2.

6.5.1.5 Results

To validate the ReSonAte framework, the AV was tasked to navigate 46 different validation scenes that
were generated using our SDL. In these scenes, the weather_description parameters of cloud (c), precipitation
(p), and precipitation deposits (d) were varied in the range [0,100]. Other adversities were synthetically
introduced using OpenCYV including increased image brightness, camera occlusion (15%-30% black pixels),
and camera blur (using 10x10 Gaussian filters). During each simulation, the ReSonAte’s risk calculations
continuously estimate the hazard (or collision) rate A(¢) based on changing environmental conditions, the
presence of faults, and outputs from the runtime monitors. The frequency of the risk estimation can be selected
either based on the vehicle’s speed, environmental changes, or available compute resources. In our experiments,
we estimate the risk of the system every inference cycle.

Fig. 6.6 shows the estimated collision rate and the likelihood of collision of the AV across 2 validation
scenes. The occurrence of a collision can be described as a random variable following a Poisson distribution
where the collision rate is the expected value A. The likelihood of collision can then be computed as (1 —e~*"),
where A is the estimated collision rate and # is the operation time (fixed to 1 minute in our experiments).

Fig. 6.7 shows the estimated average collision rate plotted against the observed collisions for 6 validation

fTle h(t) dt

Py where,

scenes described in the figure caption. The estimated average collision rate is calculated as
h(t) is the estimated collision rate, 71 = 0 and 7> = 1 minute for our simulations. A moving average is used to

smooth the estimated collision rate and a window size of 20 was selected to balance the desired smoothing
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Figure 6.8: Results from validation scenes for the ReSonAte framework. Each data point shown in Fig. 6.8a
represents the outcome of one simulated scene with the actual number of collisions observed plotted against
the estimated average collision rate. These same data points have been divided into bins and averaged in
Fig. 6.8b, along with two least-squares fit trend lines.

against the delay incurred by the moving average. An overall trend in the plot shows a strong correlation
between the actual and the estimated collisions. Also, a visible trend is that the collision rate changes with the
weather patterns, increasing for adverse weather conditions (S5-S6). However, the estimated risk tends to be
slightly overestimated when the collision rate is greater than 1.0.

Further, each of the 608 data points shown in Fig. 6.8a represents the outcome of one simulated scene
with the actual number of collisions plotted against the average collision rate estimated by ReSonAte. Since
the occurrence of a collision is a probabilistic event, there is significant variation in the actual number of
collisions observed in each scene. Using our dynamic rate calculation approach, the rate parameter A of the
Poisson distribution changes for each scene as shown on the x-axis of Fig. 6.8a. Maximum likelihood analysis
was used to compare our dynamic approach against a static, design-time collision rate estimate where A is
fixed for all scenes. The observed average collision rate across all scenes was found to be 0.829 collisions per

minute. Using this static A value gave a log-likelihood of -740.7 while the dynamically updated A resulted
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System GPU CPU Execution
Conf? uration util | Mem | Util | Mem Time (s)
8 %) | (% | (%) | (%)
LEC only 14.3 47.2 17.6 10.4 0.024
LEC +
Runtime Monitors 14.7 86.5 18.5 10.5 0.217
LEC + Monitors +
ReSonAte 16.1 87.0 18.7 10.4 0.218

Table 6.1: Resource requirements and execution times for different configurations of the system. Average
values computed across 20 simulation runs.

in a log-likelihood of -709.8 for a likelihood ratio of 30.9 in favor of our dynamic approach. Note that the
static collision rate used here is a posterior estimate calculated from the true number of collisions observed.
Any static risk estimate made without this post facto knowledge would result in a lower likelihood value and
further increase the gap between the dynamic and static approaches.

To better show the correlation between estimated and actual collisions, the same data points have been
divided into bins and averaged in Fig. 6.8b along with two least-squares fit trend lines. The dashed green trend
line shows a linear fit to the complete data set while the dotted red line shows a linear fit to only those data
points where the average estimated collision rate was less than or equal to 1.0. Both trend lines show a strong
positive correlation between the estimated collision rate and the number of observed collisions, but the dotted
red line more closely resembles the desired 1-to-1 correspondence between estimated and actual collisions (i.e.
slope of 1). These results indicate that our dynamic risk calculation tends to overestimate when the estimated
collision rate is greater than 1.0.

Table 6.1 shows the resource requirements and execution times for the AV system with different configu-
rations. As seen from the shaded columns, the system monitors, particularly the resource-intensive 3-VAE
monitor, increases the GPU memory used by ~ 40% and execution time by ~ 0.2 seconds. However, the

ReSonAte risk calculations require minimal computational resources taking only 0.3 milliseconds.

6.5.2 Unmanned Underwater Vehicle

In this section, we discuss the primary results of applying ReSonAte to a UUV testbed based on the
BlueROV2 [82] vehicle. The testbed is built on the ROS middleware [326] and simulated using the Gazebo

simulator environment [151] with the UUV Simulator [327] extensions.

6.5.2.1 System Overview and BTD Modeling

In this example, the UUV was tasked to track a pipeline while avoiding static obstacles (e.g., plants,

rocks, etc.) as shown in Fig. 6.4. The UUV is equipped with six thrusters, a forward-looking sonar (FLS),
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2 side-looking sonars (SLS), an IMU, a GPS, an altimeter, an odometer, and a pressure sensor. The vehicle
has several ROS nodes for performing pipe tracking, obstacle avoidance, degradation detection, contingency
planning, and control. Additional contingency management features such as thruster reallocation, return-to-
home, and resurfacing are available. The UUV uses the SLS along with the FLS, odometry, and altimeter
to generate the HSD commands for pipe tracking and obstacle avoidance. The degradation detector is a
LEC that employs a feed-forward neural network to detect possible thruster degradation. This LEC sends
information to the contingency manager including the identifier of the degraded thruster, level of degradation,
and a value measuring confidence in the predictions. The contingency manager may then perform a thruster
reallocation (i.e. adjustment of the vehicle control law) if necessary to adapt to any degradation. A ROS node

implementation of ReSonAte was used to dynamically estimate and publish the likelihood of a collision.

6.5.2.2 Hazard Analysis and BTD Modeling

Using the system requirements and its operating conditions we identified UUV operating in presence of
static obstacles as the hazard condition which could result in the UUV’s collision. The static obstacle which
appears at a distance less than the desired separation distance of 30 meters is considered to be a threat in this
example. Further, the static obstacle appearing at a distance less than a minimum separation distance of 5

meters is considered to be a TOP event for the BTD.

6.5.2.3 Conditional Relationships

The probability estimation method described in Section 6.4.3 was used to compute the conditional
probabilities for the BTD. We used data from 350 simulation scenarios for the conditional probability
calculations. These simulations were generated by varying parameters such as the obstacle sizes (cubes with
lengths of 0.5,1,2,5, and 10 meters), the obstacle spawn distance (value in range the range of 5 to 30 meters),

and random thruster1 failures that were synthetically introduced by varying the efficiency in the range 0 to 60.

6.5.2.4 Results

Fig. 6.9 shows the ReSonAte estimated likelihood of collision. The efficiency of thruster 1 degrades to
60% at 45 seconds, and the estimated likelihood of a collision increases to 0.25. Soon after, the contingency
manager performs a thruster reallocation to improve the UUV’s stability, the likelihood of collision decreases

to 0.15. We are currently validating the estimated likelihood across large simulation runs.
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Figure 6.9: ReSonAte estimated likelihood of a collision for the BlueROV2 example. As seen in the gray
shaded region, the likelihood of collision increases when thruster degradation occurs, then reduces after
thruster control reallocation.

6.6 Conclusions and Future Work

ReSonAte captures design-time information about system hazard propagation, control strategies, and
potential consequences using BTDs, then uses the information contained in these models to calculate risk at
runtime. The frequency of threat events and the effectiveness of hazard control strategies influence the estimated
risk and may be conditionally dependent on the system’s state and operating environment. A technique for
measuring these conditional relationships in simulation using a custom SDL was demonstrated. ReSonAte
was then applied to an AV example in the CARLA simulator to assess the risk of collision dynamically. A
strong correlation was found between the estimated likelihood of a collision and the observed collisions.
Additionally, ReSonAte’s risk calculations require minimal computational resources, making it suitable for
resource-constrained and real-time CPSs. Future extensions and applications for ReSonAte include: (1)
dynamic estimation of event severity in addition to event likelihood, (2) inclusion of state uncertainty into risk
calculations to produce confidence bounds on risk estimates, (3) forecasting future risk based on expected
changes to system or environment, (4) use of estimated risk for higher-level decision making such as controller
switching or enactment of contingency plans.

To conclude, while the detector and risk assessment components discussed in Chapter 5 and the current
chapter identifies the occurrence of the system hazard and associates it with a risk level, they do not provide a
mechanism to mitigate the identified hazard. Therefore, to complete the proposed dynamic safety assurance
approach, we need an adaptive mitigation strategy that can select a suitable action to mitigate the identified
problem. An open question that we must address is: how can we design an adaptive decision strategy that

selects a suitable mitigation action to mitigate the system’s risk?
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Chapter 7

Mitigating the Risk: Blended Simplex Strategy

7.1 Overview

The decisive step of our dynamic safety assurance framework is the mitigation component needed for
selecting a suitable control action that alleviates or mitigates the risk posed to the system. Techniques like
controller redundant architectures (simplex architecture [62] and controller sandboxing [98]) and system health
management techniques [69, 2, 70] have been used to mitigate faults in complex cyber-physical systems
(CPSs) like F-16 aircraft [99], unmanned aerial vehicles [100], and remote-controlled cars [101]. Especially,
the simplex architecture has been widely utilized in assuring the safety of CPSs with unverified controllers.
These architectures have become even more relevant in the context of autonomous CPSs with LECs, which are
hard to verify and test.

The architecture augments a safety controller and a decision logic for systems with unverified and unsafe
controllers. The logic arbitrates the control to the safety controller when the system is on the verge of entering
an unsafe state. In this regard, the logic is designed with a safety objective using traditional verification
techniques such as linear matrix inequality [63] and reachability analysis [98]. While these approaches
have shown promising results in several applications [99, 100, 101, 102], there are two major challenges in
using them. First, it is not easy to design an appropriate decision logic to maintain the system’s safety and
mission-critical objectives. In case proper care is not taken in designing the logic, it will be overly conservative
in always selecting the safety controller. This conservative nature will affect the system’s mission-critical
objectives. Second, switching from one controller to the other is often performed instantaneously based on the
logic’s decisions, which affects the system’s stability.

To handle these challenges, this chapter presents an extension to the conventional simplex architecture
called the “weighted simplex strategy”, which performs a weighted blending of the two controller’s actions.
The idea of blending is to avoid the immediate control transition problem of the conventional simplex approach.
The decision logic in this approach needs to find the optimal weights rather than an optimal controller. The
weight selection problem is formulated as Markov Decision Process, which is solved using reinforcement
learning (RL). Further, to reduce conservatism, the RL-based logic is trained with a two-objective reward
function that includes the system’s safety and mission-critical objectives. The feasibility of the proposed

strategy is demonstrated using the DeepNNCar [80] autonomous vehicle testbed.
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7.2 Introduction

Problem Domain: Autonomous cyber-physical systems (CPSs) have increasingly started relying on
learning enabled components (LECs) as part of the control loop, performing varied perception-based autonomy
tasks. These data-driven components are trained using machine learning approaches like machine learning
(ML) [10], and reinforcement learning (RL) [11]. These approaches have given these components the capability
to continuously learn and work in unfamiliar environments. Recently, these components have illustrated
exceptional performance in a variety of challenging problems such as urban driving [4], object detection and
tracking [328], and image segmentation [329]. However, recent accidents such as Tesla’s autopilot crashes [23]
and the fatal Uber self-driving car accident [24] demonstrate that these systems can still fail, often with
devastating consequences.

While several design-time approaches like the assurance case [38], verification and validation [32, 33], and
testing [34, 35], have been available for conventional CPSs, applying them to autonomous systems is difficult
because of the following reasons. First, the black-box nature of LECs limits testing coverage. Pei, Kexin, ef al.
[26] discuss the limitations of performing exhaustive testing of LECs and introduce a white-box framework
called DeepXplore that can perform limited testing. Secondly, the existing verification tools are limited by
the complexity of the neural network and the non-linearity of the activation functions. The authors in [29]
discuss the limitations of performing verification techniques on deep neural networks (DNNs). Third, these
components learn from data and perform well only when the test observations resemble the training data. The
authors in [26], [330] have shown how subtle changes (or adversaries) in the test image confuse the model and
result in erroneous predictions. Recently, the DARPA Assured Autonomy project [331] has been focusing on

designing tools and techniques for the safety assurance of autonomous systems.
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Figure 7.1: The simplex architecture combines an unverified performant controller (C”) with a safe baseline
controller (C*) and a decision manager (DM) with a logic that arbitrates the system control among the
controllers to maintain the system’s safety objective.

State-of-the-art and Limitations: The problem of assuring the safety of CPSs has been tackled using
controller-redundant architectures such as the simplex architecture [61] and controller sandboxing [98]. These
architectures (see Fig. 7.1) improve the system’s safety by augmenting a safety controller (C*) and a decision
manager (DM) to systems with high-performant and unverifiable controller (C?). The DM holds a decision
logic that arbitrates the control between the two controllers based on safety criteria. The primary advantage
of these architectures is that they only require verifying the C* and the DM, thus alleviating the requirement
of verifying the C? (e.g., LEC), which is sometimes difficult or impossible. Indeed, such techniques have
been successfully used in unmanned aerial vehicles [100], remote-controlled cars [101], and industrial
infrastructures [102].

However, the key challenges in using the simplex architectures for CPS applications are (1) designing
effective decision logic: designing safe logic by always using the C°® to make the decisions is trivial. However,
that would make the system too defensive without utilizing the C”. Therefore, the architecture should utilize
the C? as much as possible to avoid conservatively using the C*. That is, it is important to design decision logic
that balances the safety and performance of the system. (2) sudden transitions: the instantaneous transitions
(see Fig. 7.7) from the C? to the C* drastically degrades the system performance. For example, Bak, Stanley,
et al. [332] have discussed the applicability of the simplex architecture in heart pacemakers. The authors
discuss how sudden transitions between simplex controllers are dangerous in safety-critical applications. For a
pacemaker case study, they illustrate how sudden jumps between two discrete heart rates (65 to 120 beats per
minute) from two simplex controllers can make the patients dizzy and uncomfortable. Similarly, in automotive
applications, the sudden changes in the control (e.g., speed) will be perceived as jerks (high rate of change of

acceleration) and can be uncomfortable for passengers (e.g., Toyota sudden acceleration problem [333]).
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Table 7.1: Notation Lookup Map

Symbol | Description

oL Steering PWM value of DeepNNCar using LEC controller

Oc Steering PWM value of DeepNNCar using OpenCV controller
6p Steering PWM value using dynamic-weighted simplex strategy
O Steering PWM value using fixed-weighted simplex strategy
wr Ensemble weight given to LEC controller

We Ensemble weight given to OpenCV controller

WseT Ensemble weights {W.,W¢} computed by dynamic-weighted
simplex strategy

Tr Inference pipeline time of DeepNNCar
Vi Current speed PWM value of DeepNNCar

Contributions: To address these challenges we perform a weighted blending of the simplex control
actions. We refer to this weighted extension of the conventional simplex architecture as the “weighted simplex
strategy”’. Instead of selecting a single controller action, this strategy computes a weighted ensemble of all
the controllers’ actions. Such blending mechanisms have been shown to improve performance or accuracy
in model ensembles [334] and model adaptive predictive control [335]. For the simplex architecture, we
hypothesize that blending the controllers’ actions could optimally balance the system’s performance and soft
constraint violations while avoiding abrupt transitions. Specifically, this strategy aims to optimize performance
while reducing safety violations. So, it can only be used for systems that can tolerate soft constraint violations

(i.e., constraints that can be violated but will incur a penalty). We summarize our contributions below.

* We discuss the design of a resource-constrained remote-controlled car called the DeepNNCar that will be
used as a case study to test the proposed extensions to the conventional simplex architecture.

* We discuss the “weighted simplex strategy” and apply it to the DeepNNCar platform. We formulate the
weight selection problem as an MDP and solve it using reinforcement learning. The RL-based logic is
trained on both the system’s safety and mission-critical objectives.

* We design a middleware framework to deploy the weighted simplex strategy on the DeepNNCar platform.
The framework has a resource manager that monitors the computational resources of the system to mitigate

any overload introduced by the complex computations of the proposed strategy.

Outline: The outline of this paper is as follows: in Section 7.3, we discuss the DeepNNCar platform and
other background topics required to understand this work. Section 7.4 introduces the weighted simplex strategy
and the setup to compute dynamic weights. In Section 7.5, we design a resource manager for managing the
system’s resource utilization. Section 7.6 describes the system integration. Section 7.7 evaluates the weighted
simplex strategy and the resource manager for the DeepNNCar platform. In Section 7.8, we present related

research and conclude the paper in Section 7.9. The notations used in the paper are described in Table 7.1.
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Figure 7.2: Perception-based control approaches in robotics [3].

7.3 Background

In this section, we discuss a few key concepts that are required to understand our methodology discussed

in the later sections of this paper. Readers who are familiar can skip this section.

7.3.1 Control Approaches in Autonomous Systems

Perception-based control paradigms in autonomous systems can be classified into the mediated perception
approach and end-to-end (e2e) learning approach, as shown in Fig. 7.2.

The mediated perception approach [336, 337] decomposes the problem into multiple sub-goals to form a
processing pipeline for performing autonomous driving (see Fig. 7.2). Different sensing components (e.g.,
cameras, lidar, and radar) observe and learn the operating environment. The sensor readings are sent to the
state estimation, localization, and motion planning components to interpret high-level information about the
operating environment (e.g., lanes, objects, cars, and traffic lights) and learn a plan to navigate the environment.
Finally, the motor control component uses the high-level information interpreted by the prior components to
compute the low-level control actions for the system.

As discussed by Mantegazza, Dario, et al. [338], this approach has the following advantages: (1) transparent
internal modes of operation for testing and debugging, (2) robust decision-making capabilities due to multiple
dedicated algorithms, and (3) a high degree of freedom for the designer to select and fine-tune the internal
stage algorithms. However, the multiple stages of operation and the need to create and maintain a large code
base for simple tasks (e.g., indoor navigation) make it expensive for use in small-scale systems.

In contrast, the e2e learning [339] approach simplifies the control process by using a single supervised

ML [340] component (e.g., DNNs) that directly computes the control actions from sensory data. Unlike
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traditional software, where the execution logic is derived from analytical models, DNNs learn the underlying
relationship between the sensory data and control actions from training data. This approach has recently
gained considerable attention because of its conceptual simplicity and computational efficiency. It has been
used in complex tasks such as obstacle avoidance [341] and autonomous driving [18, 4, 342].

However, some limitations of this approach are: (1) ML components are trained with data to learn the
mapping between the sensor data and control actions. So, the quality and quantity of the training data highly
influence how the approach works. For example, out-of-distribution (OOD) data samples have been shown to
affect the performance of these components [92]. (2) training the ML component is challenging as several
hyperparameters are to be tuned. Improper tuning of these parameters can lead to underfitting or overfitting

problems.

7.3.2 Simplex Architecture

The simplex architecture is built on analytic redundancy, i.e., redundant components with different designs
and implementations but similar interfaces [61]. Fig. 7.1 illustrates the structure of the simplex architecture,
where the analytic redundancy is achieved using two controllers with the same interfaces but with different
implementations and specifications. A performant controller (C?) is combined with a reliable and safety
controller (C®) and a decision manager (DM). The decision logic of the DM is encoded to guarantee the
system’s safety, i.e., the logic will transfer the control from the C? to the C* when the C? decisions start moving
the system toward unsafe states. The simplex combination of controller outputs can be represented as the

weighted combination of the two controller outputs and can be written as in Eq. (7.1):

Csp =W -Cp+W,-Cs (7.1)

Where Csy is the system’s control output, Cp, Cg represents the controller outputs of the C? and the C*
respectively. Wi, W, represents the ensemble weights, and they sum up to 1. For the conventional simplex
architecture, the weights are W;=1 and W>=0 in most scenarios as the C? is operating it. However, when the
C? is on the verge of jeopardizing the system’s safety, the control transfers to the C*, making the weights W;=0
and W,=1. The blue line in the Fig. 7.7 shows the control transition between the two controllers of the simplex
architecture. As seen, the control remains with the C?” up to a certain point, and when the DM decides to

switch, there is a sudden (or instantaneous) transition of the control to the C°.
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Figure 7.3: DeepNNCar is a resource-constrained remote-controlled car that is designed to perform end-to-end
learning based autonomous driving. The hardware components and operating modes of the vehicle are
discussed in Section 7.3.3.

7.3.3 DeepNNCar autonomous driving platform

To understand the methodology discussed in later sections, we first introduce the DeepNNCar! (in Fig. 7.3)
platform and its operation. The vehicle is operated on indoor tracks shown in Fig. 7.4 with two objectives. The
first objective of the vehicle is to operate within the tracks and reduce the out-of-track occurrences (minimize
the soft constraint violations). The second objective is to operate at the highest possible speed on the different
segments? of the track. For example, we have set a maximum attainable speed of 0.65 m/s for the straight
segment and 0.25 m/s for the curved segments. Next, the platform is built using the chassis of the Traxxas
slash 2WD 1/10 scale remote-controlled car. It has two onboard motors: (a) a servomotor for steering control
and (b) a Titan 12T 550 motor for the motive force. These motors are powered using a single 8.4 V NiMH
battery. A Raspberry Pi 3 (RPi3) is the onboard computational unit that performs all the required computations
and interfaces with the sensors. RPi3 reserves two GPIO pins to generate pulse width modulation (PWM)
signals to control the vehicle’s motors. The duty cycle of a PWM signal is the proportion of time the signal
remains in the high state (or logical 1) over the total time it takes to complete one cycle. The PWM signal has
a duty cycle component and a frequency component.

For the DeepNNCar, the duty cycle is the percentage of a digital square pulse with a period of 10
milliseconds (frequency = 100 Hz). Varying the duty cycle percentage allows us to control the two onboard
motors of the vehicle. For the servomotor, varying the duty cycle € [10%, 20%] results in a continuous steering
angle € [-30°, 30°]. Similarly, for the titan motor, varying the duty cycle € [15.58%, 15.70%] results in a
speed € [0, 1] m/s. Throughout this work, we use the notations (V) for speed and (0) for steering. The speed
is referred to in terms of m/s and steering in degrees. However, to control the testbed, the steering and speed

are varied as duty cycle values.

"Build instructions, source code, and videos of DeepNNCar can be found at https:/github.com/scope-lab-vu/deep-nn-car
2We have classified different parts of the track into straight and curved segments.
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Figure 7.4: We collected data from tracks 1 and 2 to train the LEC and perform exploration for the RL-based
decision logic of the dynamic-weighted simplex strategy. Track 3 was used to test the performance and
accuracy of the trained LEC and the dynamic-weighted simplex strategy. The tracks were built indoors in our
laboratory using 10’ x 12’ blue tarps. The videos of DeepNNCar performing on these tracks can be found in
https://github.com/scope-lab-vu/deep-nn-car

7.3.3.1 Vehicle Setup

A USB webcam is attached to the RPi3 to capture images at 30 frames per second (FPS) with a resolution
of 320 x 240 RGB pixels. A slot-type IR opto-coupler is attached to the chassis near the rear wheel that
counts the wheel’s revolutions. The speed of the vehicle is calculated based on the frequency of revolutions.
The captured RGB images and the speed values are recorded on the computational unit and later utilized for
training the vehicle’s controllers.

Next, the vehicle (server) is used along with a desktop (client) to provide a server-client setup for data
collection, monitoring, and runtime diagnostics. An Xbox controller is connected to the desktop via Bluetooth
and communicates with the vehicle using TCP messages. The vehicle operates in three modes: (1) data
collection mode to manually drive the vehicle to collect training data, (2) autonomous driving mode to
autonomously drive the vehicle using a LEC or simplex strategies discussed in the later sections, and (3) live

stream tracking mode to stream runtime images captured by the camera to the client for runtime tracking.

7.3.3.2 Controllers

The vehicle is primarily driven by a LEC, and it also has a safety controller built using the traditional
image processing based lane following algorithm. These controllers consume images from the forward-looking
camera to compute the steering and speed control actions. A human supervisor sets the initial speed for the
vehicle, which these controllers then vary during the vehicle’s operation. These controllers are discussed in
more detail in the rest of this section.

LEC: The vehicle performs autonomous driving using e2e learning. We use a modified version of

NVIDIA’s DAVE-II DNN that takes in the image and the current speed reading v as inputs to predict the
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Figure 7.5: The modified DAVE-II model takes images and speed as the inputs to predict the speed and steering
duty cycles. This modified model also takes in the speed as the inputs, which is not considered by the original
NVIDIA DAVE-II model [4]. The model has five convolutional layers and six fully connected layers. Conv
represents the convolutional layers, and the sizes of the filters are mentioned below. F'C represents the fully
connected layers, and the number of neurons is mentioned below.

steering control action (8z). Our DNN model (in Fig. 7.5) has five convolutional layers and six fully connected
layers. This is an extension to the original DAVE-II model [4] that consumed only images as input to predict
the steering action. We modified the model architecture for two reasons. First, the steering and speed actions
have some correlation that needs to be learned by the model. For example, a human driver would reduce the
speed while turning the vehicle. Second, the quality of the captured image deteriorates with increased speed.
Again, the model needs this additional information for accurately predicting the steering values.

OpenCYV controller: The OpenCV controller is designed using classical image processing algorithms,
and it performs two tasks: (1) detect and count the track lanes in images, and (2) associate discrete steering
(6¢) values based on the lanes detected. The output of these tasks is the number and kind (left or right) of the
detected lanes, the lane segments (M), the discrete steering 6 (in degrees) values, and a stop signal alarm
when the vehicle moves out of the track. To perform these tasks, we apply a classical image-processing based

lane detection (LD) algorithm, which performs the following steps:

* Gaussian blur and white masking: A 3x3 Gaussian kernel is convolved across the image to reduce noise.
Next, all pixels except those within a specified range (e.g., [215, 255]) are masked, thus differentiating the
track lanes from the foreground.

* Canny edge detection [343]: The algorithm first computes a gradient of pixel intensities. An upper and
lower threshold of these gradients is defined at compile time. A comparison of the pixel gradients to these
thresholds, in addition to hysteresis (suppress all weak and unconnected edges), can determine if a pixel is
an edge or not. The edges reveal the boundary of the lanes.

* Region of interest (ROI) selection: The image is divided into two similar 30x66 regions of interest to capture
the left and right lanes, respectively.

* Hough line transform [344]: A Hough line transform is applied to each ROI to detect the existence of a lane

115



Label: Straight Label: Right Label: Stop

Figure 7.6: Image transformations as it passes through the different steps of the LD algorithm. Based on the
lanes detected, the OpenCV controller assigns a track segment and then associates a discrete steering value.
During the live stream mode, real-time images captured from the vehicle are relayed to the client, which runs
the LD algorithm continuously to get this visualization.

based on the results of the Canny edge detection algorithm. Using this information, we determine a label for

the track segment.

Fig. 7.6 shows the image transformation as it passes through the different steps of the LD algorithm. As
seen, if two lanes are detected, the algorithm classifies the track segment as straight. If only the left lane is
detected, the algorithm classifies the track segment as right. If only the right lane is detected, the algorithm
classifies the track segment as left. Finally, once the segments are detected, the algorithm associates a discrete
steering angle O¢, and its corresponding duty cycle (similar to [345]): if two lanes are detected, 8c = 0°
(corresponds to a duty cycle of 15%); if the right lane is detected, 6c = —30° (corresponds to a duty cycle of

10%); and if the left lane is detected, 8c = 30° (corresponds to a duty cycle of 20%).

7.4 Weighted Simplex Strategy

The conventional simplex architecture has two problems that we want to address in this work, and they are
(1) non-availability of a reverse switch from the C*® to C? controllers, which affects the system’s performance,
and (2) instantaneous switching between the controllers, which affects the system’s stability. To address these
problems, we combine the controller’s outputs using weights instead of switching between the controllers.
This means the weights of the controller’s outputs in Eq. (7.1) are no longer restricted to taking only values
of 0 or 1 but can take a value in the range of [0,1]. However, the combination of the ensemble weights must
sum to 1. Such blending approaches have been popularly used in model ensembles [334] and model adaptive

predictive control [335]. We call this approach the “weighted simplex strategy”.
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Figure 7.7: The weighted simplex strategy works like the conventional simplex architecture in high-
performance and safe regions. However, the targeted spectrum of this strategy is the transition region
represented by the yellow grid, where the C? actions start drifting the system towards the unsafe state. Here,
instead of instantaneous transition, the dynamic weights of the weighted simplex strategy provide a mechanism
for a smoother transition between the controller outputs. The discrete weight adjustment in the dynamic-

weighted simplex strategy (red line) takes a staircase function approximating a smoother curve (dotted gray
line).

As shown in Fig. 7.7, the weighted simplex strategy works like the conventional simplex architecture in
high-performance and safe regions. The targeted spectrum of the proposed strategy is the arbitration region,
which is represented by the yellow grid in Fig. 7.7. In this region, the conventional simplex architecture
performs an instantaneous transition from the C? to the C*. In contrast, the weighted simplex strategy’s
ensemble weights provide a smoother transition between the controllers. However, one challenge in using this
strategy is the calculation of appropriate ensemble weights.

We present two approaches to select the ensemble weights: (a) dynamic-weighted simplex strategy (DW),
which dynamically computes the ensemble weights for blending the controllers. We model the sequential
decision-making problem of selecting optimal weights as an MDP [346] and solve it using RL. (b) fixed-
weighted simplex strategy (FW), which uses fixed ensemble weights, manually tuned through experiments.
We demonstrate these approaches for combining the steering control of the DeepNNCar platform. We are
combining the steering actions because the LEC erroneously predicts the steering actions at high speeds around
the curved segments of the track, resulting in increased out-of-track occurrences (see Fig. 7.10). The weighted

simplex combination of the steering action is computed using Eq. (7.2).

Op =Wr-0,+Wc-6c (7.2)

Where 6p represents the duty cycle corresponding to steering computed while using dynamic weights, Wy, is

the ensemble weight of CP, W is the ensemble weight of C*, 6y, is the steering computed by C?, and O is the
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steering calculated by C*. In the rest of this section, we discuss how these weights are computed using the two

simplex approaches.

7.4.1 Dynamic-weighted simplex strategy

This section discusses the MDP formulation, and the Q-learning algorithm [347] set up to learn a policy
that selects an optimal action (ensemble weights) for a given state of the MDP.

Decision Epoch We denote the decision epoch by d. The MDP we formulate is a discrete-time process,
where an action must be chosen at each decision epoch. Note that the overall environment can evolve in-
between decision epochs, (e.g., the track segments evolve in continuous time). However, as in prior work [348],
the decision-maker can only intervene at discrete points in time. In principle, this discretization is not a
challenge since we could always discretize time fine enough depending on the specific dynamics of the CPS at
hand. In our use case, we make the decision once every inference cycle (100 milliseconds).

An MDP is a mathematical framework for modeling a sequential decision-making process in a stochastic
environment. It is defined by a 4-tuple (S,A,T,R), where S is the set of states, which capture information
relevant for decision-making, A is a set of actions that can be performed from a state, T is the state-action
transition model, and R is a reward function that decides the incentive each action gets from a state.

State: We denote the finite set of states by s. The state includes the ensemble weights (W, W), the current
speed of the vehicle (v), and the steering actions 6y, and O¢ predicted by the performant and safety controllers.
The steering values are included as internal state information for locating the vehicle’s position on the different
segments of the track. The state s, of the vehicle at time tis: (W), W), Vi), 0L, 0¢). The state transition
happens when the weights Wy, changes by + Wy and W, changes by + W, or the speed v changes by + dv.

The steering values are internal information and do not transition the state. These transitions are illustrated in

Eg. (7.3).
Wi+ Wi oWy,
WC(H» n| = WC(t) + SWe (7.3)
Vie+1) Vie) ov

Further, to limit the dimension of our state-space, we reduce the number of states in our MDP by discretizing
the elements of the state. Each weight Wz, W € [0, 1] is divided into 21 elements (W¢ = 1-W, as the two
weights sum up to 1) in increments of 0.05. Also, our tracks were small, and we could not maintain the vehicle
within the track at a speed > 0.65 m/s. Thus, we restricted the speed € the range of [0, 0.65], the corresponding

duty cycle in the range of v € [15.58%,15.62%], and divided them into 41 elements in increments of 0.001.
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Action

Space 1 v, by 0.001 J v by 0.001 NOP
T WL (0.95,0.05,15.591, | (0.95,0.05,15.589, | (0.95,0.05,15.590,
by 0.05 16,15) 16,15) 16,15)
W (0.85,0.15,15.591, | (0.85,0.15,15.589, | (0.85,0.15,15.590,
by 0.05 16,15) 16,15) 16,15)
NOP (0.90,0.10,15.591, | (0.90,0.10,15.589, | (0.90,0.10,15.590,
16,15) 16,15) 16,15)

Table 7.2: Action space for a given MDP state (W, = 0.90, We = 0.10, v; = 15.590%, 6, = 16%, 0c=15%).
Wc is computed as (1-Wp). Similar action combinations are generated for other states. NOP: means no
operation. This is a sample action space when the car is in the straight segment of the track. So, the steering
values remain almost the same in the next achievable states too.

Action: We denote the set of all actions by A. For each state s € S, the vehicle performs an actiona € A,
which results in a reward, r : S X A — R, as the vehicle transitions from the current state to a new state
s — s’ € S. For example, the possible actions for the vehicle when starting from the state s = (W, = 0.90,
We = 0.10, v; = 15.590%, 6, = 16%, 6c=15%) is shown in Table 7.2. There are three possible actions (6Wp,
0Wc and 8V) in each state. Thus, the current state can transition to one among 9 possible states as shown in
the table.

Transition Model: We denote the state transition model by T. The state transition model T(s'|s,a)
describes the probability of traversing to the next state s’ € .&, given the current state s € .% and an action
a € o/ . We refrain from discussing the mathematical model of the state transition probabilities, as our solution
approach only needs a generative model of the environment (a simple model estimating the vehicle’s position
on the track) and not the explicit transition model itself.

Reward: We denote the reward function by r(s,a). Since our goal is to reduce the vehicle’s safety
constraint violations while improving its performance, we incorporate them in designing the reward function.
For our setup, we chose speed as the performance measure and the deviation of the vehicle from the center of

the track (7) to be the safety measure. The calculated reward is expressed in Eq. (7.4):

r(s,,a,)zvt-(l—f) (74)

Where V, is the vehicle’s current speed, and 7 is a scalar quantity calculated based on the deviation of the
vehicle from the center of the track. The measure 7 is calculated based on the lane segment information given
by the LD algorithm. If the algorithm detects both lanes in the captured image, we infer that the vehicle is at
the center of the track, and we assign 7 = 0. If the algorithm detects only one lane, we assume the vehicle has
deviated from the center and assign 7 = 1 /2. Finally, if no lanes are seen, we assume the vehicle has moved
out of the track, and we assign a hefty penalty 7 = 10.

Our reward structure aims to provide a high positive reward for actions that will maintain the vehicle

within the track boundaries. In contrast, a negative reward is awarded to actions that move the vehicle off the

119



track. Further, incorporating the speed information in calculating the reward enables the RL algorithm to learn

the highest achievable speeds that the vehicle can achieve without exiting the track.

7.4.2 The learning algorithm

Typically, the reinforcement learning setup is composed of an agent (DeepNNCar vehicle) interacting with
an environment (indoor tracks on which the car is intended to operate) [349]. The agent senses the state of
the environment and selects an appropriate action to perform. The agent’s action will cause a transition to a
new state of the environment. The agent’s physical dynamics govern this transition. The environment then
calculates a reward for the action performed by the agent. A positive reward is provided for desirable actions
(e.g., actions that keep the vehicle within the track), and a negative reward is provided for undesirable actions
(e.g., actions that move the vehicle off the track). This interaction between the environment and the agent
continues until the termination condition (set by the designer). The overall goal of the agent in this interaction
is to learn a policy 7 : s — a that selects which action is optimal for a given state of the environment. For this
work, the overall goal of the algorithm is to learn a policy that selects the optimal ensemble weights for a given
state of the environment.

We use Q-learning [347], a model-free RL algorithm that learns the value of an action in each state of
the MDP. The advantage of being model-free is that it does not require a model of the system’s operating
environment, which is often unavailable or difficult to model (e.g., open-world navigation) [350]. For each
state-action pair (s,a), the algorithm learns the “quality” Q(s;,a;) (Q-function), which is a measurement of
the quality of the immediate reward r(s;,a,) from being in state s; and taking action g, discounted by the
maximum expected future award in the new state denoted Q’(s;11,a,+1). The new Q-state, Q' (s;+1,ar+1), is

obtained by selecting an action which results in the maximum Q-value as shown in the Eq. (7.5) below.

Q' (si41,ar41) = max Q(s;41,ax) (7.5)
apcA

The Q-state is updated using the Bellman equation, which takes the current state and action as inputs along
with the parameters a € [0, 1] and y € [0, 1]. o controls the learning rate of the algorithm, while y represents
the discount factor that balances the importance of future benefits over immediate benefits (i.e., decreasing y

increases priority on obtaining immediate rewards).

Onew(s1,a:) = O(s1,a;) + Oc[r(sl,a,) +7v maXQ/(SzH (A1) — Q(St;at)] (7.6)

The new Q-states and the Q-value calculated from the Q-learning algorithm are stored in a Q-table, a look-up

table that holds the state-action pairs Q(s;,a,) and the associated reward r(s;,q, ). Finally, the policy likely
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learned by the algorithm is to pick the action with the highest action value in each state.

Finally, the learning algorithm typically operates in two phases. In the exploration phase, a policy is
implicitly learned from the Q-function, as 7(a;|s;) = 6 (a; = argmaxQ(s;,a;)), where the Q-function is stored
in a Q-table as discussed above. It is important to note that the amount of exploration impacts the quality of
the learned policy. Therefore, sufficiently exploring the state space is important. In the exploitation phase, the
agent uses the learned policy to select an optimal action with the highest action value from the Q-table. In this

work, we do not perform additional online exploration during the exploitation phase.

7.4.3 Fixed-weighted simplex strategy

The fixed-weighted simplex strategy uses static weights for the different segments of the tracks. The
overall idea of this approach is to perform rule-based weights selection [351, 352] for different track segments
(i.e., fix optimal weights for the straight and curved track segments). Rule-based decision-making has been
applied to several applications of autonomous driving [353, 354]. Typically, the approach involves manually
selecting the decision parameter and checking the performance of the system under test. Then, rules are
formed around the value(s) of the decision parameters to control the system’s performance.

We applied a similar approach to find the fixed weights around the different segments of the track. We
manually selected a weight combination and then observed its effect on the vehicle’s safety and performance
objectives. However, it was difficult to define rules for our setup (it was difficult to accurately find the track
segment in which the car operates). So, through extensive manual tuning across tracks 1 and 2 (see Fig. 7.4),
we found the optimal weights to be W;=0.8, W¢=0.2.

Further, to implement this strategy for the target platform, we use the concept of “Arguing Machines”,
introduced by Fridman et al. [355] for safe autonomous driving. The concept combined an autonomous system
with two or more unsafe and unverified controllers (LECs) with a human supervisor as the decision logic
to perform decision-making during uncertain situations. When the difference (or argument) between the
control actions predicted by the two controllers exceeds a pre-defined threshold (zsw ), the system’s control is
transferred to the human supervisor to mediate the argument. We aim to integrate the arguing machine concept
with the fixed-weighted decision logic. Suppose the computed steering difference between the C” and the C*
is greater than Tgy . In that case, the selected fixed weights are used to compute the vehicle’s steering control.
However, if the difference is lower than Zgy, then the predicted steering of the C? is chosen to drive the vehicle.
We also vary the vehicle’s speed based on the arguments. If the difference among the controller predictions is
greater than Tgw, then v; is decreased. However, if the difference among the controller predictions is lesser

than Tsw, then Vv, is increased as it suggests consensus among the controllers’ predictions.
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Figure 7.8: The resource manager is responsible for resource monitoring, temperature forecasting, fog selection
and task offload, and speed adjustment.

7.5 Resource Management

The redundant controller operations of the weighted simplex strategy require a significant computational
resource, which is not often available in small-scale autonomous vehicles such as those used in hospitals [356],
warehouses [357], and laboratory research testbeds [81], [358]. For our target platform, the proposed
strategy increases the power consumption, CPU utilization, and temperature of the RPi3 (onboard computing
unit) beyond its configured soft limit (70°C). This varies the computing unit’s clock speed and operating
voltage [359], affecting the vehicle’s performance. To address this problem, we offload some of the non-critical
tasks of the vehicle to other nearby devices. In this work, we use the computation offloading approach to keep
the development costs low and utilize the wireless communication capability that enables computation on
other devices. For this, we use the onboard WiFi capability of RPi3 and set up a wireless communication with
other edge devices 3 or fog devices # and offload some tasks.

For resource management, we designed a resource manager (RM) shown in Fig. 7.8, which performs: (1)
continuous monitoring of resource state (temperature and CPU Utilization), (2) forecasting the temperature
of the RPi3 based on current temperature and CPU utilization, (3) selection of an optimal fog device and
offloading non-critical tasks to the selected device and (4) adjustment of the vehicle’s speed to support the

decisions of the simplex strategy.

7.5.1 Resource Monitoring and Forecasting

For resource-constrained computation platforms (e.g., RPi and NVIDIA Jetson), it is essential to continu-
ously monitor system utilization, including CPU, memory, network, and disk. Variations in these utilization
levels could result in degraded computational performance of the system. For our platform, we found the tem-

perature and CPU utilization of RPi3 as the critical parameters that required monitoring because they affected

3Devices that have a similar computational capacity as the onboard RPi3.
“4Devices that have higher computational capacity than the onboard RPi3.

122



the vehicle’s performance. To monitor these parameters, we run the RM in the background continuously and
measure the utilization once every 30 second using the psutil [360] library.

Further, forecasting the future system utilization based on the current workload is vital for resource-
constrained computation platforms. When used with the resource monitor, the forecasting model can aid
resource management by allowing time to enact mitigation strategies. For example, in our experiments,
forecasting the RPi3 temperature based on the current workload helped proactively prepare for task offloading
(see Fig. 7.15). For this, we designed and trained a neural network-based forecasting model. The model

specifics are discussed in Section 7.7.

7.5.2 Fog Device Selection and Task Offloading

To offload the non-critical tasks, the RM contains an offloading routine that continuously performs a
latency ping every 10 seconds to all the fog devices in the vicinity of the vehicle. We have a selection routine
that runs for 30 seconds before selecting an optimal fog device. Within this 30 seconds, the routine pings the
fog devices three times and computes an average ping time. The fog device with the lowest average latency is
selected for task offloading.

Once the temperature forecasting model predicts the temperature to exceed 70°C and an optimal fog
device has been selected, the RM prepares to offload the tasks. In our context, it is not feasible to transfer the
entire task codebase to the fog device at runtime, so we assume these devices have a pre-installed copy of
the codebase. During runtime offloading, the RM deactivates the code on the RPi3 and activates the same
code on the fog device. The message transferring between the RPi3 and the fog device is managed using
ZeroMQ (ZMQ) [361]. A similar task activation exchange is performed when the predicted temperature falls
below 70°C. The forecasting model and the task offloading routine work synchronously at runtime to plan the

offloading of the computations.

7.5.3 Vehicle Speed Adjustment

During the task offload process, the inference time Tx (discussed in Section 7.6) increases because of the
additional network overhead in the wireless communication channel. This change in the inference times affects
the achievable speeds of the vehicle. To incorporate the impact of varying times on the vehicle’s physical
dynamics, the RM computes the tolerable maximum speed for a given inference time. The maximum speed
Vuax 1s calculated using the safe distance (ds), which is the closest distance to the track during turning when
the vehicle can still safely act to avoid going off the track. The dy is a track-specific quantity which was found

to be 0.09m for our tracks (see Fig. 7.4). Therefore, any decision before reaching this distance will give the
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Figure 7.9: A block diagram of DeepNNCar along with actors. There are asynchronous interactions among
various actors, so we use different messaging patterns. The request-reply communications are shown with
dotted lines, the publish-subscribe communications are shown in solid lines, and the red dotted lines indicate
the hardware connections. Also, refer to the listed section numbers for a detailed description of the components.

(Monitors the state of all hardware and the resource used on RPi3) (§7.5)

vehicle a good turning radius. However, any decision taken after this distance will leave the vehicle with
insufficient space to turn, resulting in a safety violation. Vysax is computed as: Vyax = ‘7{—;, where Ty is the
inference pipeline time. This speed is converted to the corresponding duty cycle value and applied to the RPi3
to control the vehicle’s speed. During task offloading, the decision manager actor (DMA) must wait longer for

a reply from the offloaded component due to the latency overhead, which increases the 7.

7.6 System Integration

We use an actor-based design [362] to integrate the components discussed in the sections above. As
discussed in [363], an actor is a self-constrained and restartable process with its execution thread and com-
municates synchronously or asynchronously with other actors. The actors of DeepNNCar and the data flow
between them are shown in Fig. 7.9. Communication between actors is done with various ZMQ messaging
patterns. The camera provides new images at 30 Hz, and the IR opto-coupler continuously measures the
rotations per minute data to compute the vehicle’s speed. Then, the camera device actor® and the opto-coupler
device actor periodically publishes the images and current speed to all subscriber actors. The LEC actor, the
OpenCV controller actor, and the RL actor are aperiodic consumers (see [68]). They do not consume sensor
values until prompted by the DMA.

The interactions between the periodic publishers and aperiodic consumers are handled with the help of a
message buffer actor (MBA), which has one buffer queue to store the published data (both images and current

speed) along with a sequence label. The data in the MBA gets updated according to the sampling period of the

5 A device actor converts hardware sensor information into topics that can be published and subscribed to (see [364]).
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sensors. However, this data cannot be published until the MBA has received a sampling tick and a request
from the DMA to publish the data of a certain label. Once the MBA gets this request, it publishes the image
and current-speed messages to all subscribed actors. Using this data, the LEC actor predicts 6y, the OpenCV
controller computes O, track position M, and STOP (a command issued if the vehicle goes out of the track),
and the RL-Actor computes Wy, W¢ and Vsgr.

Decision Manager Actor (DMA): This is the key component in the architecture that controls and initiates
the entire message exchange process in every inference cycle. The DMA issues requests for the sequence label
and data 6y, 6¢ from the controllers, and for Wy, W, and vger from the RL-Actor. Once the controller and
the RL-Actor have finished computation, they respond to the DMA with their label and values. The DMA
then matches the labels and computes 0p using Eq. (7.2) before feeding 6p and vsgr to the GPIO device actor,
which controls the two motors.

The DMA starts a new cycle, which continues until it is terminated by the STOP signal from the OpenCV
controller or manually by the user. The tasks performed between two sampling ticks of the DMA 1is one control
cycle of the system, and the time taken to perform one control cycle is referred to as the inference pipeline
time Tg. Ty varies for every control cycle, but the average inference time for the dynamic-weighted simplex

strategy is experimentally found to be 130 milliseconds (in Fig. 7.13).

7.7 Evaluation
7.7.1 Experimental setup

Tracks: We built three different indoor tracks shown in Fig. 7.4. These tracks were made in our laboratory
using 10’ x 12’ tarps under controlled lighting conditions (higher lighting intensities create reflections on
the tarp, causing the LD algorithm to fail). Each track had different geometric shapes and turns. All the
experiments were performed using the tracks in the same wrinkled conditions. The LEC was trained on the
images collected from tracks 1 and 2 and then tested on track 3.

Baselines: We evaluate the performance of the proposed dynamic-weighted simplex strategy (DW) against
the following baseline controller configurations. (1) LEC, (2) OpenCV controller, and (3) fixed-weighted

simplex strategy (FW).

7.7.1.1 LEC and OpenCYV controllers

LEC: We trained the LEC with 6000 labeled images collected from tracks 1 and 2 (in Fig. 7.4). We used
the adam optimizer at a learning rate of 0.0001, with a decay factor of 0.1 every 50 epochs. We trained the

estimator for 250 epochs and selected the model with the lowest validation error. We tested the trained model
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Track Segment | Precision (%) | Recall (%)
Straight 97.73 87.78
Curved 90.78 93.05

Table 7.3: The precision and recall values to evaluate the performance of the LD algorithm in different
segments of the track. We manually iterated through 3000 images and compared the actual lane segments to
those predicted by the LD algorithm.

using a test set with 1000 images. We then used mean squares error (MSE) [365] as a metric to quantify the
distance between the actual and predicted steering values. Once the MSE was within our acceptable threshold
(0.1, as found through diverse experiments), we deployed the model on the vehicle for autonomous driving.
OpenCYV controller: The LD algorithm was tested with a dataset of 3000 images and correctly labeled
the track regions with an accuracy of 89.6%. Table 7.3 summarizes the accuracy of the LD algorithm in
correctly classifying the lanes into straight or curved (left and right) segments. To generate this plot, we
manually iterated through the 3000 images and noted the actual lane segment visualized by a human supervisor
and the lane segment classified by the LD algorithm. Using this, we gathered the number of correct lane
predictions and misclassifications to generate the data for the precision-recall graph. Using the precision and
recall values, we also computed the F1 score for the straight and curved segments, which were 92.4% and

91.8%, respectively.

7.7.1.2 Dynamic-weighted simplex configuration

Parameters: We explored the vehicle for 1000 steps across the track, which converts to 30 rounds across
the tracks. These steps were sufficient because our state-space was small (approximately 900 states). However,
for a large state space, we recommend longer exploration. During these runs, we set a learning rate @ = 0.1,
and a discount factor 7 = 0.4. We found these values to be the most feasible parameter for our experiments.
Next, for all these exploration runs, we start with initial weights of W;=0.5, and W¢=0.5, and we start from
various parts of the tracks. Our idea with varying these parameters is to curate a robust Q-table with a larger
percentage of the state-action pairs explored.

Exploration and Exploitation: Table 7.4 shows the ensemble weights learned by the algorithm through
extensive exploration across the tracks. The column entries show the discretized steering duty cycle values
the LEC could take (6;, € [10%,20%]). The row entries show the discretized steering duty cycle values
the OpenCV controller could take (8¢ € [10%,20%]). Next, we can observe that the RL algorithm learned
different ensemble weights for different track segments. We observed that in the straight track segments, the

weights quickly move to W;,=0.95, and W=0.05, and in curved track segments, the weights hover around
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fLLe‘ftl)O% 6,=11% | 6,=12% | 6,=13% | 6,=14% (egt_rai}(i;) 0,=16% | 6,=17% | 6,=18% | 6,=19% f)lgi‘;hof’
0c = 20% W.=0.95 | W,=0.95 | W,=0.95 | W,=0.85 | W,=0.80 | W,=0.80 | W,=0.80
(Right) ) ) ) ) We=0.05 | We=0.05 | We=0.05 | We=0.15 | We=0.20 | We=0.20 | We=0.20
Oc= 15% W;=0.95 | W.=0.95 | W.=0.90
(Straight) | ~ ) ) ) We=0.05 | We=0.05 | We=0.10 | ~ ) )
0c=10% W;=0.80 W.=0.90
(Left) B B B We=0.20 | ~ . B We=0.10 | ~ B

Table 7.4: The variations in the ensemble weights with the change in the steering PWM duty cycle of the
LEC and OpenCV controller. The rows indicate the discretized steering PWM duty cycle of the OpenCV
controller 6¢ € [10%,15%,30%]. The columns indicate the steering PWM duty cycle of the LEC controller
6. € [10%,20%]. These steering values are discretized in steps of 1%. The blocks with “-” indicate the
unexplored region. Also, it is evident from the top right corner of the table that W starts to increase as the
vehicle turns in the right segment.

Wr=0.8, and Wc=0.2. We can also observe several steering angle combinations are unexplored (marked with a
“-). This is because the exploration tracks did not have left turns or extreme right turns.

The insufficient exploration was a problem when we deployed the learned Q-table to exploit a new track
(not used during exploration) with a steep right turn. Though the algorithm always selected to turn right, its
action (steering angle) was insufficient, resulting in an out-of-track occurrence of the vehicle. To overcome

this problem, we started from the previously learned Q-table and re-explored track 3. This addressed our issues

with the steep right turns on track 3.

Fogl Fog2 Fogl Fog2 Selected
Latency | Latency | avg Latency | avg Latency Fog
(ms) (ms) (ms) (ms) Device
13.0 10.8
114 11.7 11.87 12.17 Fogl
11.2 14.0
11.7 114
11.9 10.6 11.23 10.77 Fog2
10.1 10.3

Table 7.5: Fog device selection. The selection is based on the average of three latency pings. The fog device
with the lowest latency is selected for offloading. The experimental testbed for the fog device selection
experiments had Fogl device (laptop), Fog2 device (desktop), and each of these were connected to different
WiFi networks.

7.7.1.3 Resource Manager

The manager performs a device selection routine discussed in Section 7.5 to select the most reliable fog
device that can be used for offloading the onboard tasks. To evaluate the selection routine, we identified two
fog devices (a laptop with an Intel 4-core processor and a desktop with AMD Ryzen Threadripper 16-core
processor) in our lab that can be used for task offloading. These devices used a common WiFi connection to
communicate with the DeepNNCar. Table 7.5 shows the latency test results of the two fog devices. For this, the

vehicle performed a ping to these devices once every 10 second. Then, the device with a low average latency
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after three pings was selected to perform the offloading. We do not conduct online discovery of available
devices in the current setup but assume that we have prior knowledge of the available fog devices.

Next, we designed a neural network-based forecasting model to proactively forecast the temperature of
the onboard computing unit. The model has two layers with 20 and 40 neurons in the first and second layers,
respectively. To collect data, we set up an experiment in which we continuously monitored temperature, CPU
utilization, and offload status (indicated if the task was performed on the RPi3 or offloaded to a fog device).
The dataset for training the forecasting model consisted of three hours of resource monitoring data. We trained
the model for 200 epochs using adam optimizer and a learning rate of 0.0001. The model’s performance
and accuracy are discussed in Section 7.7 and illustrated in Fig. 7.14. We deployed the trained model on the

vehicle at runtime to forecast the computing unit’s temperature.

7.7.2 Results

We evaluated the baseline configurations with the DeepNNCar platform by running them for ten laps

across the three tracks shown in Fig. 7.4.

7.7.2.1 Comparing LEC and OpenCYV controllers

We evaluated the performance of these controllers based on their highest achievable speeds and the number
of out-of-track occurrences. During the testing regiment, the vehicle drives ten laps around the track for both
the trained LEC and the OpenCV controller. The track was divided into straight and curved (left and right)
segments, and performance results were compiled for each segment. A human supervisor manually noted the
out-of-track occurrences. In the straight segment, the LEC performed well with very few (typically 2 or 3)
out-of-track occurrences up to a speed of 0.55 m/s. The OpenCV controller typically had one or no out-of-track
occurrences up to 0.35 m/s. Above 0.35 m/s, the OpenCV controller had higher chances of leading the vehicle
out of track than the LEC.

The out-of-track occurrences of the different controllers in the curved segment of the track are shown in
Fig. 7.10. The LEC has very few (typically three occurrences) out-of-track occurrences up to a speed of 0.45
m/s, and gradually as the speed increases, the out-of-track occurrences increase. In comparison, the OpenCV
controller performed well up to a speed of 0.35 m/s with only one out-of-track occurrence. Again, above 0.35
m/s, the OpenCV controller started making higher wrong predictions leading the vehicle out of track. At 0.65
m/s, the OpenCV controller had 10 out-of-track occurrences compared to 8 occurrences of the LEC.

To summarize, these results show that one controller performs better than the other in specific tack parts.

This implies that we can reduce the number of out-of-track occurrences by intelligently blending the two
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Figure 7.10: The out-of-track occurrences for different speeds in the curved segments of the track. From
the figure, CV: OpenCV controller, LEC: modified Dave-II model. The horizontal axis shows the different
speeds of the vehicle during the experiment. The data is collected by running DeepNNCar with each controller

independently around the track for ten laps. A human supervisor manually noted down the out-of-track
occurrences.

controller actions. In the next section, we evaluate the proposed weighted simplex strategy.

7.7.2.2 Comparing Weighted Simplex Configurations

Fig. 7.11 shows the number of out-of-track occurrences performed by the different controllers at different
speeds. We varied the speed between [0.25 - 0.65] m/s and ran all the controller configurations separately for
ten laps around track 1. From Fig. 7.11, it is evident that, at low speeds (< 0.35) m/s, both variants of the
weighted simplex strategy have lower out-of-track occurrences compared to the independent controllers. At
higher speeds (0.65 m/s), the dynamic-weighted simplex strategy outperforms all other controllers, reducing

the number of out-of-track occurrences to three.
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Figure 7.11: The out-of-track occurrences by different controllers for different speeds. From the figure, CV:
OpenCV controller, LEC: modified Dave-II model, FW: fixed-weighted simplex strategy, and DW: dynamic-
weighted simplex strategy.

Fig. 7.12 shows the maximum speed (represented as anomalies in the figure) and the average speed
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performance of the different controllers. To collect data, we independently ran the vehicle with all the
controller configurations for ten laps around track 1. The LEC and OpenCV controllers operate with the
same average speeds of 0.29 - 0.39 m/s. This is because these controllers have a small number of out-of-track
occurrences (see Fig. 7.11) in this speed range. However, the two weighted simplex strategies operate in a
higher speed range because they perform significantly fewer out-of-track occurrences for speeds (< 0.4) m/s.

Notably, the dynamic-weighted simplex strategy works faster with lower out-of-track occurrences than the

other controllers.
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Figure 7.12: Speeds in meters per second of CV: OpenCV controller, LEC: modified Dave-II model, FW:
fixed-weighted simplex strategy, and (d) DW: dynamic-weighted simplex strategy.

Fig. 7.13 illustrates the inference times of the different controllers. It is evident from the figure that the
dual controller operation and the decision computation steps of the weighted simplex strategy increase the
inference times of the vehicle. The dynamic-weighted simplex strategy has an average inference time of 130
milliseconds, and the fixed-weighted simplex strategy has an average of 120 milliseconds. In contrast, both

independent controllers have shorter inference times of about 80 milliseconds.
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Figure 7.13: Inference times in milliseconds of CV: OpenCV controller, LEC: modified Dave-II model,
FW: fixed-weighted simplex strategy, and (d) DW: dynamic-weighted simplex strategy. The variance in the
inference times is because of the computational load and excessive temperature of the vehicle’s onboard
computing unit.

To illustrate how the ensemble weights are varied by our approach, we divided track 1 into three segments:

Straight, Near Curved, and In Curved. Then as the vehicle ran using the two weighted simplex strategies, we
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Near In
Curved Curved
Segment Segment

Weighted Straight
Simplex Strategy | Segment

Dynamic Weights
(WL, WC)
Fixed Weights
(WL, WC)

0.95,0.05 | 0.85,0.15 | 0.80,0.20

0.80,0.20 | 0.80,0.20 | 0.80,0.20

Table 7.6: Comparing the ensemble weights. For the dynamic-weighted simplex strategy the weights were
dynamically updated by the Q-learning algorithm. For the fixed-weighted simplex strategy we have a fixed
weight for all the track segments, these weights were manually tuned by a human supervisor.

recorded the ensemble weights. We later classified the weights into three segments. From Table 7.6 we see
the weights used in the fixed-weighted strategy remain constant across the three-track segments. However, in
the dynamic-weighted strategy, the weights change dynamically and are different for the three different track
segments. The dynamic weights in each segment are not always the same as shown in Table 7.6, but they vary
=+ 0.05. To simplify the table, we have listed a single value that occurred most often.

To summarize, Fig. 7.11 shows the introduced dynamic-weighted simplex strategy can operate at higher
speeds with lower out-of-track occurrences. However, this comes with a penalty of increased inference times
(see Fig. 7.13). From these results, it can be inferred that dynamic blending of the ensemble weights helps

reduce soft constraint violations while achieving higher performance.
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Figure 7.14: The result of the DNN temperature predictions vs. the actual temperature values. The DNN
forecasts the temperature of the computing unit based on the current state (temperature, CPU utilization). We
see the DNN predictions closely match the actual values. The graph shows a subset of iterations (total 10000
iterations).

7.7.2.3 Evaluating the impact of task offloading

Fig. 7.14 shows the the actual and the forecasted temperatures of the computing unit. We can observe that
the forecasted temperature closely matches the actual temperature of the computing unit. The forecasting

model had a Mean Absolute Percentage Error of 0.16% across 1000 predictions.
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To evaluate the performance of the task offloader, we continuously offloaded the task to one of the available
fog devices (laptop or desktop). We then noted the temperature variations when the tasks stay onboard and
when they get offloaded. The fluctuating blue lines in Fig. 7.15 show the temperature variations when the task
was moved on and off the vehicle. The red lines indicate if the tasks were executed on or off the vehicle. As

observed, the temperature drops below the threshold (70°C) when the tasks get offloaded.
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Figure 7.15: The effect of offloading the tasks in response to elevated temperature per iteration of the inference
pipeline. The trigger to offload the task is 70°C. The blue line shows the temperature in Celsius. The red
line shows when the tasks were offloaded to the fog (on=on fog, off=off fog). The graph shows a subset of
iterations (total 10000 iterations).

Fig. 7.16 shows that the DeepNNCar can operate at higher speeds (~ 0.42 m/s) when all tasks are performed
onboard. As tasks are offloaded to fog devices, the operating speed slightly decreases to 0.34 m/s. This is
because of the continuous speed adjustment to compensate for the increased inference times (due to increased

latency overhead).
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Figure 7.16: Speed readjustment during offload (m/s). ON: dynamic-weighted simplex strategy with all
tasks executed onboard, and OFF: dynamic-weighted simplex strategy with RL task offloaded (Q-table was
offloaded).

Fig. 7.15 shows task offloading performed to maintain the RPi3’s temperature below the threshold (70°C).
During offloading, the inference times increase because of the network overhead in sending the computations

to the fog devices. The inference time comparison of the vehicle when tasks get offloaded vs. not offloaded is
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shown in Fig. 7.17. The dynamic-weighted simplex strategy with all tasks performed onboard has a lower
inference time (~ 130 milliseconds) compared to the inference time (~ 140 milliseconds) with RL tasks

offloaded (Q-table was offloaded).
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Figure 7.17: Inference times on task offload. ON: dynamic-weighted simplex strategy with all tasks executed
onboard, and OFF: dynamic-weighted simplex strategy with RL task offloaded (Q-table was offloaded). The
inference times increase with the increase in the RPi3’s temperature.

The higher number of anomalies in this graph is because inference times vary based on the computational
load and the onboard temperature of the RPi3. As the RPi3 overheats and gets overloaded, the chance
of different inference times is higher. In addition, while offloading, the wireless exchange of messages is
performed over Vanderbilt University WiFi. The network traffic variations in the WiFi add to the latency
overhead.

To summarize, it is evident from Fig. 7.15 that the resource manager tries to keep a tight check on the
RPi3 temperature by offloading specific non-critical tasks onto available fog devices. However, to balance the
increase in inference times during offloading (see Fig. 7.17), the resource manager must penalize or adjust
the vehicle’s speed. The average speed during offload is 0.34 m/s, compared to 0.42 m/s without the offload.
Since the primary concern of this paper is to reduce the soft constraint violations, the slight penalization in the
performance (speed) is acceptable. For small-scale CPSs with limited computational capacity, we recommend

using a resource manager and an optimal dynamic-weighted blending strategy, as discussed in this work.

7.8 Related Work

This section provides an overview of the existing literature on the dimensions of decision logic for simplex
architecture, middleware framework for small-scale CPS platforms, and autonomous robot testbeds. A

complete survey of papers in these areas is beyond the scope of this paper.
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7.8.1 Decision Logic for Simplex Architectures

Linear matrix inequality (LMI) [63] and reachability analysis [98] have been the two popularly used
verification-based decision logic. In LMI, the system’s operational constraints and approximated linear
dynamics are set as a convex optimization problem, which produces a positive-definite matrix. The matrix is
constructed to represent an ellipsoid in the state space. The controller’s switching depends on the primary
controller’s capability of maintaining the system within the ellipsoid. Reachability analysis involves computing
a set of reachable states that the system can reach over a finite time horizon. The switching happens if the
primary controller’s actions lead the system towards an unsafe reachable state. Johnson, Taylor T ef al. [110]
present a real-time reachability algorithm that uses the offline LMI results with online reachability analysis.
A zero-level set of barrier certificates [103] that separates the unsafe region from all the possible system
trajectories starting from a set of initial conditions is presented as a decision logic for hybrid systems [366].
A zero-level set of barrier certificates [103] that separates the unsafe region from all the possible system
trajectories starting from a set of initial conditions is used as the decision logic for two-hybrid system
applications, including a water tank and a vehicle controller [366].

Instead of using a verification-based decision logic, Phan, Dung et al. [367] use a compositional proof
technique called Assume-Guarantee (A-G) contracts for making the simplex decisions for a quick bot ground
rover. The performant controller drives the system until this setup validates the agreement. The control is
transferred to the baseline controller on the non-validity of the contract. Rule-based decision logic is designed
for an unmanned aerial vehicle case study [100]. Here, the set of conditions under which the advanced
controller has previously failed are listed, and this information is used for controller arbitration at runtime. All
these approaches have only considered faults in the software components of CPSs. To assess both software
and physical faults of CPSs, Wang et al. [368] propose an extended version of simplex called the .} -Simplex.
To cover physical faults, an .Z] adaptive controller is used as the advanced controller [369] because of its
predictable system behavior in faulty situations. This controller is also used to compute the stability envelope
used by the decision logic for controller selection.

Recently, simplex architecture has been integrated into the inference pipelines of autonomous CPS. Neural
Simplex Architecture (NSA) [109] modifies the conventional simplex design in two ways. (1) an adaptation
module is augmented to the decision manager for retraining the controller online with the previously performed
unsafe action, and (2) a reverse switching logic is used to switch back from the baseline controller to the
advanced controller, a feature not allowed in the conventional architecture. This approach is demonstrated for
a system with an RL controller. Adaptive Simplex Architecture (ASA) [370] uses a LEC as the performant

controller. It uses a simple acceptance test as the decision logic. If the system with the LEC component fails
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the acceptance test, the safety controller controls the system.

7.8.2 Middleware Framework for Small Scale Robots

There are several middleware frameworks designed for managing the functionalities of small-scale robots.
Seiger, Ronny, et al. [371] have developed a Robot Operating System (ROS) [326] based high-level pro-
gramming framework to control the functionalities of a domestic robot. ROS commands are used through
the framework to control the robot in manual, semi-autonomous, and fully-autonomous modes. The authors
in [372] have introduced a middleware platform for distributed applications involving robots, sensors, and the
cloud. The framework uses AIOLOS [373], a distributed software framework that allows the developer to
design software on multiple components (sensors, robots) without having them develop the inter-component
communication. The F1/10 platform [81] is a small-scale remote-controlled race car that uses a ROS-based
communication framework to control the steer and speed control actions. In [374], the authors have discussed
an architecture for intelligent manufacturing units on shop floors. The key focus of the middleware layer is
to relay the data collected from the robotic sensors to the server for analysis. [375] discusses a multi-agent
cloud-based framework for managing collaborative robots. The sensor data collected by a swarm of robots is

sent to a cloud-based server, which computes the actions that need to be taken by the robots.

7.8.3 Autonomous Robot Testbeds

MIT’s RaceCar [358] and University of Pennsylvania’s F1/10 [81] are the two popular autonomous
racing platforms built on Traxxas 1/10 scale remote-controlled car with an NVIDIA’s Jetson TX1 on-board
computational unit. These vehicles use cameras, inertial measurement units (IMUs), and expensive lidar
($1,775) systems for performing simultaneous localization and mapping. In contrast, our target platform
(DeepNNCar) performs e2e learning using data from a limited array of sensors (camera, optocoupler, and lidar
($100)). DeepPicar [376] is another remote-controlled car platform that uses a smaller 1/24 scale chassis. Like
DeepNNCar, this platform uses an RPi3 as the computational unit and performs e2e learning-based autonomous
driving using NVIDIA’s DAVE-II model. This platform is relatively inexpensive ($70) but has a considerably
smaller chassis and uses discrete steering actuation, unlike DeepNNCar, which performs continuous steering.
Donkey car [377] is an open-source autonomous car platform for small-scale remote-controlled cars. These
cars are built on a 1/16 or 1/10 scale chassis and use RPi3 as the computational unit and a wide-angle camera

as the primary sensor. This car performs discrete control actions compared to our platform.

135



7.9 Conclusions and Future Work

This chapter discusses the two key challenges of using the conventional simplex architecture for CPSs.
They are: (1) designing an effective decision logic that is less conservative and (2) instantaneous transition
between the simplex controllers that affect the system’s stability. To address these challenges, we presented
the dynamic-weighted simplex strategy that computes dynamic simplex weights according to the segments of
the track. We also introduced a middleware framework that integrates the proposed dynamic-weighted strategy
and provides a resource manager for monitoring the onboard computational unit. Finally, we introduced the
DeepNNCar platform to deploy and test the proposed simplex strategy. We performed several experiments
with the target platforms to evaluate the performance of the dynamic-weighted simplex strategy in reducing
the soft constraint violations (out-of-track occurrences) and improving the performance (speed).

Our results show the dynamic-weighted simplex strategy works well at higher speeds (~ 0.4 m/s) with
low out-of-track occurrences compared to the LEC and the OpenCV controller. While this is impressive, we
identify two limitations of our approach: First, the approach is only suitable for systems that can tolerate
soft constraint violations. However, safety-critical systems operating in factories, warehouses, and hospitals
are often safety-critical, requiring hard safety assurance guarantees. Therefore, we cannot directly apply the
proposed simplex strategy for such systems. Second, while the decision logic adaptively selects the ensemble
weights according to the system’s state, it is trained offline and does not include runtime information from
the dynamic assurance components, which is essential for optimally balancing these objectives at runtime.
Therefore, an open question that must be addressed is: how can we design an adaptive mitigation strategy for

safety-critical systems requiring absolute safety guarantees?
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Chapter 8

Mitigating the Risk: Dynamic Simplex Strategy

8.1 Overview

As discussed, the proposed dynamic assurance framework utilizes the simplex architecture to select a
suitable action that mitigates the increased risk introduced by one or more hazards. The weighted simplex
strategy (WSS) presented in the previous chapter (see Chapter 7) aimed at addressing two issues with the
simplex decision logic, they are: (1) reduce conservatism by balancing the performance and safety objectives
of the system. For this, WSS utilized a reinforcement learning (RL) logic with a two-objective reward function
focused on both safety and performance and (2) avoiding instantaneous controller transition when the logic
decides to switch. Rather than controller arbitration, WSS performs a weighted blending of the performant
controller and the safety controller) to achieve a smoother control transition. While the strategy addressed
these issues, the blending nature of the decision logic changes the safety guarantees provided by the simplex
concept, thus making it unsuitable for safety-critical systems.

To address the same issues with the simplex decision logic for safety-critical systems, this chapter presents
the “dynamic simplex strategy” (DSS). This strategy performs controller switching (as a traditional simplex
strategy) instead of controller blending. It has a decision logic that is both online and allows for two-way
switching while avoiding frequent back-and-forth arbitration. The problem is modeled as a sequential decision-
making problem, and it is formulated as a Semi-Markov Decision Process. The forward switch from the
performant controller to the safety controller is performed myopically from a safety perspective, and the reverse
switch is performed by looking into the near future using the Monte Carlo tree search (MCTS) online heuristic.
Compared to the previous RL-based logic (of the WSS approach), the online logic can incorporate the most
updated information about the system’s state and its operating environment. We demonstrate the performance
of the proposed strategy using an autonomous vehicle example in an urban simulated environment.

The work comprising this chapter is complete at the time of this writing and is awaiting submission.

* Shreyas Ramakrishna, Baiting Luo, Christopher Kuhn, Ayan Mukhopadhyay, Gabor Karsai, and
Abhishek Dubey. “Dynamic Simplex Strategy for Autonomous Cyber-Physical Systems” July 2022,

Awaiting Submission.
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8.2 Introduction

Problem Domain: Autonomous Cyber-Physical Systems (CPSs) are an important component of many
applications in the fields of medicine, aviation, and the automotive industry. Such systems are often equipped
with learning enabled components (LECs) that are often trained on data using machine learning (ML) methods
like deep learning and reinforcement learning. A critical challenge for these systems is to make safe and
efficient decisions under unanticipated system faults and dynamically changing operating conditions. While
these components have illustrated autonomous CPSs have illustrated exceptional performance in a variety of
challenging problems such as urban driving [4], recent studies show their predictions to be error-prone under
three operating contexts: (1) when the testing condition is out-of-distribution (OOD) with the data used to
train the LEC [91, 92] (see Chapter 5). (2) when the testing condition is in distribution with the training data,
but it is severely under-represented (also called the class imbalance problem) in the dataset [378]. (3) few
in-distribution conditions are complex to learn, and despite extensive training, the model may not learn correct
predictions. These conditions pose a problem for the safety assurance of the CPS employing the LEC.

State-of-the-art and Limitations: One commonly used approach for providing (some) safety assurance
to CPS is the use of controller-redundant architectures such as the simplex architecture [61] and controller
sandboxing [98]. These architectures augment a safety controller and a decision logic to a CPS with a
high-performing but unverifiable controller (also called the performant controller). The logic is usually trained
with a safety-based utility function. Under unsafe operating conditions or system faults, the decision logic
switches from the performant to the safety controller to maintain safety. Verification-based variants like linear
matrix inequality [63], reachability analysis [98], and safety certificates [103] are also widely used as the
decision logic. They are designed offline and deployed on the system for decision-making at runtime. Recently,
adaptive approaches like behavior trees [379] and reinforcement learning [380, 381] are increasingly being
used as the decision logic in these architectures. Indeed, such techniques have been successfully used in
unmanned aerial vehicles [100], remote-controlled cars [101], and industrial infrastructures [102].

While these approaches have shown promising results, there are two major limitations. First, the decision
logic is generally trained offline. While offline training provides the advantage of invoking the policy almost
instantaneously at the time of making decisions, such policies can often become stale in non-stationary and
dynamic conditions [104, 105, 106]. Second, the decision logic is usually designed to only perform a one-way
switch, i.e., when the system under consideration detects an imminent threat to safety, the logic dictates
a switch from the performant controller to the safety controller. Once the logic switches to the secondary
controller, the control remains with it forever (barring some exceptions that perform the reverse switch based

on system stability [107, 108, 109]). However, once the threat no longer exists, using the safety controller
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could delay or ignore the system’s mission-critical objectives [108].

Performing the reverse switch, i.e., transitioning back to the performant controller from the safety controller
is highly non-trivial for several reasons. First, in real-world CPS, safety is paramount, and a myopic switch
could be detrimental to the overall health of the system and related entities, including humans. As a result, it
is imperative that a careful and non-myopic evaluation is done on the evolution of the system and possible
exogenous factors before switching back. Second, these exogenous factors could evolve in a manner that is non-
stationary and dynamic; such variation makes it necessary that the logic is equipped with an online algorithm
that can incorporate the most updated information at hand. Online decision-making is shown to be beneficial in
tasks such as autonomous driving [382, 104, 383], and real-time resource allocation [384, 106, 105]. However,
online approaches are slow (compared to their offline counterparts), which inhibits their usage in practice.
Finally, although the reverse switch is crucial for improving the system’s performance, frequent back-and-forth
switching among the controllers can be detrimental to stability and performance.

Contributions: In this paper, we present a principled hybrid approach to address the challenges of
balancing safety and performance in CPS. Our approach aims at alleviating the safety problem caused when
the performant controller (LEC) encounters a known operating condition that it has not learned well enough
(complex or under-represented conditions in the training set). Our approach is based on a combination of
data-driven planning under uncertainty and domain rules. Specifically, we present a dynamic simplex strategy
(DSS) that is both online and allows for two-way switching while avoiding frequent back-and-forth arbitration.
We formulate the decision-making problem as a Semi-Markov Decision Process. At a given state of the
process, the decision for forward switching to the safety controller is performed by a selector based on
the controllers’ historical performances. The decision for reverse switching to the performant controller is
performed using data-driven generative models to find a promising action by using Monte Carlo tree search,
an online approximate search algorithm. The decision to switch is performed on the occurrence of a decision
event, which is detected using runtime monitors that collectively indicate the system’s risk of a consequence
stemming from the system’s faults and uncertainties in the operating environment. We evaluate the proposed
approach in an autonomous vehicle (AV) study in a simulated urban environment and demonstrate that DSS
leads to fewer infractions and higher performance than state-of-the-art alternatives.

Outline: The rest of this paper is organized as follows. In Section 8.3 we discuss the problem formulation.
In Section 8.4, we present the proposed approach. In Section 8.5, we evaluate our approach using an AV
example in the CARLA simulator [111]. In Section 8.6, we conclude this work. The source code of this work

will be published alongside this paper under https://github.com/scope-lab-vu/AV- Adaptive-Mitigation.

139


https://github.com/scope-lab-vu/AV-Adaptive-Mitigation

8.3 Problem Formulation
8.3.1 Problem Setup

Consider an autonomous CPS, e.g., an autonomous vehicle, with both performance and safety objectives.
A decision-maker, i.e., the system designer, must choose operational parameters (e.g., speed and throttle).
Instead of directly optimizing the parameters, such systems are typically equipped with controller(s) that
determine operational parameters. The decision-maker must therefore select a controller, which in turn,
selects the parameters. Typically, a performant C? controller is used to ensure that the autonomous CPS
focuses on its performance objectives (e.g., speed). Performant controllers are mostly designed using ML
approaches and trained on data denoting operating conditions. Such data typically involves information from
sensors like cameras, radar, and lidar to compute high-level trajectories or low-level control actions for the
system. Formally, we denote a data point representing an operating condition as a scene, which are short-time
trajectories of the system in the operating environment. For example, a scene could be a collection of scalar
values denoting precipitation over a few seconds. Each scene is associated with a scene_label that includes
different structural features f* (e.g., type of road, road curvature, and the presence of road signs) and temporal
features f’ (weather conditions and traffic density) characterizing the operating conditions. Typically, the
performant controller is trained on sensor data from a large number of scenes.

In trying to achieve the system’s performance objectives, the performant controller may neglect the safety
objectives. As a result, the system is also equipped with several runtime monitors, a backup safety controller
C’, and a decision logic for safety assurance. These monitors raise alarms based on identifying different
operational hazards (e.g., pedestrians in the system’s travel path) and system hazards (e.g., sensor failure) that
may increase the system’s risk. When a hazard is detected, the decision logic switches the system’s control
from the performant controller to the safety controller. In this setting, our goal is to design an approach that

balances the safety and performance objectives of the system.

8.3.2 Problem Formulation

We begin with an assumption on the problem structure and the available information for decision making.
We assume we are given a route map of the system’s travel (srout) broken up into a finite collection of scenes.
Next, though the state space of the decision-making problem evolves in continuous time, for convenience
we view it as a finite set of decision-making states that evolve in discrete times. To explain this, consider a
system traveling on a given route. During its journey in the scene, the system changes the state of the world

but presents no requirement for decision-making unless a decision event occurs. We have three events that
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present scope for decision-making: (a) when the system enters a new scene, (b) when the weather changes, or
(c) when a component of the system fails.

Next, a key component of our decision-making problem is that the system physically travels across scenes,
which makes the temporal transitions between states non-memoryless. This further makes the underlying
stochastic process governing the system’s evolution to be semi-Markovian [106]. Therefore, we model the
sequential decision-making problem of selecting an optimal controller as a Semi-Markov Decision Process
(SMDP), which can be represented as a tuple (S,A,T,R, T), where S is a finite state space, A is a set of actions
that can be performed from a state, 7T is the state-action transition model, R is a reward function that decides
the instantaneous reward for taking an action in a state, and 7 is the temporal distribution over state transitions.

State We denote the finite set of states by .. We use s; € .7 to denote the state of the system at time ¢,
which includes information about the scene, the controller driving the system, current component faults, and a
counter to keep track of the number of controller switches so far. Formally, we represent the state s; by the
tuple (f*, f¥,C%, F;,cnt;), where f* and f}" are the structural and temporal scene features, C¢ is the controller
driving the system, F; = {cl{ ‘, cee 7cn,f } is the failure state of the n components (e.g., sensor) on the system,
and cnt, is a counter that keeps track of the number of switches that have been performed up to the time, all of
them are observed at time ¢.

Actions We denote the set of all actions by .. The action space of our SMDP is restricted to selecting
one controller. In this paper, we restrict our attention to two controllers—a safety controller and a performant
controller. In principle, our problem formulation (and the solution approach) can accommodate an arbitrary
number of controllers as part of the action space. Our problem is thus simplified to decide whether to switch
controllers, i.e., if the performant controller is operating at time ¢, the decision logic needs to decide if a switch
to the safety controller is required at time z.

Transitions: The evolution of our system model is governed by several stochastic processes. First, as our
system travels through several scenes, the travel is governed by a model of travel times. Second, the transitions
of weather conditions are governed by a generative model, which provides a distribution to sample new
weather conditions. Third, sensor failure may happen at any time and space governed by a certain distribution.
We assume a sensor failure is a rare event following a non-memoryless distribution as an old sensor would
be more likely to have a failure than a new sensor. Such an event is commonly approximated by a Weibull
distribution with a shape parameter o and a scale parameter 3. We refrain from defining the exact form of
the temporal transitions and the state transition probabilities, as we capture the state transitions by a set of
generative models. Finally, when a switch comes as the result of planning, the state variable that keeps track of
the number of switches (cnt;) is incremented by 1.

Reward Function: Reward in SMDP consists of a lump sum immediate reward and/or a continuous-time

141



reward as the system evolves [106]. Since we are interested in both performance and safety objectives, the
reward for an action a € </ includes a performance score perf and a safety score safe. We use the controller’s
average speed as the performance indicator and the controller’s likelihood of collision as the safety indicator
to model an immediate reward R. During forward switching, the instantaneous reward is calculated as the
weighted sum of the two terms:

R=wy-perf—wy-safe (8.1)

While these measures are sufficient for forward switching, we need an additional measure to prevent frequent
back-and-forth switching among the controllers during reverse switching. Essentially, switching to the safety
mode can be done myopically to avoid an imminent hazard. However, switching from the safety to the
performant mode must be non-myopic. Therefore, we include a third term called cost of switching cos to track
the number of previously performed switches leading up to the current state. We use the cost of switching
counter cnt in computing the reward. We assign cos = 0, if the ¢nt variable is 0 or 1; otherwise cos = cnt /ms,
in which ms is the maximum number of preferred switches. During reverse switching, the reward is calculated

as the weighted sum of the three terms:

R=wy-perf—wy-safe—ws-cos (8.2)

8.4 Dynamic Simplex Strategy

We show an overview of our dynamic simplex strategy in Fig. 8.1. To perform the switching decision, the
strategy has the following components. (1) the switcher we model as an SMDP decides “if” and “when” the
switching must be performed. For deciding if a switch is required, at the occurrence of a decision event (refer
to the problem formulation), the switcher queries one of the following decision-makers: (a) the selector for a
forward switch in case the performant controller is driving the system, or (b) the planner for a reverse switch in
case the safety controller is driving the system. In implementing these components, we assume the availability
of a map that can provide the route the system will travel and its current location on the route. We also assume
access to a lookup table (LUT) with historical performance (speed) and safety (collisions) information of the
performant and the safety controllers.

Fig. 8.2 shows a transition diagram with the decision events occurring at different times (highlighted in red).
On the occurrence of a decision event, the switcher works as follows. It first checks for the controller driving
the system. If the performant controller is operating the system, the switcher activates the selector, which takes
t; seconds to decide if the switch is required or not. For this, it searches a LUT containing the controller’s

historical performances and then computes the reward for each controller using Eq. (8.1). No switching is
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Figure 8.1: Overview of the proposed dynamic simplex strategy. The blocks in blue are designed through the
solution approach. The green blocks represent generic controllers that can operate an autonomous CPS.

performed if the performant controller has a higher reward. Otherwise, a forward switch is performed. Next,

if the safety controller is operating, the switcher activates the planner, which takes f, seconds to decide if a

reverse switch is required. For this, it uses a generative model to simulate different weather conditions for the n

scenes in the future using MCTS. It performs a tree search that returns if a switch to the performant controller

is worthy of being executed. If the decision maker’s decision is to switch the controller, then a switching

routine is activated, which will take ¢, seconds to perform the controller transition. However, if a new decision

event occurs while either decision-maker is processing, the decision process will be terminated and initiated

with the new state. We describe each decision-making component in greater detail in the rest of this section.
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Figure 8.2: State transitions caused by different decision events at different times. Once an event occurs, the
decision-maker takes a short time to decide whether a switching must be performed. In the case of a forward
switch, the selector takes #; seconds to decide, and in the case of a reverse switch, the planner takes t,, seconds
to make the decision. Then, a switching routine will take 7. seconds to make the controller transition.
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Algorithm 7 Controller Switching

Parameter: switching speed T
Input: current state s;, current location sloc, current speed v
Output: control_action
1: if C? == CP then
2 a; +— Selector(s;) > run selector
3 control _action <— routine(v,Ty,a;)
4: else if C¢ == C° then
5: a; <— Planner(s;) > run planner
6 control _action <— routine(v,T,a;)
7. end if
8: return control_action

8.4.1 Switcher

As discussed, the switcher is activated when a decision event occurs. Depending on the kind of events
affecting the system’s safety, one or more monitors must be designed to detect these events at runtime. While
we do not prescribe specific monitors, we leverage our previous work on runtime monitors [385, 119]; the
implementation details are presented in the evaluation section.

Next, once these onboard monitors detect an event (change in weather, scenes, or component failures), the
switcher selects an action as illustrated in Algorithm 7. If the performant controller is driving the system and
the selector chooses to use the safety controller, the switcher will prepare to switch the system’s control to the
safety controller. However, if the safety controller is operating and the planner chooses to use the performant
controller, the switcher will prepare to switch to the performant controller. If the decision-maker decides not
to switch, the switcher will continue using the current controller.

A switching routine is activated if the decision-maker decides to switch the current driving controller.
Instead of an instantaneous controller transition, the routine will consider the system’s physical state and
domain-specific rules to determine when and how the control transition must be performed. For this, it will
first trigger a slow change in the control action (e.g., reduce speed). The change in the control actions is
performed when: (a) the system’s current speed (v) < switching speed (7;), and (b) the system is operating
within the acceptable areas prescribed by our domain-specific rules. That is, we have a set of rules describing
where the switching can be performed. For example, some acceptable areas for switching include the main
road, overpass, and freeway. Rules for no switching include intersections, lane changes, or roundabouts. The
routine will perform the controller transition when both these conditions are satisfied.

Also, to avoid the excessive burden of computation caused by running both controllers in parallel, the
switcher warms up the controller selected by the decision-maker before bringing it online during this transition

phase. Accordingly, the switcher routine will start operating the selected controller in a shadow mode by
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sending it sensor data for predicting the control actions, which are discarded until the completion of the
transition phase. After the transition phase is completed, the selected controller’s predictions are used for

operating the system.

8.4.2 Selector

When activated, the selector searches a LUT to select an optimal controller for the current state based on
its historical performances. The table includes the scene_label of the given state s, the historical performance
data of the controllers (p(CP|s) and p(C*|s)) in the given state s. To get the performance scores, we run a
search on the table using the k-nearest neighbors (K-NN) [386] algorithm. However, searching the entire table
may get expensive if it contains many entries. To speed up the search, we first cluster the entries into distinct
groups based on the structural scene labels f* of the system’s travel route srout. Then, we select one cluster
based on the system’s current location sloc (assumed to be available from a GPS sensor).

The search within the cluster is shown in Algorithm 8, and it works as follows: We separate the cluster
entries further into two groups. The first group has entries where a sensor failure occurred, and the second
group has entries where no failures occurred. Then, we apply the K-NN algorithm to one of these groups based
on the occurrence of a failure or not (information available from the onboard monitors). The goal of the search
is to find the k nearest entries in the cluster that matches the weather conditions of the current scene_label.
The controller’s performance is averaged across the selected neighbors. These scores are used to compute the

reward (see Eq. (8.1)), which is used to decide if a forward switch is required or not.

8.4.3 Planner

When activated, the planner takes the current state as the input and returns if a reverse switch is required
by looking into the near future. For this, it simulates the possible future operating conditions and system
component failures using the MCTS online algorithm. Since the operating conditions and the component
failures vary dynamically, using an online algorithm is a natural choice.

MCTS is a heuristic search algorithm for finding optimal decisions in a decision space by building a
search tree [387]. The tree nodes represent the states, and the edges represent the actions that mark the state
transitions. The search begins with a root node, and a child node is recursively selected until a leaf node is
reached. Unless this leaf node denotes the end of the planning horizon, an action is taken in this state node, and
the tree is expanded by adding corresponding child nodes. To estimate the value of an action from a node, the
algorithm simulates a “rollout” from the child node to the end of the planning horizon with a computationally

cheap default policy. Using the algorithm requires three components: (1) a generative model to simulate the
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Algorithm 8 Controller Selection

Parameter: neighborhood size k

Input: LUT data Xj, ., travel route srout, current state s;, current location sloc
Output: p(C”ls;), p(C’|s;)

1: Xy <— generate_clusters(Xipus,7) > generate data clusters
2 Xepuster $— Xgup|[sloc] > match the cluster
3: for x in X 50 do > search within cluster entries
4; if ¢; in x then

S: KXol <— X

6: end if

7: end for

8: if S,'[ft] in X;,.; then

9: return p(C?|s;), p(C®|s;)
10: else
11: Neighbors (N) +— KNN(s;[f"], Xser,k)
122 Tl+— [, T2+
13: for n € N do
14: p(CP),p(C*) +— get_score(Xe[n]) > get beliefs
15: T1.append(p(C?), T2.append(p(C*)
16: end for
17: p(CP|s;) «— sum(T1)/len(T1) > average belief
18: p(C*s;) — sum(T2)/len(T2)
19: end if

20: return p(CP|s;), p(C’ls;)

future states, (2) a tree policy to navigate the tree search, and (3) a default policy to estimate the value of an
action. We describe these components below.

Generative Models: As discussed, we use a set of generative models to perform the state transition. The
weather model provides a method for sampling new weather conditions as the tree is built. The sensor failure
model provides a method for sampling different sensor failures. We learn the weather model based on the
historical data gathered from many previous simulations. We primarily learn the rate at which the different
weather parameters vary. Similarly, we use the sensor failure rate and severity to build the sensor failure model.
For example, a digital camera’s failure rate is roughly 0.1% over 2 years of operation. While some of these
failures (e.g., bright images) get rectified over time, other failures (e.g., broken lens) persist until replacement.

Tree Policy: We employ the tree policy for searching the tree and deciding which nodes must be visited.
The action selection in the policy is driven by the standard Upper Confidence bound for Trees (UCT)
algorithm [388], which defines the score of a node as

InN(s)
N(s,a)

UCB(s,a) = Q(s,a) + cue (8.3)

Where, Q(s,a) is an estimated value for the the state-action pair, N(s,a) denotes how often the action a has

been taken in the state s, N(s) is the number of times s has been visited, and ¢, is used to tune the trade-off
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Algorithm 9 Monte Carlo Tree Search (MCTS)

Parameter: Number of tree simulations M,,, tree search depth M, parameter controlling tree exploration ¢,
Input: Current state s;, Generative models G

Output: Policy ©

1: function MCTS(s;)

2: initialize s; as the root node

3 form=1,--- M, do

4: Tree_Search(s;)

5: end for

6 w(als;) +— NA(,E’Y ‘;) > switching policy
7 return 7w h

8: end function

9:
10: function TREE_SEARCH(s) > recursive tree search
11: if 5 is terminal then

12: r<— R(s,a)

13: return r

14: else if s not visited then

15: r <— rollout(s) > rollout
16: return r
17: end if

18: a <— argmax,., UCB(s,a,cyer)

19: s* ~ G(s,a) > simulate new state
20: q <— R(s,a) + yTree_Search(s*) > perform tree search

21: N(s,a) <— N(s,a) + 1

22: O(s,a) «— QO(s,a) + q;,(QS(Z)a)
23: N(s) «— N(s) + 1

24: return g

25: end function

between exploration and exploitation. A higher value for c,; puts less emphasis on the current value estimation
O(s,a) and forces the tree towards actions taken less frequently. The first term Q(s, a) is the exploration term
that biases the search toward the nodes which appear promising. The second term is the exploitation term
which encourages the attempts at the under-represented action for the current state.

Default Policy: We employ a default policy to estimate the value of action during rollout. Our default
policy is random. We randomly select an action that should be taken when the safety controller is operating
the system. If the chosen action is “to switch” to the performant controller, we will sample the future state
only from a set of states with the driving controller as the performant controller. The idea behind biasing the
sampling process is that we want to see how the expected rewards will be if the system continues using the
performant controller in the future.

Tree Search: The tree search algorithm is shown in Algorithm 9. Given that we are simulating the future
operating conditions, running the tree search once does not adequately represent the future conditions. To

handle this, we run the tree search for multiple iterations, which gives us more comprehensive coverage of

147



the possible conditions. The search begins each iteration by initializing the current state s as the tree’s root
node. If the current state is the tree’s terminal state (Ieaf node), then the reward for this state is calculated, and
the search for this iteration is terminated. We use the K-NN algorithm, discussed in Algorithm 8 to get the
performance and safety scores and combine it with the switch counts to compute the reward using Eq. (8.2).
If the current state was not visited during the earlier search, a rollout is performed from the current state
node by randomly selecting actions until a leaf node is reached. The simulation outcome is then propagated
back to the root node while averaging the rewards (see Eq. (8.2)). However, if the state was visited earlier,
an action that maximizes the Upper Confidence bound is selected. Then, based on this action, the generative
models simulate a new state, which then becomes the root node of a new tree search. Finally, a backward pass

is performed to update the Q-value and the visit count of all the previous nodes visited during the iteration.

8.5 Evaluation

We evaluate the proposed strategy on an AV example in CARLA simulation [111]. We created 10 closed-
loop tracks in towns 3 and 5 of the simulator. Ten waypoints define the geometry of the tracks. We divide
each track into five scenes containing two waypoints each. In total, we have 50 scenes from these tracks. We
assigned each scene with semantic labels that include the road types, road curvature, presence of traffic signs,
and traffic density. We also changed the weather conditions by varying the cloudiness, precipitation, and
precipitation deposit parameters in the range [0,100] and the time of day parameter in the range [0,90]. We

leverage the ANTI-CARLA framework presented in Chapter 9 to automatically generate the required data.

8.5.1 Setup

AV setup: The system block diagram of the AV is shown in Fig. 8.3. It is primarily driven by a high-
performant ML controller called Learning By Cheating (LBC) [5], which uses a DNN for navigation. The
controller uses six sensors, including three forward-looking cameras, an inertial measurement unit (IMU), a
global positioning system (GPS), and a speedometer. The controller uses these sensors to compute the control
actions as follows. First, it uses a navigation planner that takes the waypoint information from the simulator
and divides it into smaller position targets. Next, it uses the GPS and IMU sensors to get the vehicle’s current
position. It feeds this along with the position targets into a velocity planner that computes the desired speed.
The desired speed and camera images are fed into a DNN, which predicts the trajectory angle and the target
speed. These predictions and the current speed are sent to PID controllers to compute the throttle, brake, and
steer control signals.

Next, we also have an autopilot controller (AP), which is slow but performs very few collisions. The
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Figure 8.3: AV system model designed for the CARLA autonomous challenge setup. The AV is primarily
driven by the LBC controller [5]. We have augmented a safety controller and a decision logic.

controller uses the GPS, the speedometer, and the semantic segmentation camera sensor to compute the
control actions as follows. First, it uses the navigation planner to get the waypoints from the simulator and
divides them into smaller position targets using the priority information (e.g., position of traffic signs) from
the simulator. The position targets, current position, and speed (from GPS and IMU sensors) are sent to angle
and speed calculator functions to calculate the angle of trajectory and the desired speed. These values are sent
to different PID controllers to compute the throttle, brake, and steer control signals. Finally, the control actions
from the two controllers are forwarded to a decision manager with the logic discussed in Section 8.4.

Data collection and pre-processing: To train the runtime monitors and curate the controller LUT, we
ran 12500 simulations using each controller in the 50 regions across the CARLA towns, which amounts to 94
hours of driving. We randomly changed the time of day and weather parameters of cloudiness, precipitation,
and precipitation deposits in each simulation run. In addition, we also simulated different camera failures of
image blur and camera occlusion in some of these runs. In each simulation, we store the weather parameters,
the speed, and infractions (collisions, route incompletion, and off-road driving) performed by each controller.
Finally, we binned the weather parameters into 4 groups of low, medium, high, and very high. For example,
we bin the precipitation levels into low rain, medium rain, high rain, and very high rain. Though we cannot
cover all the possible weather conditions, we ensure each bin has sufficient samples.

Baselines: We evaluate the performance of DSS against the following baseline controller configurations:
(1) LBC controller, (2) AP controller, and (3) traditional simplex architecture with an offline decision logic
for forward switching (SA). The forward switching is performed on the controller’s historical performances
and (4) traditional simplex architecture with reverse switching (SAR). Both forward and reverse switching is

performed on the controller’s historical performances.
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8.5.2 Decision Logic and Runtime Monitors

The events triggering the decision-makers are: (a) change in the scenes, (b) change in weather, (c) high
collision likelihood, and (d) a camera failure. To detect these events, we design and train the following
monitors' using the 12500 simulations.

Collision Likelihood Estimator: To predict the collision likelihood, we use the concept of introspec-
tion [385]. The idea of introspection is to record the collision information and then learn patterns from the
recorded observations to predict such collisions in the future. We trained the estimator with state vector
sequences of 3 seconds sampled from 10 seconds of state data (velocity, acceleration, and steering angle) that
led to a collision. We labeled each state sequence leading to a collision as collision and each sequence from the
successful driving as success. The LBC controller had 250 collisions among the 12500 simulations. We used
90% of the recorded data for training and the rest for validation of the model. We used the adam optimizer at
a learning rate of 0.01, with a decay factor of 0.1 every 20 epochs. We trained the estimator for 100 epochs
and selected the model with the lowest validation error. In a receiver operating characteristic analysis on the
validation set, the model achieved an area under the curve of 0.89, in line with results for real-life driving
data [385]. The softmax score associated with the class collision is used as a collision likelihood.

Novelty detector: Novel scenarios are inherently less likely to be handled correctly by the performant
controller. We use a semantic segmentation network to generate segmentation images from RGB camera
images and use the generated images to detect semantic novelties [389]. For novel scenes, the segmentation
network will generate spurious or uncertain predictions. We use the average softmax score of the predicted
semantic image as the novelty score. To implement the detector, we train the DeepLabV3+ architecture [390]
with a large-scale set of videos with pixel-wise semantic annotations recorded in CARLA. Our model achieved
an average precision of 84.6% on the validation set. Fig. 8.4 illustrates the detector’s performance on a regular
image (image belonging to the training set), a noisy image, and an image with novel objects (helicopters). For
both the noisy set and the set with semantic novelties, the average softmax score is significantly low at 0.8
compared to 0.95 for regular images.

Camera fault detectors: As occlusion and blur images are two common camera-related faults [391],
we design detectors to detect their occurrence (modeled by a Weibull distribution). The blur detector uses
the variance of the Laplacian operator across an image [324] to detect if the image is blurred. The operator
highlights the image pixels with large changes in intensity. A variance in the operator’s score below the
threshold of 7, = 50 indicates the image is blurred. The detector had an F1 score of 97% on the validation

images. Next, we also design an occlusion detector to detect continuous black image pixels blobs. We mask the

IThe collision likelihood estimator and the novelty detector was entirely done by Christopher Kuhn.
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Figure 8.4: The top row shows the RGB camera images, and the bottom row shows the corresponding semantic
segmentation images.

image to find connected black pixels in the image and then color these pixels into white. Then, we calculate the
percentage of white pixels in the image. If the white pixels are larger than 7, = 10%, the image is considered
occluded; otherwise, it is not. The detector had an F1 score of 98% on the validation images. We empirically
selected the thresholds based on the amount of blur and occlusion levels the LBC controller can tolerate.
Decision logic parameters: We report the experimental hyperparameters. These values were empirically
tuned using data from 50 simulation runs. First, the decision epoch for the logic was set as 1 second. We
ran the logic once every 20 inference cycle, given the simulations were set up to run at 20 frames per second.
Second, for the switcher, we set the switching speed 7, as 2.5 m/s. Third, for the K-NN algorithm used in
the selector and the planner, the number of neighbors k was varied between {3, 5}, and the neighborhood
radius was set to 1.0. We found k = 5 to be the best parameter for our experiments. For the MCTS?, the tree
depth M; was to 5 (i.e., look at 5 scenes in the future), the number of MCTS iterations M,, was varied between
{40,60,100}, the exploration parameter ¢, was set to 4, and the discount factor y was set to 0.9. We found
M,, = 50 to be the most feasible parameter for our experiments. Finally, for the reward calculations, we chose

the weights wl = 0.6, w2 = 0.2, and w3 = 0.2 based on manual tuning.

8.5.3 Results

We evaluated our approach across four tracks, two each from towns 3 and 5. We spatially divided each
track into 5 scenes. Fig. 8.5 illustrates a snapshot of these tracks with different weather conditions. Track
1 runs around the downtown with high traffic density and has several traffic signs in most scenes. Track 2
runs around the suburb with an overpass and has low traffic densities for the different scenes. Track 3 runs
around a long freeway with low traffic density and no traffic lights for all the scenes. Track 4 runs through a

tunnel and then enters a city road with traffic lights and medium traffic density. We run each baseline 10 times

2The MCTS was entirely implemented by Baiting Luo.
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Track 1 - Downtown Track 2 - Suburb Track 3 - Freeway Track 4 - Tunnel

Figure 8.5: Screenshots of the tracks as captured by the forward-facing camera attached to the AV. Track 1
runs across the downtown, track 2 runs across the suburb, track 3 runs across a freeway, and track 4 runs across
a tunnel. The occlusion in the track 4 image is because of a camera failure.

Switching Location & Actions

main road, freeway, overpass,
Accepted ' . v, Overp
traffic signal

intersection, roundabout

Prohibited pedestrian crossing the road

turning

Table 8.1: Domain rules rules used by the switching routine for controller transition.

around each track for these experiments. In each run, we assume the weather condition and the traffic density
to remain the same across one scene because of its short duration. Therefore, we start the initial scene with
a random weather condition and then incrementally vary the weather parameters for each subsequent scene.
Further, Table 8.1 summarizes the domain-specific rules applied by the switching routine (see Section 8.4) in
performing the controller transition.

AV operation with no sensor failure: We ran each baseline configuration across tracks 1, 2, and 3 without
any sensor failure. As our objective is to maximize the system’s performance while maintaining safety, we
chose travel time to measure performance and the number of infractions the vehicle performs to measure safety.
We define travel time as the time the vehicle takes to complete driving around a given track. The travel times
of the different controller configurations around the three tracks are provided in Fig. 8.6. We observe among
the controllers, the LBC controller has lower travel times. It has a median travel time of 118 and 277.83
seconds for tracks 2 and 3, respectively. However, the controller fails to complete track 1 (8 of the 10 times)
because of off-road driving (a safety-related problem as the controllers’ steering predictions were erroneous).
The AP controller has a longer travel time with a median of 251 seconds and 562 seconds for tracks 1 and
3, respectively. The controller failed to finish track 2 (7 of the 10 times) because of a route timeout caused
due to its slow speed (not a safety-related problem). We observe no such route completion problems with the
simplex configurations. This is because they switch to the alternate controller in conditions where the primary
controller fails. We also observe the DSS configuration to have shorter travel times than the other simplex
configurations. It has median travel times of 195, 117, and 326 seconds. This reduction in time indicates that

the configuration is more consistent in performing the reverse switch to the performant controller.
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Figure 8.6: Travel times of AV without sensor failure. To compute the travel times, we ran each baseline 10
times around each track with different initial weather conditions. In most of the tracks, the LBC controller had
the shortest travel time, and AP had the longest. Among the simplex configurations, DSS had shorter travel
times. In track 1, the LBC controller did not complete the track 8 times because of off-road driving. In track 2,
the AP controller could not complete the track 7 times because of a route timeout. We have marked the route
in completion with travel times of 0 seconds and annotated the number of failure runs with a label.
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Figure 8.7: Safety score of AV without sensor failure. The safety score is measured as a weighted combination
of infractions, including collisions, route completion, and off-road driving. Each configuration starts with an
ideal score of 1.0 and reduces with the occurrence of infractions.

We compute a safety score combining three metrics as 0.5-RC 4 0.5 -Inf. Where RC is the percentage of
the route completed by the vehicle. Inf are infractions computed as (0.5 Col 4+ 0.5 - OR). Col is the number
of collisions performed by the vehicle. OR is the off-road driving performed by the vehicle. The vehicle starts
with a perfect safety score of 1.0, which is reduced on the occurrence of infractions. The safety scores of the
baseline configurations for the three tracks are shown in Fig. 8.7. Among the controllers, the AP controller has
a higher safety score across all tracks. However, because of its route in-completion on track 2 (refer to the
previous paragraph), it had a median score of 0.74. The simplex configurations overcome this problem. They
all select the performant controller to overcome the route completion problem. We observe that the traditional
simplex configuration SA is the safest among all the simplex configurations. The DSS configuration has a
comparable median safety score of 1.0 except for track 2, where it has a score of 0.79 compared to 0.79 of the
SA configuration. In conclusion, the DSS configuration does not compromise much on safety compared to the
traditional simplex architecture.

AV operation with sensor failure: We simulate a center camera occlusion for the AV operating on track 4
(see Fig. 8.5). We introduced the occlusion at 10 seconds into the simulation, which persisted throughout the
vehicle’s operation. Our first observation is that the occlusion severely affects the LBC controller, causing

it to collide all the 10 times, resulting in a low median safety score of 0.44. The AP controller is unaffected
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Figure 8.8: Travel times of AV with sensor failure. Travel times and safety scores for the AV with camera
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collision on switching to the LBC controller. (Right) Safety Score: The LBC controller has the least safety
score because of the collisions, and the AP had the highest. Among the simplex configurations, SA has an
ideal score of 1.0 across all runs.
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Figure 8.9: Controller transition of the three simplex configurations for one run across track 3. The track has
5 scenes indicated by the separators. The scene transitions happen at different times based on the controller
being used. LBC controller is faster, so configurations using it will have faster scene transitions.

by the occlusion. So, it has a perfect safety score of 1.0 with a median travel time of 190 seconds. We also
observed that the simplex configurations frequently switched to the AP controller to overcome the problem
with the LBC controller. Among these, the DSS has shorter median travel times of 163 seconds, improving on
the other simplex configurations. This reduction is because the occlusion does not affect the LBC controller’s
performance in all the scenes; the planner learns this. However, the other simplex configurations operate with
the AP controller for most of the track.

Controller transitions: Fig. 8.9 shows the controller transition patterns of the simplex configurations
that we observed for 3 of the 10 iterations across track 3. The black indicators mark the scene transition. For
these iterations, the initial weather parameters for the first scene are set and incrementally varied for the other
scenes. As the prior performance (computed from the LUT) of the LBC controller is low in scene 1, all three
configurations switch to the AP controller. The control then remains with AP through the track for the SA

configuration. However, SAR and DSS perform multiple switches among the controllers in scenes 3, 4, and 5.
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We observe that SAR performs a reverse switch in scene 4, leading to a collision a short time after. However,
the MCTS planner in DSS does not perform the reverse switch in scene 4, thus averting the collision.

Times taken by the decision-makers and switching routine: Fig. 8.10 shows the times taken by the
decision logic of the three simplex configurations. To remind, the forward switching of the three configurations
is performed based on prior belief. We use the K-NN algorithm on the 12500 simulation data for this. So, they
all have an average decision time of #; = 0.13 seconds. Also, the SA configuration does not perform reverse
switching. The SAR configuration still uses the prior belief for reverse switching, so it has identical times to
forward switching. The DSS uses the MCTS-based planner for reverse switching, which requires an average
time ¢, = 2.5 seconds. An influencing factor for the decision times is the size of the LUT. Finally, when a
decision was made to switch, the switching routine took an average of 7, = 1.39 seconds during a forward
switch and #, = 0.85 seconds during a reverse switch. The difference in the time is because, during the forward
switch, the speed of the performant controller had to be significantly reduced before the control could be
transferred to the safety controller. However, in the reverse switch case, the safety controller’s speed only

required a little reduction before the transition could be performed.
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Figure 8.10: Execution times of the decision-makers. Time taken by the logic in SA, SAR, and DSS config-
urations for performing forward and reverse switching. The forward switching for the three configurations
is based on the LUT search, which takes ~ 0.15 seconds. The reverse switching times of SA, SAR and DSS
configurations are 0, 0.15, and ~ 2.5 seconds, respectively.

Resource utilization and Inference time: Table 8.2 shows the computational resource utilized by different
controller configurations. As seen, all the configurations mostly have a similar CPU usage. In terms of GPU,
all the configurations other than the AP controller have a similar utilization. The utilization is mostly because
of the ML-based controller and runtime monitors. In comparison, the AP controller has no ML components.
Therefore, it does not utilize the GPU. We also observe that the AP controller takes the largest average
execution time of 0.215 seconds and the LBC controller takes the least with an average of 0.031 seconds. The
increased times in the case of the AP controller are because of the priority information (e.g., traffic signals,
locations of other vehicles) that it must wait to receive from the simulator. The simplex configurations take an

average execution time of less than 0.1 seconds. The increase in time is because these configurations often
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Controller CPU GPU Inference

Configuration | Util | Mem | Util | Mem Time (s)
(%) | (%) | (%) | (%)
LBC 27.7 21.8 5.21 7.98 0.031
AP 284 | 234 0 0 0.215
SA 24.1 199 | 544 8.15 0.075
SAR 22.1 18.8 5.35 8.15 0.088
DSS 323 24.6 5.21 8.14 0.090

Table 8.2: Resource and time requirements of the different controller configurations. We report average values
computed across 10 simulation runs.

switch to the AP controller. In conclusion, our approach only introduces no additional computational overhead

as compared to the other simplex configurations.

8.6 Conclusions and Future Work

We present the dynamic simplex strategy for controller selection in controller redundant CPS. It has a
logic that is both online and performs reverse switching. We model the logic as a sequential-decision problem
and formulate it as an SMDP. The decision for a forward switch is performed by a selector based on the
controller’s past performance in the current state. The decision for a reverse switch is performed by a planner
that simulates the future operating conditions using an online MCTS. Based on the switching decision, the
switcher uses a set of domain-specific rules and the system’s state for performing the switch. Experimental
evaluations in CARLA simulations have shown our approach to improve the system’s performance while not
compromising safety. We plan to move this research in several directions. First, instantiate a chain of MCTS
trees and average the scores across each tree to determine the optimal action. Second, validate the proposed
dynamic simplex strategy for the DeepNNCar hardware testbed [80].

Chapters 4 to 8 have discussed the challenges with the dynamic assurance components (see Fig. 8.1 in
Chapter 1) and presented a solution approach to address the challenges. However, one common challenge
across these components is the need for abundant data. For example, the assurance case discussed in Chapter 4
requires ample data for curating the evidence necessary for the safety arguments. Similarly, computing the
prior probabilities for the risk assessment component (Chapter 6) requires a lot of data from nominal (scene
parameters within the training boundaries) and high-risk scenes (e.g., adverse weather conditions and sensor
faults). In the current practice, data is generated manually by a designer who is aware of the nominal operating
conditions and the failure conditions of the system [392]. However, for complex systems, this arbitrary data
generation approach gets slow, and it requires a lot of manual effort and time to identify the hazards and

the conditions in which the system fails. These problems can be alleviated with automation and by using
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efficient and intelligent samplers to drive the data generation process towards high-risk scenes where the
system is expected to fail. Therefore, an open question that we must address is How can we automatically and

intelligently sample data required for the dynamic assurance components?
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Chapter 9

Automated Adversarial Data Generation for CPS with LECs

9.1 Overview

As discussed in Chapter 1, designing each component of the proposed dynamic safety assurance framework
requires a lot of data. Especially, designing the risk assessment component requires a large amount of labeled
data from the system’s nominal and high-risk operating modes (e.g., adverse operating conditions and sensor
faults). While generating data from nominal operating conditions is straightforward, identifying and generating
data from high-risk situations is difficult. A similar need for generating data from adversarial conditions is
being faced in several CPS domains, especially in the automotive domain. For example, automotive companies
like Tesla, Waymo, and Audi have spent the last decade driving their vehicles under different operating
conditions to collect the data required for training their controllers and safety components. While each of
these companies has driven more than a million miles [393, 394], they still do not have sufficient data from
several operating conditions and events (e.g., snow, accidents) to design these components. Therefore, some
companies like Waymo have recently started focusing on generating synthetic data from simulators [393].
Despite this growing requirement for synthetic data, their generation has mainly been manual, and only a few
frameworks focus on automating the generation process [395, 396, 397, 398].

To address this need for an automated data generation mechanism, this chapter presents the “ANTI-
CARLA”, built on the popular open-source autonomous driving simulator CARLA [111]. The framework
serves the dual purpose of (a) generating synthetic data and (b) testing autonomous driving pipelines. For this,
the framework is equipped with several adversarial samplers in addition to the conventional grid and random
samplers to generate high-risk scenes. It also provides a skeleton for plugging in any autonomous driving
pipeline. The feasibility of the framework is demonstrated for generating high-risk data for several well-known
autonomous driving controllers available through the CARLA autonomous driving challenge [399].

The work comprising this chapter has been accepted for publication in the 25th IEEE International
Conference on Intelligent Transportation Systems [118]. This builds upon [119] which was published in IEEE

International Conference on Assured Autonomy.

* Shreyas Ramakrishna', Baiting Luo', Christopher Kuhn, Gabor Karsai, and Abhishek Dubey. “ANTI-

I These authors have contributed equally. The Scenario Description Language, specification files, and samplers were done by Shreyas
Ramakrishna. The adaptor and code integration into the simulator was done by Baiting Luo.
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CARLA: An Adversarial Testing Framework for Autonomous Vehicles in CARLA” Accepted for
publication in the 2022 IEEE Intelligent Transportation Systems Society Conference Management

System (ITSC).

¢ Shreyas Ramakrishna, Baiting Luo, Yogesh Barve, Gabor Karsai, and Abhishek Dubey. “Risk-Aware
Scene Sampling for Dynamic Assurance of Autonomous Systems.” In IEEE International Conference

on Assured Autonomy (ICAA), IEEE, 2021.

9.2 Introduction

Problem Domain: Design-time safety assurance approaches like the assurance case has been adopted
by several safety standards such as the DO-178B [40], and ISO 26262 [41] and automotive companies [400].
However, recent accidents such as Tesla’s autopilot crashes [23] and the Uber self-driving car accident [24]
demonstrate that the design-time assurance is insufficient. As being pointed out in this work, these systems
require a dynamic approach with proactive safety assessment components like OOD detectors [93, 116], failure
predictors [385, 401] and dynamic assurance monitors [117] is required to enhance the safety assurance of
these systems. In addition, these systems need to be subjected to thorough testing and validation before being
deployed for real-world operations. These activities often require labeled data from different operating modes
of the system that belong to scenes with adverse operating conditions and sensor or actuator faults. These
scenes are referred to as risky scenes [154] or safety-critical scenarios [402]; in this paper, we refer to them as
high-risk scenes 2.

State-of-the-art and Limitations: Often, the data related to high-risk scenes are under-represented in the
training sets [403], leading to a data imbalance problem. If we can generate these under-represented events,
they can be used to design the safety assessment components required for dynamic assurance and retrain
the controller LECs to improve their accuracy [287]. However, collecting real-world data of such high-risk
scenes can be expensive and slow in real-world conditions. Hence, recent research has been increasingly
focusing on using synthetic data from simulators such as AirSim [404], LGSVL [405], Deepdrive [406], and
CARLA [111]. CARLA is particularly focused on autonomous driving and is a widely used option in academia
and industry for this domain [117, 92, 116, 5].

Traditionally, synthetic data generation is restricted to a set of handmade scenarios with the goal of
satisfying safety standards such as ISO 26262 [392]. However, manually creating test cases is tedious
and requires significant human labor. Recently, there has been substantial ongoing work in automating

the generation process. Domain-Specific scenario description languages (DSMLs) such as Scenic [287] and

2We use “scenes” and “test cases” inter-changeably throughout the paper
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MSDL [153] are being developed for describing what a test case should contain. They provide a mechanism for
describing the test conditions, the variable parameters, and their distribution, which is required for generating
the test cases. These parameters are then sampled from their distribution ranges using state-of-the-art sampling
algorithms such as random search, grid search, and Bayesian optimization search for generating data from
high-risk scenes [407, 154, 148, 155].

Only a few frameworks have been proposed that focus on automatically generating data for autonomous
driving [395, 408, 397, 398]. These frameworks are built on custom simulators that are not open-source or
available for use. Also, the conventional samplers used by these frameworks have several limitations. First,
they perform passive sampling, which does not use the feedback of previous results in the sampling process.
Second, the scene variables (e.g., environmental conditions) being sampled typically have sampling constraints
and co-relations that need to be considered. For example, environmental conditions (e.g., precipitation) may
have physical constraints on their values that govern their temporal evolution. Applying these constraints is
necessary for generating meaningful scenes [287]. However, the conventional samplers do not include these
sampling constraints. Third, conventional samplers do not balance the exploration vs. exploitation trade-off.
For example, random and Halton searches prioritize uniform search space coverage, so they only explore. In
contrast, grid search aims to cover a given grid exhaustively, so they only exploit it. However, as discussed
by Jerebic, Jernej et al. [409], balancing these strategies can result in higher coverage diversity which is
commonly measured using clustering properties like the number of clusters and cluster population.

Contributions: To address these issues with data generation, we present ANTI-CARLA, a framework
for automated data generation, adversarial testing, evaluation, and exploration of the performance of AVs
within the open-source CARLA simulator. It provides a skeleton that allows for plugging in and testing any
autonomous driving pipeline. It includes a scenario description language (SDL) for describing the vehicle’s
operating conditions and a simple interface for specifying the conditions. The language is supported by two
adversarial samplers called the random neighborhood search (RNS) and the guided Bayesian optimization
search (GBO), in addition to the conventional random and grid search. These adversarial samplers perform
active sampling by using previous simulation results in the sampling process. They also include sampling
constraints that govern the evolution of scene variables. In addition, they provide explicit hyperparameters
to control the tradeoff between exploration vs. exploitation of the search strategy. Further, to facilitate the
samplers, we use a novel risk-based scoring function that evaluates how risky the scene was for the vehicle. We
use ANTI-CARLA to evaluate the state-of-the-art Learning By Cheating (LBC) controller [5]. Despite LBC
achieving an accuracy of 100% in parts of the CARLA challenge, ANTI-CARLA generates several operating
conditions that fail the controller. We also show our samplers to outperform the conventional random sampler

in generating high-risk test cases.

160



Outline: The rest of this chapter is organized as follows. In Section 9.3, we summarize related research.
We discuss the problem formulation in Section 9.4 and introduce the proposed framework in Section 9.5.
In Section 9.6, we evaluate the framework by generating fail cases for the LBC controller and analyzing
them. Section 9.7 concludes. The source code of this work can be found under https://github.com/scope-lab-

vu/ANTI-CARLA.

9.3 Related Work

In this section, we discuss related work. First, we introduce how different driving scenes can be described
and sampled. Then, we summarize existing frameworks that allow for generating different scenes for a given

driving pipeline. Finally, we summarize state-of-the-art driving pipelines for CARLA.

9.3.1 Test Case Description and Sampling

Tools like Dakota [410] with sampling approaches like incremental sampling, importance sampling,
and adaptive sampling have been long available for uncertainty quantification in engineering design. Such
samplers have recently gained interest in sampling simulation-based scenes in the AV domain. Several domain-
specific SDL like Scenic [287] and MSDL [153] have been designed for specifying scenarios of complex
traffic conditions and operating conditions to identify counterexamples that affect the system’s safety. These
languages use probabilistic samplers that sample scenes across the entire search space formed by combining
scene variables. For example, Grid search is a popular passive sampler, which takes a single risky scene as
the starting condition and generates similar risky scenes around it. However, manual tuning makes the grid
sampler labor-intensive and time-consuming. For accelerating the search process, an alternate approach [407]
uses importance sampling to identify important scene variables and sample scenes using them. Worst-Case
Scenario Evaluation [154] is another approach that uses model-based optimization to identify the weakness of
the system and uses this information to generate worst-case disturbances. VERIFAI [148] software toolkit
has several passive samplers like random search, Halton search [411], and active samplers like cross-entropy
optimization and Bayesian optimization. However, these samplers do not effectively balance the exploration
vs. exploitation trade-off. Viswanadha, Kesav, et al. [155] recently proposed a multi-armed bandit sampler
that balances the two strategies.

Also, recently, there has been growing interest in using generative models for generating risky scenes [412,
413, 414, 402]. In this approach, scenes are randomly sampled from a distribution learned by a generative
model instead of sampling from the entire search space (as performed by the samplers discussed above).

For example, Ding, Wenhao, et al. [402] use an auto regressive model to factorize the scene variables into

161


https://github.com/scope-lab-vu/ANTI-CARLA
https://github.com/scope-lab-vu/ANTI-CARLA

conditional probability distributions, which are then sampled to generate risky traffic scenes. In a prior
work [412], they also used a variational autoencoder to project high-dimensional traffic information into a
lower-dimensional latent space, which is sampled to generate critical traffic scenes. Vardhan et al. [413]
uses a Gaussian Mixture Model to find the corner case scenes in the training set that is not well learned
by the system. Another approach [414] uses generative adversarial imitation learning to perform adaptive
importance-sampling to learn rare events from an underlying data distribution.

We integrate both passive and active samplers into our framework. Due to the modular design of ANTI-

CARLA, other intelligent samplers [410] can be integrated easily.

9.3.2 Testing Frameworks

Simulation-based testing frameworks allow generating test cases for a given system. A framework consists
of two main components: a mechanism for describing test cases, and a mechanism for generating test cases.
Tuncali et al. [415] presented a testing framework built using their MATLAB tool called S-TalLiRo. The
tool provides an optimization engine and a stochastic sampler to automatically sample test cases across the
search space generated from the testing specification. The same authors later presented a simulation-based
adversarial testing framework called Sim-ATAV [396], which performs adversarial testing in the scenario
configuration space of perception-based AVs. Son et al. [397] proposed an advanced driver-assistance system
(ADAS) testing framework based on co-simulation of Siemens Amesim and Prescan software. The testing
is driven by several handmade scenarios derived from safety standards such as ISO26262. The Paracosm
framework [398] allows users to describe complex driving situations as programs. It provides a systematic
approach for exploring the search space and contains a coverage metric to quantify the coverage. For Grand
Theft Auto, a simulation-based harness for AV is available [395]. It includes a testbench that performs
sampling using simulated annealing to sample the next simulation parameters based on the AV’s performance
in the current simulation. While all of these works focused on AV testing, they are implemented either in
proprietary simulators or in limited custom scenarios.

To the best of our knowledge, no framework is readily available for testing AVs in open-source simulation.
Despite CARLA being a widely used simulator across academia and industry, a flexible framework for testing
AV is currently unavailable for CARLA. This motivates the introduction of ANTI-CARLA for adversarial

testing of arbitrary driving pipelines with minimal effort.

162



9.3.3 Autonomous Driving Pipelines

The proposed framework is designed to generate fail cases for a given autonomous driving pipeline. A
range of controllers that perform well in CARLA is available. The Transfuser approach [416] uses transformers
to fuse lidar and camera input. The World-on-Rails pipeline [417] only relies on camera images. It simplifies
the driving task by assuming that the vehicle does not influence the environment, then uses reinforcement
learning to obtain a driving policy. Finally, the LBC approach [5] is also based on visual input. First, a teacher
agent with complete access to internal simulator information is trained to imitate expert trajectories. Next,
the actual controller is trained to imitate the teacher agent’s trajectories. By learning from a teacher who was
“cheating” by having complete information, the student network is capable of learning highly accurate driving
strategies. LBC achieved an accuracy of 100% on the original CARLA benchmark [5]. Current benchmarks
are thus not always capable of identifying weaknesses of a controller, demonstrating the need for adversarial

testing as offered by ANTI-CARLA.

9.4 Problem Formulation

Formally, the problem can be defined as follows. We have a simulator Sim that is given the current
environment E;, an AV with a driving controller C, and the current state of the AV stare,;. The state of the
vehicle state; € R" describes the vehicle’s position, speed, and steering angle. The current environment E; can
be defined in terms of a set of temporal variables such as weather, traffic density, the time of day that change
over time, and a set of spatial variables that describe roadway features. These features are characterized by
waypoints w denoted by a two-dimensional matrix of latitude and longitude. These waypoints can be mapped to
different road segments that constitute a track on which the AV is tested. Further, the controller C is a function
that perceives the environment using measurements from multi-modal sensors such as a camera, lidar, radar,
etc., to compute actuation controls of speed, throttle, and brake. The control signals are sent to the simulator,
which generates the next state of the vehicle state,, | by running the controller C under the given environment
variables E;: Sim(state;,E;,C) = state;+. An ordered sequence of n consecutive states stare;, i € {t —n,...,t}
is considered a scene. The simulator has some infraction function / that records for each state its infractions
I(state;) € R,. A scoring function 7'S assigns a score to the entire scene: T'S(scene) =Y, _, , I(state;). Then,

we want to solve the following problem.

Problem 3 Given a simulator Sim, a driving controller C, and some conditions on the environment E, generate

a set of high-risk test cases that results in high infraction scores T'S.

Addressing this problem requires a framework that allows for (1) specifying the operating conditions in
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Figure 9.1: Overview of the ANTI-CARLA framework for generating test cases that fail an AV system in the
CARLA simulator. The driving pipeline and the test specifications are taken as inputs by the framework to
generate failure test cases that can be post-processed to analyze the problems with the system.

which the system vehicle is expected to operate. (2) finding the conditions that could result in a high infraction
score, and (3) integrating a given controller C into the given simulator Sim. In the next section, we introduce

ANTI-CARLA to implement these requirements.

9.5 ANTI-CARLA Framework

In this section, we discuss the proposed ANTI-CARLA framework and its components shown in Fig. 4.4.

9.5.1 Scenario Generator

The scenario generator includes a scenario description language for modeling scenarios and specification
files for specifying testing parameters. We define a test case in terms of a scene, which is a time-series
trajectory of the system’s path in the environment that lasts 30 seconds to 60 seconds. A scene is represented
using the environmental conditions (E) and the AV system’s parameters (A). E can be defined using structural
features (e.g., type of road and road curvature) and temporal features (e.g., weather and traffic density). A
includes information like the starting position, onboard sensors, and actuators. Together, E and A form the
testing parameter set. The value for some of these parameters can be sampled from specified distributions.
Further, the sampling process is governed by a set of physical constraints that limit the rate at which these
parameters can evolve. For example, the time of day has a fixed rate at which it can change. Including these

constraints during sampling results in more meaningful scenes, as shown in our previous work [119].
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Figure 9.2: Example for the structure of the proposed SDL meta-model.

Scenario description language: We have designed an SDL in the textX [288] meta-language for modeling
a scene. The grammar contains rules for describing a scene in the meta-language. A meta-model contains
the actual description of a scene. A visualization of the structure of the meta-model is shown in Fig. 9.2. A
scene s is a collection of entities {ej,e,...,¢x } that represent different environmental conditions and agent
parameters. For example, the scene High Traffic Driving is specified by its Track as well as its Weather and
Traffic conditions. Entities are further specified by a set of properties {pi,p2,....pm }- For example, the Weather
can have the properties of Rain and Fog. Each property has a name n and a data type ¢. For example, Rain
is a uniform distribution, while Waypoints are an array of integers. Special data types such as distributions
can again have properties, e.g., the range of a uniform distribution. The meta-model allows for a structured
description of any desired scene in the CARLA simulator.

Specification Files: We also provide a set of specification files with the scene parameters that the user
can select. These files serve as an abstract representation of the SDL modeling concepts. Based on the user’s
selection of the sampler, the chosen parameters are sampled from their respective distributions. The remaining
parameters are assigned default values. We divide the information into three specification files. First, the user
selects a scene specifier. We show an excerpt of the scene specifier file in Fig. 9.3. It specifies which town
to use as a map, which track to drive, the distributions for the weather traffic density, pedestrian density, and
the sampling constraints. The user also specifies which infraction metric to use and at which frequency data
should be recorded. Second, an agent specifier is needed, which includes agent-related information such as the
available controllers, a list of sensors and their positions, and the sensor data that can be recorded. Third, a
sampler specifier determines which sampler to use from a list of available samplers.

Finally, the language has an interpreter, as shown in Fig. 9.1. It connects the specification files, the SDL,

and the probabilistic samplers discussed in the following section. First, the interpreter extracts the parameters
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Scenario Description{
town: 5 //Available towns 3 and 5
track: 1 // 1 track available for each town
regions: 5 //Each town has 5 regions
weather: //Weather parameters and distribution range
cloudiness: [0,100]
precipitation: [0,100]
time-of-day: [-90,90]
pedestrian_density: [0, 3]
traffic_density: [0,10]
Constraints: //A constraint on the rate of change in parameter
values
weather_delta: 2
traffic_delta: 2
pedestrian_delta: 1
Infraction_Metrics: //Infraction metrics to be recorded
Infraction Penalty: true
Off-road Driving: true
Route Deviation: false
Record Frequency: 5Hz } //Frequency of data recording

Figure 9.3: Excerpt of a scene specification file. The specification files describe the available inputs, the user
then only has to select a value for each concept.

that require sampling and the fixed parameters from the specification files. It then sends the parameters that
need sampling to the sampler. The sampler generates a value for these parameters from their distribution

ranges, which is parsed to the SDL to generate artifact files that drive the simulator.

9.5.2 Adapter Glue Code

The framework also requires a driving pipeline. Integrating different pipelines is not straightforward since
they might not have the right interface to be used “as in” the framework. For example, driving pipelines
developed outside of CARLA may not be directly used in the simulator because of strict interface requirements.
They may need to be “adapted” to meet the interface expectations of the simulator [418]. To address this,
we generate an adapter that interfaces the driving pipeline code with the sensors and actuators in the format
required by the simulator’s API as shown in Figure 9.4. The adapter is synthesized from the agent specification
file, which has a list of sensors required by the driving pipeline, its positions, and the sampling rates.

The adapter reads the available sensors from the autonomous agent class in the simulator’s API and extends
it with the sensors requested in the specification file. Thus, a code structure for the requested sensors is
generated and provided to the driving pipeline code. Also, the actuators required by the simulator are read from
the API and made available in the code. With the required sensors and actuators available through the adapter,

the user needs to provide the driving pipeline code. There are specific directories for any utility files and model
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Figure 9.4: An illustration of the adapter glue code that interfaces the sensors and actuators of CARLA to the
code of the AV system.

weights of the controller, which are linked with the code skeleton. The user only needs to handle this interface
for setting up their controller correctly. If the actuators and sensors are not properly set up, the simulator will
throw an error. In future work, we will include an automatic check for ensuring a correct-by-construction

setup between the code, sensors, and actuators.

9.5.3 Scoring Function

For evaluating the driving proficiency of the AV system in the generated scene, the framework also provides
a scoring function called test score 7'S. The scoring is based on all of the infractions performed by the system
in a given scene. Infractions measured in CARLA include route deviation, lane violation, traffic rule violation,
running a stop sign, running a red light, and off-road driving. Each infraction I is assigned a weight wy. In
this work, these weights are set to the values used in the CARLA challenge [399]. However, they can be varied

depending on the use case. The infractions are then combined into the weighted score as shown in Eq. (9.1):

T8 = Wk'Ik (91)

n
k=1
The test scores T'S generated from the infractions are stored along with the test case parameters in a test
case table as shown in Fig. 9.1. These test cases and the scores are used online to drive the active samplers
towards regions of the search space that have previously resulted in high test scores. The table can also be
used to perform an offline post-analysis to identify the failure conditions of a given controller, allowing for

retraining, and improving the controller.
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9.5.4 Samplers

We have integrated several samplers to perform search-based test case generation. Here, a sampler is
interfaced to the SDL through an interpreter, which provides it with the names, distribution, and the current
value of the parameters. We included two kinds of samplers available in the framework.

First, we implemented several passive samplers since they are fast and widely used. They do not use the
feedback of previous results in the sampling process. Random Search, uniformly samples the parameter value
from their respective distributions at random. Grid Search exhaustively searches all of the combinations of
the parameters in a given grid. Halton Sequence Search [411] is a pseudo-random technique that samples the
parameters using co-primes as their bases. While these samplers perform well, their non-feedback sampling
approach results in a directionless search that could miss several important failure test cases. Further, they
do not balance the exploration vs. exploitation of the search space, which is required for generating diverse
failure cases [119].

To overcome these limitations, we have also included two active samplers, RNS and GBO [119] designed
in our previous work. These samplers use the feedback of the AV system’s previous performances when
sampling the parameters for the current test case. The feedback uses the test score and the previously sampled

parameters. In addition, they also capture constraints and correlations between the different test parameters.

9.5.4.1 Random Neighborhood Search (RNS) Sampler

The RNS sampler extends the conventional random search with the kd-tree nearest neighborhood search
algorithm [386]. This extension provides the random sampler with the capability to exploit. The region
around these parameter values is exploited if the test case generated from randomly sampled parameters
results in a high test score. Otherwise, the parameters are again randomly sampled from the entire distribution.
Algorithm 10 illustrates the steps involved, and it works as follows.

First, the algorithm explores the search space & by randomly sampling the scene variables s, from their
respective distribution range v,. These randomly selected variables are used to generate the scene artifact files,
run the simulator, and compute the test score 7'S.

Second, if the TS < 0, the statistics of the scene are stored, and the scene variables are re-sampled again
from their respective distribution range v;. However, if the T'S > &, the neighborhood around the randomly
sampled scene R is exploited to generate more scenes. For this, we create a bounded region % around R by
applying the sampling constraints %’ to the distribution ranges of the scene variables.

Third, the algorithm uses the kd-tree nearest neighborhood search to find if there are at least k scenes

generated in the neighborhood of the explored scene R. It checks if R has at least k similar scenes in &. To
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Algorithm 10 Random Neighborhood Search
Parameter: number of iterations ¢, explored list &, neighborhood size k
Input: search space 2, sampling constraints .'%, scene variables s,, threshold &
Output: List of test cases
1: forx=1,2,...,tdo
2: if Sgisx < 8 or (TS > 6 and N > k) then

3: Randomly sample s, within 2 to generate random scene R
4: else
5: Apply .#% to create bounded search area
6: Randomly sample s,, within & to generate neighboring scene N
7: Apply kd-tree to find if there are atleast k neighbors (N) in &
8: end if
9: Use the sampled variables to generate the scene artifact files
10: Simulate the scene and compute the 7'S
11: Append sampled variables and 7'S to &
12: end for

measure the similarity, we use the /, distance metric (d(x,R) = ||x — R||2) and identify the similar scenes as
N = {Vs; € &|d(R,s;) < t}. Where R is the currently sampled scene, and s; are previously explored scenes
in the explored list &. This step returns a list of neighbors whose distances to R are smaller than a threshold
7. If the number of the neighbors N > k, the search around R is stopped. Then, the first step is repeated to
randomly explore a new scene in the entire search space 2. However, if N < k, then the search around R is
continued. In this sampler, k is the hyperparameter used to control the exploitation.

While the sampler can both explore and exploit, the uninformed exploration without strategic knowledge

about the search space could result in several regions of the search space left unexplored.

9.5.4.2 Guided Bayesian Optimization (GBO) Sampler

The uninformed exploration of the RNS sampler is addressed by our second sampler, which has two
components to perform informed exploration and active sampling. First, a probability function model is fitted
across all the previously explored variables. This feedback allows the model to learn the search space region
with large uncertainty that will return a higher objective value. A Gaussian Process (GP) model is used to fit
the function. Second, an acquisition function that strategically finds the succeeding variables to optimize the
objective function. We use the Upper Confidence Bound (UCB) [419] acquisition function that provides the
B hyperparameter to control the exploration vs. exploitation trade-off (See Eq. (9.2)). We also include the
sampling constraints to restrict the region where the acquisition function looks for the next sampling variables.
Algorithm 11 shows the operation of the GBO sampler, which is discussed below.

First, the GP model with properties ©[0] and o[0] is initialized for the first k iterations. During these

iterations, the scene variables s, are randomly sampled from their respective distribution range v,. These
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Algorithm 11 Guided Bayesian Optimization

Parameter: number of iterations ¢, initial iterations k, explored list &
Input: search space 2, sampling constraints .'%, scene variables s,, threshold &
Output: List of test cases
1: forx=1,2,...,tdo
2: if x < k then
initialize GP model with random samples s, from &
else
Apply .#% to create bounded search area
Use , and o; in the UCB function to sample s, within %
end if
Use the sampled variables to generate the scene artifact files
Simulate the scene and compute the 7'S
10: Append sampled variables and 7'S to &
11: Update the GP model using &. Update u, and o;
12: end for

R A A

randomly selected variables are used to generate the scene artifact files, run the simulator, and compute the risk
score T'S that is added to the exploration list & along with the sampled variables. After the k initial iterations,
the initialized GP model is fitted across all the entries in & to calculate new posterior distribution f(x,) with
updated u[x,] and o[x;,].

Second, the algorithm uses the sampling constraints .¢” to create a smaller search space & in which the
acquisition function will sample the succeeding variables. The updated posterior distribution and the bounded
search space created by the sampling constraints are used by an acquisition function to strategically select the
following scene variables that will optimize 7'S. In this work, we use the UCB as the acquisition function:

Xpt1 = argmax U[x,] + B /2. O [xn] 9.2)
xX€D

Xn+1 are the newly selected variables with the largest UCB. [x,] and o|x,] are the properties of the
updated GP model. f is a parameter that allows for exploitation and exploration tradeoff. A larger value of 3
allows for higher exploration, and a lower value allows for exploitation. So, 8 needs to be carefully selected
for optimizing the two strategies. The newly selected variables are used to run the simulation and compute
Srisk> Which is added to the list & along with the selected variables. The steps of the algorithm are repeated for
a specified number of iterations 7.

The sampler has two problems that arise because of using the GP model. (1) Cold start requires the model
to be trained from scratch each time the sampler is used. This increases the sampling time. To address this, we
use the knowledge of randomly sampled scenes from the previous runs to “warm start” the search process. (2)
Scalability, the GP model suffers from a cubic time complexity [420], which limits its applicability to a large

number of executions.
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Figure 9.5: An illustration of the track in CARLA’s town5. The waypoints are highlighted by red arrows and
the five regions are separated by black lines.

9.6 Evaluation

In this section, we present several experiments to evaluate the usability of ANTI-CARLA for adversarial
testing. We use the framework to compare the adversarial test cases found by different samplers. Then, we
compare the performance of the LBC controller and the transfuser controller [416] on those test cases, analyze
the failures and make suggestions on how to improve the controllers. The experiments were run on a desktop

computer with AMD Ryzen Threadripper 16-Core Processor, 4 NVIDIA Titan XP GPUs, and 128 GiB RAM.

9.6.1 Simulation Setup

The proposed framework is integrated into the CARLA simulator. We used the CARLA challenge
API [399] to create one closed-loop track in both town5 and town3. We use LBC as the controller C under test.
The geometry of the track is defined by ten waypoints as shown in Fig. 9.5. We divide the track into several
regions containing two waypoints each. For each track, we thus obtain five regions. We divided each track into
regions to create shorter scenes in which we can vary the weather conditions as well as traffic and pedestrian
densities. Each track can then have ten different environmental conditions. The length of the track and the
number of regions can be specified in the scene description file and can thus be changed with minimal effort in
the code. We use the API to create and control the traffic and pedestrians in each scene. For evaluating each
simulation, we record the driving score, the route completion score, and the test scores 7'S based on the list of

infractions available from the API.
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(a) Towns5, t=1, c=10%, p=5%, d= 8° (b) Town5, t=10, c=70%, p=60%, d=24° (c) Town3, t=4, c=20%, p=0%, d=60° (d) Town3, t=2, c=40%, p=0%, d=0°

Figure 9.6: Screenshots of the test cases as captured by the forward-looking camera of the AV. Descriptions of
these scenes are provided below the images.

9.6.1.1 Comparison Metrics

Besides evaluating the performance of the driving pipeline, the framework also allows us to evaluate the
performance of the samplers used to generate adversarial test cases. We use the following two metrics.
Failed Test Cases (FT): This score measures the efficacy of the samplers in generating failure test cases. It

is calculated as the number of failed test cases N,;; compared to the total number of sampled test cases Nyyzq;:

FT(%) = % 100 9.3)
ota

Total Execution Time: The overall time taken by the sampler to sample N7, test cases and execute them

in the simulator is a metric relevant for practice.

9.6.2 Results

We generated 100 test cases each for the track in town3 and town5. Each test case represents a scene that
lasts between 30 seconds to 60 seconds. We varied the environment parameters of cloudiness ¢, precipitation p,
time of day d, and traffic density ¢ to generate different test cases. We varied the cloudiness and precipitation
in the range [0, 100], the time of day in the range [0,90], and the traffic in the range [0,50]. We used the initial
conditions of d = 0° (dusk), ¢ =0°, p=0°, and ¢ = 5. To score the test cases, we computed a test score as
TS = R; - Is. Here, R; is the route completion percentage of the i*” route, and Is is the weighted sum of major
infractions such as collisions with pedestrians, collisions with vehicles, collisions with static objects, and
minor infractions such as running a stop sign, running a red-light signal, and off-road driving. The weights
for these infractions are taken directly from the CARLA challenge setup. To drive the test case generation
process, we selected the commonly used random sampler as a baseline and compared it against the RNS
sampler. The simulator was run in synchronous mode at a fixed rate of 20 frames per second. If a test case

includes a collision, infraction, or route in-completion, it is considered a failed test case.
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9.6.2.1 Visualization

First, we visualize several test cases by showing the frontal camera view from each scene. In Fig. 9.6, we
show four exemplary test cases for LBC. Fig. 9.6-a is a nominal test case from town5 with low precipitation
and dusk time of the day and low traffic. Fig. 9.6-b is a failed test case from town5 with high precipitation and
traffic. A collision occurred when the controller tried to steer to the right lane. Fig. 9.6-c is a failed test case
from town3 with no precipitation and low traffic. Here, the AV can be seen navigating a tunnel. Towards the
end of the tunnel, the AV collides with a pillar. Finally, Fig. 9.6-d is another failed test case from town3, where

the AV runs a red traffic light. These examples demonstrate that a diverse set of fail cases could be obtained.

Failed Test cases Tei:[ict;ses
Samplers | Town Test with infractions
Cases (%) | collisions (%)
(%)
3 17 9 10
R
andom 5 B 7 g
3 27 13 15
RNS 5 21 10 13

Table 9.1: Test case statistics for the random and RNS sampler.

9.6.2.2 Sampler Comparison

Table 9.1 shows the statistics of the collisions and infractions generated by the two samplers across all test
cases. The RNS sampler generates a higher number of failed test cases than the random sampler. In general,
the AV performed better in town5 than in town3. The track in town5 was shorter, had fewer traffic lights and
stop signs, and did not have complex landmarks such as a tunnel or a roundabout. The controller failed 13%
and 21% of the test cases generated by the random and RNS sampler, respectively. Town3 has several traffic
lights and a tunnel. Here, the controller failed 17% and 27% of the test cases generated from the random and
RNS sampler, respectively. These failure cases occurred in the region that included the tunnel and areas with
traffic and stop signs nearby. The framework required 140 minutes to generate the test cases for town5 and
325 minutes for town3 when using the random sampler. With the RNS sampler, the execution times are 176
minutes for town5 and 384 minutes for town3. This shows that the more efficient RN'S sampler does not add
significant overhead, with both samplers requiring around five minutes per test case.

Fig. 9.7 shows the test cases sampled by the random and RNS sampler plotted in the operating conditions
space. The failed test cases are marked in red, and the test cases that passed without failures or collisions are
marked in blue. The random sampler randomly samples the test cases across the search space. This makes it

hard to analyze common causes of the controller’s failures. In contrast, the failed test cases generated by the
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Figure 9.7: Comparison of the 100 scenes sampled by the random and RNS samplers. The RNS sampler
generates distinct clusters of failures. Plot axis: x-axis represents the time of day, the y-axis represents the
precipitation level, and the z-axis represents the cloud level.

RNS sampler occur in clusters, making it easier to hypothesize the causes of the failures. Fig. 9.7 shows that
the controller had failures mostly in two operating conditions: (a) high precipitation and (b) dusk as the time

of the day.

9.6.2.3 Controller Comparison

ANTI-CARLA can also be used to compare different controllers. We compare the performance of the
transfuser [416] controller to LBC using the track in town5. We ran the transfuser and LBC for the same 100
test cases generated with the random sampler. The LBC and transfuser controllers had 13 and 23 failed test
cases, respectively. Fig. 9.8 shows a breakdown of the infractions caused by these controllers. Controller
timeout is the main reason for the transfuser’s higher failure rate. This could be due to the expert policy used
during training not being sufficient for handling all scenarios. Besides the frequent timeouts, the transfuser had
significantly fewer collisions and infractions than LBC. Both controllers struggled with detecting red traffic
lights. The authors of transfuser suggested that this is due to traffic lights being placed on the opposite side
of intersections, which is difficult to detect in the images captured by forward-looking cameras [416]. These

results show how ANTI-CARLA allows the identification of weaknesses of different controllers.

9.6.2.4 Recommendations

The previous sections show that LBC tends to crash into the leading vehicle in heavy rain or in unusual
lighting conditions, caused either by the time of day or by entering a tunnel. The highest infraction scores

are obtained for adverse weather conditions and challenging landscapes such as traffic lights, tunnels, and
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Figure 9.8: Infractions caused by the LBC and transfuser controllers.

roundabouts. By identifying those main reasons for failures, several suggestions can be made for improving
LBC. First, adding another sensor modality could make the perception more robust to rain or darkness.
For example, lidars do not require sunlight and are less susceptible to rain. Second, the robustness of the
camera-based perception could be improved by training the controller with more images taken in the adverse

conditions of rain and at dusk.

9.7 Conclusions and Discussion

In this chapter, we introduced ANTI-CARLA, an adversarial testing framework for the CARLA simulator
that allows to automatically generate test cases that fail an arbitrary AV. Testing frameworks available in
the literature are either tailor-made for a specific use case or built on proprietary simulators. In contrast,
ANTI-CARLA is an open-source extension to an open-source simulator. The framework integrates a scenario
description language for modeling test scenarios in terms of the system’s operating conditions, sensor, and
actuator faults. A specification file is used to specify and select the test conditions, infraction metrics, and
samplers required for generating the test cases. The SDL is driven by an adversarial sampler that searches
across the specified operating conditions. We used this framework to test the popular Learning By Cheating
controller. Then, we derived recommendations for improving LBC. We also used ANTI-CARLA to compare
the performance of LBC to the transfuser approach, allowing us to identify the weaknesses of each controller.
While LBC achieved an accuracy of 100% across several scenarios in the CARLA challenge, the proposed
framework automatically found various test cases in which the controller failed.

There are some limitations of ANTI-CARLA. First, only individual, static scenes can be sampled. A
temporal sequence of scenes leading up to each failure case is unavailable. Temporal and dynamic sampling
should be explored and added to the framework. Second, the framework currently does not include a coverage

metric, which is essential in evaluating the test cases and making conclusions about a controller’s capabilities.
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Third, the samplers could also be further improved. One potential direction is to use reinforcement learning
to learn what changes in the operating conditions led to failures and then generate the sequence of scenes
that resulted in the system’s failure. Fourth, sensor faults as a testing parameter and the remaining towns
available in CARLA will be added to the framework to allow for adversarial testing of any AV system in any

environment.
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Chapter 10

Conclusions and Future Work

10.1 Conclusions

Assuring the safety of CPS has always been a complex problem, which has been exacerbated by the
introduction of LECs. To address several problems of safety assurance, this dissertation presents an overarching
“dynamic safety assurance” framework with the goal of performing through life safety assurance of autonomous
systems. The proposed framework is a synergy of design-time safety assurance and runtime safety assurance
approaches. The overall idea of the proposed framework is, to begin with, the design-time assurance models
and include a range of monitors that considers runtime information about the system’s operating condition and
operational state (including information on system faults) to detect violations in the design-time assurance
assumptions. Then, once the violation is detected, dynamically select a suitable action to mitigate the risk
introduced to the system because of the assumption violation. In implementing this framework, this dissertation
makes several important contributions to the safety assurance field, which is reiterated in this section.

First, this dissertation addresses the problems in developing and evaluating an assurance case. To remind,
an assurance case is increasingly being integrated into safety standards [40, 41] establishing the minimum
requirements for safety certification. However, the ever-increasing complexity of these systems has made
the certification process complex, labor-intensive, and time-consuming. To address this, a workflow that
automates the development and evaluation of an assurance case is presented in Chapter 4. The workflow
applies a divide-and-conquer strategy using assurance case fragments called “patterns”. The overall idea of the
workflow is to select a set of patterns (with each pattern assuring one part of the system) and combine them to
develop a comprehensive assurance argument for the system. To realize this idea, the workflow provides an
array of functions, which consume the available artifacts of the system to automatically select the required
patterns and synthesize an assurance case. Finally, an evaluation function automatically evaluates the assurance
case for coverage and generates a report, which can be utilized for future iterations.

Second, this dissertation presented a workflow for detecting the OOD data problem resulting from the
violations in the closed-world implicit assumptions involved in training the LEC (Chapter 5). The detector is
specially targeted to identify OOD data in images, which is usually complex because of the computational
resource and time needed to process the image pixels. To handle this complexity, the dimensionality of the

images is first reduced to a lower-dimensional latent using a f3-variational autoencoder detector on which
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the detection is performed. The detector is trained using the concept of disentanglement to generate a latent
space where each latent representation encodes information about a single image feature. The disentangled
representations allow detection using lesser computational resources. It also allows one to map the image
features and the representation required for identifying the exact factor (image feature) causing the problem.

Third, a framework called ReSonAte (Runtime Safety Evaluation in Autonomous Systems) is presented
in Chapter 6 to dynamically assess the system’s risk caused by the OOD data problem. The framework
performs proactive assessment by first utilizing the design-time hazard analysis information to build a causal
risk causation model called a bow-tie diagram. The model describes potential threats, and hazards to the
system, and allows computing the probabilities of how these hazards may result in a consequence. Next,
the threat probabilities are combined with information about the system’s current state derived from system
monitors (e.g., anomaly detectors, assurance monitors) and the operating environment (e.g., weather, traffic) to
estimate the dynamic hazard rates of the system during operation.

Fourth, two extensions to the conventional simplex strategy are presented in Chapter 7 and Chapter 8
to adaptively select an optimal action to mitigate the system’s risk caused by the OOD data problem. The
first extension is, called the “weighted simplex strategy” (WSS), performs a weighted blending of the two
controllers, and the second approach is, called the “dynamic simplex strategy” (DSS), performs a control
arbitration among the two controllers (like the conventional simplex architecture). The goal with these
extensions is to (a) reduce the conservatism of the simplex decision logic and (b) perform two-way switching
between the two controllers (which most of the existing decision logic cannot do). The approaches are modeled
as a sequential decision-making problem and formulated as a Markov (or semi-Markov) Decision Process.
While the WSS approach learned an offline policy using reinforcement learning, the DSS approach performs
the policy online using the Monte Carlo tree search heuristic. Finally, these approaches use a two-objective
reward function focusing on the system’s performance and safety objectives to reduce conservatism.

Finally, the ANTI-CARLA framework is presented in Chapter 9 to automatically generate the data
required for developing the dynamic assurance components. The framework is built on the CARLA simulator
(Chapter 9), which is a widely used simulator for autonomous driving in academia and industry [5, 417, 92].
The framework provides a scenario description language for describing the vehicle’s operating conditions
and a simple interface for specifying the conditions. The language is supported by a set of conventional
and adversarial samplers to sample different values for the operating parameters (e.g., weather parameters
like precipitation and time of day) from their respective distributions. The adversarial samplers use previous
simulation results to guide the sampling process towards scenes where the system is expected to fail. Together,
these samplers can automatically generate the data needed to develop the components of the proposed dynamic

safety assurance framework.
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10.2 Future Work

Today, CPSs have become an integral part of our everyday lives, and their prominence is only rising with
the emergence of smart cities. Especially autonomous CPSs are seen as the prime factor that will accelerate this
emergence. Artificial Intelligence and Machine Learning have been the most influential technology driving the
transformation from CPS to autonomous CPS. While these technologies have allowed CPS to perform several
tasks autonomously, wide-scale societal acceptance of these autonomous systems hinges on their ability to
demonstrate safe operations. Unfortunately, there have been several accidents involving these systems recently,
which have shown they can fail. While a stringent certification process exists and a variety of safety standards
to assure the safety of these systems, they have struggled to keep pace with rapid technological advancement.
To keep up with the certification process, the safety teams are following “a culture of paper safety at the
expense of real safety” [48], which is not helping the cause. Therefore, safely integrating these systems into
our society will require a new class of safety assurance processes that is vigorous and can incorporate these
modern technologies.

This dissertation has presented the dynamic safety assurance framework with several design-time and
runtime assurance components for continuous safety assurance of autonomous systems. However, significant
work is yet to be accomplished to get this research into real-world systems. While each chapter in this
dissertation presents potential future directions, an emphasis is made on the most prominent directions for the
safety assurance of autonomous systems.

First, to get wide adoption of the dynamic assurance concept into real-world systems, a meaningful change
must happen in how the assurance process is performed currently. The process is considered a one-time
activity performed at the end of the system’s development. In contrast, the overarching goal, as discussed
by several authors [55, 48] and motivated in this work, should be to make the process a “through life safety
assurance’ activity, such that the design-time safety reasoning evolves based on the information from the
runtime monitors. While this work has provided several design-time and runtime components for achieving
this goal, these components are not tightly coupled. This means allowing (a) data flow from runtime monitors
to complete/update the design-time assurance cases and (b) continually update the design-time safety reasoning
and continually train the runtime components based on the system’s latest experiences. Allowing this data
flow would support the purpose of continuous life safety assurance. While there have been some recent
efforts [48, 71] towards this goal, they are only applied to offline use cases.

Second, while this work presented several implementations for the components of the proposed framework,
their development did not follow a standard process listed in current standards (e.g., ISO 26262 [41]), required

for wide industry acceptance. Third, the current standards, such as ISO 26262, are non-prescriptive, which
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has undoubtedly helped the assurance case development process, as pointed out by several authors [169, 48].
However, a repercussion of the non-prescriptive nature is that there is no standard procedure and metrics for
evaluating the assurance case. This has resulted in several independent metrics being used to evaluate the
assurance case’s different aspects (coverage and confidence). Therefore, vigorous evaluation may require an
array of evaluation metrics in addition to the coverage metrics presented in Chapter 4.

Fourth, in building the assurance case, this work assumed the LEC as one other conventional component
and used the available patterns to argue about its safety. However, these general patterns cannot capture (a)
how the assurance of the LEC impacts the overall assurance of the system and (b) the implicit assumptions
involved in training the LEC. There is ongoing work in designing exclusive patterns for LECs [421], which is
essential for future work. Finally, while this work has developed an automated data generation framework in
simulation, it has not presented a metric to measure the coverage of the generated data. This metric is essential
in developing and testing the dynamic assurance components.

While this dissertation has not yet achieved these goals, it provides several key components which can be

further explored and tightly integrated as the field continues this pursuit.
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