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CHAPTER 1

INTRODUCTION

1.1 Motivation

Cyber-physical systems (CPS) lie at the intersection of computing and the physical world [1]. They pro-
vide the foundation in realizing a range of applications in many domains like power grids, transportation,
agriculture, supply chains and many others. Traditional system challenges of reliability and security have
always been a concern for these systems [2]. However, since the goals of different CPS can vary, design
approaches for these systems have utilized model-based design that employ domain-specific solutions or
even case-specific solutions to handle a variety of system challenges to reason about various properties and
ensuring systems that are correct-by-construction.

However, recent advances in machine learning, especially deep learning and their increasing use in the
form of learning-enabled components (LECs) in CPS, bring both new opportunities and challenges. For
instance, many questions such as which are the right LECs to use, how to design these LECs, what kind
of composition of these LECs can form effective CPS applications, and how and where to deploy them
become some of the critical questions that researchers and engineers must answer for the next generation of
CPS. Since LECs are constructed of data-driven approaches, traditional model-based design of CPS alone is
not sufficient for the next generation of CPS but rather a blending of model- and data-driven techniques is
becoming the norm.

CPS usually sets up a design goal to be robust, which refers to the ability of the system to maintain op-
erational performance under complex environmental disturbances or even malicious threats. The robustness
issue in CPS could potentially affect the realms of both data (from sensors) and computers (to process sensor
data). Sensor data bridges the gap between the physical world and computers. Different representations of
data lead to different data types and volumes, which needs to be transferred using reliable communication
paths. From the computation point of view, resilient CPS take data input from various sources to make in-
formed decisions. The state-of-the-art in decision making involves learning-enabled components and this
raises a greater demand on powerful computing capabilities. Meanwhile, wider applications of computation
resources also pose more flexible requirements on physical availability aspects on computation devices.

On one hand, the resilience of a CPS could be motivated by the deployment of learning-enabled com-
ponents (LECs). On the other hand, given higher complexity involved in current CPS designs, data-driven

LECs are vulnerable to many threats. Among all kinds of potential threats, the adversarial attack against ML



models have become an inevitable critical aspect of the system resilience.

We emphasize this relationship in Figure 1.1, which formulates the key research ideology beneath this
dissertation. The problem of adversarial robustness has become a significant aspect of LEC design towards
more reliable CPS. A very typical example of traffic sign recognition is used here. In order to make an
autonomous driving/transportation system, we use cameras to capture road visions. We process input data
with LEC models and capture street signs inside the scene for more resilient and smarter decision making.
However, this kind of LEC predictions could be extremely vulnerable under adversarial attacks and easily

misclassified as a wrong sign [3; 4].

= amret
Cap b

Camera
(in car)

Real Stop Sign

Figure 1.1: Regarding the relationship between CPS, resilience, LEC and adversarial robustness.

To make matters worse, when we compose LECs to build large CPS, the adversarial robustness of the
overall system can be further degraded. The blended model- and data-driven design approach, however,
incurs multiple challenges and can lead to designs that lack sufficient robustness and run-time resilience.
For example, due to a lack of perfect sensors and simulators, system designers need to consider relatively
generic settings for their domains. Accordingly, reusable and scalable hardware and software architectures
become a significant demand for many applications. Although, this leads to simplicity, it can also be a cause
of vulnerability. Furthermore, the critical nature of cyber-physical systems make these reusable parts even
more exposed, which adds to the urgent demand for safety insurance during system design.

This work investigates several problems based on realistic scenarios in which application system de-
signers aim to incorporate LECs under uncertain and adversarial environments. In a nutshell, the following
cumulative principles are proposed to summarize the development of this work regarding the application of

learning-based components in CPS:



* Machine learning is powerful.
* Machine learning is powerful but has its limitations.

* Machine learning is powerful and has its limitations but we can mitigate potential negative impacts

through adaptive evaluations and resilient application deployments.

1.2 Key Research Challenges
In these above-described state of challenges in data-driven design of CPS and the need for resilient operations,
we encounter a series of fundamental challenges and research questions that form the foundations of this

dissertation.

1.2.1 Challenge 1: Determining threat on robustness of machine learning predictors
Recent advances in machine learning, especially deep neural networks, enable lower knowledge and hard-
ware thresholds for building well-performed prediction models. For well-studied decision systems as in smart
grid power systems, these techniques have shown to be successful in typical tasks like power quality clas-
sification [5] and load forecasting regression. However, current black-box statistical inference techniques
used in the LECs make them vulnerable to adversarial attacks [6]. In particular, deep neural networks are
susceptible to adversarial examples, which are synthetic perturbations added to original samples in a way
that can misguide the original neural network prediction systems. Much past research has shown how these
adversarial examples can pose threats to current machine learning systems in various ways [7].

Since we put most attention on the adversarial threats in CPS, we outline three cumulative spatial-

temporal aspects that together form the potential robustness issue.

* Accurate predictions in cyber-physical systems are critical for infrastructure management, targeted
pricing or other active response tasks. Therefore, we urgently need to use robust machine learning

models especially deep neural network models for these tasks;

* Prediction models need data inputs from sensors. However, the hierarchical nature of sensor network
topology can lead to compromise of the partial network and further the possibility of adversarial data

injection;

* To make matters worse, state-of-art machine learning, especially deep learning, suffers from inher-
ent vulnerabilities. So that they can be easily exploited by adversarial attacks, leading to undetected

perturbations in inputs but obvious performance deviations in outputs.

In summary, we need robust machine learning-based prediction in real-world cyber-physical systems.



1.2.2 Challenge 2: Evaluating the resilience of machine learning predictors in CPS

The use of learning-enabled components that must execute on the computers for cyber-physical systems
impose demands for efficient and reliable evaluation under realistic settings. This essentially becomes the
problem of how to bridge the gap between domain-specific application data and machine learning techniques.
To provide high-quality and user-friendly evaluation frameworks, model-driven design ideology with domain-
specific abstractions can be induced. However, this leads to the challenge of designing suitable evaluation
workflows that can balance the general requirement for domain-specific modeling and flexible resilience
testing settings.

From the point of view of evaluating the adversarial robustness, we face the following challenges:

* First, there is no standardized approach dictating how much information to use in evaluation. There
are different attack settings [8] like white-box, where the attacker has full knowledge of the predictor
model including its architecture and weights and can directly use this information to maximize a target
loss function using gradient-based optimization methods, and black-box, where the attacker can only
obtain prediction results without accessing detailed architectures or the weights of the predictors. To
make matters worse, there is no universal limitation on the amount of data access. Exposing too much

training data would let the attacker extract the predictor [9].

» Secondly, not much attention has been paid to problems other than classification type and that too
image classification type only. However, past research highlights the presence of adversarial examples

in regression type problems also [10], which represents a major fraction of DL-based applications.

* Thirdly, although many different attack methods are known, there are no known standardized configu-
rations to codify and study adversarial attacks. To conduct such a study, a user would need to manually

configure the settings such as the allowed attack strength or the allowed computation steps.

* Finally, although some efforts to investigate adversarial attacks exist in the form of an integrated tool-
box that allows a user to conduct attacks and defenses [11], many existing defense methods are domain-
or case-specific and hence no end-to-end, general and automated exploration procedure for evaluating

the robustness of deep learning models exists.

In a nutshell, although many attack and defense methods have been proposed to date, the diversity of
current research in this field makes it challenging for users in practice to rapidly test the robustness of a
trained model under adversarial settings. Thus, we surmise that designing user-friendly resilience evaluation

workflows for deep learning models is needed for practical applications.



1.2.3 Challenge 3: Mitigating the impacts of adversarial attacks on LECs
Although machine learning methods, such as deep learning, have been widely used in many scenarios, cor-
respondingly, their vulnerability to adversarial attacks has also grown. Unfortunately, there have not been
any systematic solutions to adversarial examples thus far. Consider an application scenario where a trained
prediction model can be deployed and made to output prediction results, then it should be most convenient
to deploy it in an out-of-box manner. In this way, the system can hold all data confidential and only expose
the model but in doing so, the deployed model cannot be updated easily. Adversarial machine learning shows
that the exposure of models would be vital enough for an attacker to design adversarial examples. In this way,
resilient design and evaluation of a robust prediction system becomes a challenging task.

Based on typical implementations and settings of prediction problems and prior research in cyber-physical
systems, we believe we should construct our defense framework and try to obtain the following practical but

challenging goals:

* First of all, this should be a framework that enables domain specific abstractions for the specific prob-
lem setting like load prediction. Therefore, it can formalize the security and resilience testing under

adversarial settings in a relative user-friendly way;

» Secondly, this framework should seek a balanced performance between adversarial robustness and
natural robustness. This means, it should greatly reduce adversarial impacts and meanwhile when it

works on normal clean data, its performance loss should be as small as possible;

* Finally, as there has been so much past research works on this topic, these efforts should not be thrown
away. So there is a need to make this framework compatible with existing techniques and frameworks

so that the practical deployment cost could be minimized.

1.2.4 Challenge 4: Determining suitability of hardware resources for system resilience

Due to high computation burden of current deep learning models, the deployment of these models in cyber-
physical applications demands more optimal computation allocations among hardware devices. In the past ten
years, the development of Cloud Computing enables remote access to strong computation power. However, it
is often the case that a cyber-physical application only allows limited remote network access and even runs in
a partially or totally offline manner. This has give rise to Edge Computing, which shifts computations that are
typically carried out in the Cloud to the network edge to address the real-time latency needs of applications
and to overcome the inordinate costs in transferring massive amounts of data being generated at the edge to

the cloud.



It is not hard to imagine edge devices are often constrained in their compute capacity and lower energy
consumption is critical. Hardware accelerator devices, such as field programmable gate arrays (FPGAs),
graphical processing units (GPUs) and application specific integrated circuits (ASICs) among others, have
emerged as an alternative to traditional CPUs since they not only help perform computations faster but also
consume much less energy than a traditional CPU thereby helping to lower both capex (i.e., lower pro-
curement costs) and opex (i.e., lesser energy usage). Since different accelerator technologies can illustrate
different traits for different application types that run at the edge, there is a critical need for effective mecha-
nisms that help developers select the right technology (or a mix of) to use in their context. However, due to
the difficulty in programming and running applications on these devices, there is a general lack of effective
benchmarking capabilities for accelerator technologies at the edge and how their performances could impact
the system resilience.

Another realistic challenge regarding the resilience aspect of the models deployed on hardware devices
is whether the machine learning predictor deployed on the edge device would be even more vulnerable to
attacks than the cloud-based. This challenge arises from the higher likelihood of hardware device exposure
to the outside world. When a prediction model has already been deployed on a physical hardware device,
it can become difficult to update it in many cases. This actually provides potential attackers more time and

flexibility to compromise models and data on devices, which can pose serious threats to the system resilience.

1.3 Contributions of the Thesis

This section summaries our research contributions, including theoretical model construction and solution
framework design. Our research provides novel scopes from two main aspects. Chapter 3-5 investigates
adversarial threats under generalized sensor network setting. Later on, Chapter 6-9 extends our view to
potential hardware platforms for model deployment and further investigates resilience and robustness issues

on them. The detailed contributions of this thesis are listed below.

1.3.1 Chapter 3: Evaluating Resilience of Grid Load Predictions
Chapter 3 resolves Challenges 1 and 2, where we propose and evaluate the resilience of grid load predictions

under stealthy adversarial attacks. The main contributions of this work are:

* Develop a model-based and cloud-supported platform for rapidly designing and evaluating resilient

learning/testing settings for sensor network architectures.

* Present a general step-by-step framework that can formalize the security and resilience testing in dis-

tributed sensor networks under adversarial settings.



* Design a generic procedure that can be utilized to implement stealthy adversarial attacks on machine

learning predictors with the presence of self-checking detectors in sensor networks.

* Conduct a case study for distributed power network load forecasting and demonstrate potential risks

even with prediction procedures that incorporate anomaly detection algorithms.

This work has resulted in the following publication. Zhou, X., Li, Y., Barreto, C. A., Li, J., Volgyesi,
P., Neema, H., & Koutsoukos, X. (2019, November). Evaluating Resilience of Grid Load Predictions under

Stealthy Adversarial Attacks. In 2019 Resilience Week (RWS) (Vol. 1, pp. 206-212). IEEE.

1.3.2 Chapter 4: Adversary Mitigation Using DDDAS
This Chapter 4 resolves Challenges 3. We construct a defensive data repair framework based on the dynamic
data-driven system paradigm to mitigate adversarial impacts. We make the following contributions in this

work:

* We extend the framework built in Chapter 3 that can formalize the security and resilience testing in

distributed sensor networks under adversarial settings;

* We design an iterative dynamic data repair scheme of Dropout-Detect-Reconstruct-Tradeoff to boost

the robustness of data using the DDDAS paradigm for ongoing predictions; and

* We conduct a case study for distributed power network load forecasting to demonstrate potential risks

for machine learning predictors and the efficiency of our defensive data repair framework.

This work has resulted in the following publication. Zhou, X., Canady, R., Li, Y., & Gokhale, A. (2020).
“Overcoming Stealthy Adversarial Attacks on Power Grid Load Predictions Through Dynamic Data Re-
pair”’ In 3rd International Conference on Dynamic Data Driven Application Systems (InfoSymbiotics/D-

DDAS2020).

1.3.3 Chapter 5: Adversarial Data-driven Prognostics
This Chapter 5 resolves Challenges 1,2 and 3. We study the impact of adversarial examples in data-driven

prognostics and potential ways to mitigate these impacts. We make the following contributions in this work:

* We present a workflow that can formalize the security and resilience testing in data-driven prognostics

settings.

* We show the vulnerability of deep learning prognostics models under various settings.



* We investigate the possibility of inducing randomization elements and domain knowledge of semantic

structural context to mitigate adversarial impacts.

* We conduct a robustness case study using the engine degradation dataset on typical applications of

health status classification and remaining useful life prediction.

This work has resulted in the following publication: Zhou, X., Canady, R., Li, Y., & Gokhale, A. (2020).
“Overcoming Adversarial Perturbations in Data-driven Prognostics Through Semantic Structural Context-
driven Deep Learning.” In Annual Conference of the Prognostics and Health Management Society 2020

(PHM20).

1.3.4 Chapter 6: Edge Hardware Accelerator Recommendation

This Chapter 6 resolves Challenges 2 and 4. We present HARE (Hardware Accelerator Recommender for the
Edge), which is a framework to help users rapidly and cost-effectively select the right hardware accelerator
for a given compute-intensive task. Our work focuses on a general framework to model compute latency and

energy usage across accelerator devices, and makes the following contributions:

* We present a novel hardware-software co-evaluation framework that formalizes the performance com-

parison involving training samples obtained on real hardware;

* We develop a simple approximation method that can be utilized to implement long-term cost analysis

for hardware-based machine learning inference behavior at the edge;

* We show case studies involving two realistic machine learning application settings and demonstrate

HARE in these contexts.

This work has resulted in the following publication: Zhou, X., Canady, R., Bao, S., & Gokhale, A. (2020).
“Cost-effective Hardware Accelerator Recommendation for Edge Computing.” In 3rd USENIX Workshop

on Hot Topics in Edge Computing (HotEdge 20).

1.3.5 Chapter 7: Cloud Assisted TinyML for PHM

This Chapter 7 further investigates Challenges 2 and 4. We extend our view from Chapter 6 to the novel edge
LEC deployment hardware option of TinyML on microcontrollers(MCUs). We study the potential of TinyML
in data-driven prognostics and emphasize the necessity of compensating its limited hardware resources with
more mature cloud computing techniques. Our work proposes the following application patterns of TinyML-
based CPS applications especially PHM applications where incorporating cloud computing could make a

huge difference:



* Cloud-assisted model training and code generation for heterogeneous edge hardware devices including

MCUs.

» Data storage and integration for heterogeneous sensor data sources.

* Model inference computation offloading for latency, power and communication optimization.

This work has resulted in the following publication: Zhou, X., Kang, Z., Canady, R., Bao, S., Balasub-
ramanian, D. A., & Gokhale, A. (2021). “Exploring Cloud Assisted Tiny Machine Learning Application
Patterns for PHM Scenarios.” In Annual Conference of the Prognostics and Health Management Society

2021 (PHM21).

1.3.6 Chapter 8: Fast Black-box Adversarial Attack on/with BNN

Based on practical edge hardware deep model deployment procedures discussed in Chapter 6, we propose to
combine edge computing and adversarial machine learning together targeting Challenge 1 and 4. A simple but
efficient black-box adversarial attack test has been conducted on low precision neural networks (especailly
binary neural networks) running on FPGAs. This shows the potential risk for edge machine learning mod-
els and serves as the motivation for further research (a poster accepted at IBM IEEE CAS/EDS20 3rd Al
Compute Symposium).

The main contributions of this paper are the following:

* We show how it is possible to realize high-speed adversarial attacks using programming logic. We
further show the potential risks of machine learning systems on the edge/IoT, especially for the popular

quantized neural networks.

* We present a general procedure that can be utilized to implement black-box adversarial attacks using
FPGA devices. This procedure is general enough to be easily adapted to other existing learning systems

and can be regarded as a generalized safety testing procedure.

* We show a novel application setting of utlizing an existing hardware IP from an absolute high-level
without going through the whole hardware design procedure. This can be regarded as a hardware-
oriented algorithm design process that can be useful for designers that are more focused on the algo-

rithm application side.

1.3.7 Chapter 9: Universal Adversarial Perturbations on Quantized Models
Motivated by the edge model deployment procedure shown in Chapter 6 and potential potential vulnerabil-

ities of edge LECs in Chapter 8, this chapter further tends to solve challenge 1, 3 and 4 from a joint view.



We study the potential threat of using a same universal adversarial perturbation to compromise all prediction
models targeting the same task but with different quantization compressions across the cloud/edge pattern.
To solve this issue, we also propose a defensive model deployment workflow. This chapter makes the follow-
ing contributions (full paper has been accepted at IC2E 2022 10th IEEE International Conference on Cloud

Engineering conference ):

¢ We present a reusable and reproducible evaluation workflow to formalize the security and resilience

testing of quantized neural network models under universal adversarial perturbation (UAP) attacks.

* We show the consistency of robustness of adversarially trained models and propose a defensive quan-
tization method towards more robust quantized models that can be codified into a configurable and

reusable middleware solution that edge services can utilize.

* We evaluate the UAP attack and defense on the most widely used CIFAR10/CIFAR100/SVHN datasets.
We show the vulnerability of normal quantized models and highlight the compactness and the efficiency

of our proposed defense strategies.
1.4 Organization
The detailed technical contributions of this work are in Chapters 3-9. This thesis is organized as follows.

» Chapter 2 reviews the related work in machine learning for smart grids, health management and prog-

nostics, model-driven design, adversarial machine learning and prediction model deployments on edge;

» Chapter 3 discusses the problem of stealthy adversarial attack evaluation in power load predictions;

» Chapter 4 discusses the problem of adversarial impact mitigation using the DDDAS paradigm;

e Chapter 5 discusses the problem of adversarial data-driven prognostics;

» Chapter 6 discusses the problem of hardware accelerator selection for edge computing;

e Chapter 7 discusses the vision of machine learning model deployments on MCUs for prognostics and

health management;

» Chapter 8 shows the vulnerability of low-precision neural network model on edge FPGA accelerators

under simple black-box adversarial attacks;

e Chapter 9 discusses the problem of universal adversarial attack impact evaluation for edge based
machine learning prediction systems and proposes a defensive model deployment workflow to solve

this issue;
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» Chapter 10 concludes this thesis and discusses future directions in this research area.
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CHAPTER 2

Related Works

2.1 Deep Learning for Smart Grids

For modern large-scale electricity markets, smart grids can make use of machine learning techniques for
resilient decision making to increase income meanwhile to decrease cost. Many papers/dissertations have
been published since 2016, covering deep learning applications in smart grids. These application fields cover
various scenarios include load forecasting, defect/fault detection, cyber security, stability analysis and almost
all views of smart grids [12]. In the interest of research intersection, this section puts attention on two sub-
fields of load forecasting and power disturbance classification.

Active predictions on system data can help system holders seek a dynamic balance between supply and
demand to maximize income.In particular, the accuracy of the forecasts improves aggregating the demand
of large groups of customers [13]. Research shown in paper [14] is a relative early work published in 2017
that propose a long short-term memory (LSTM) deep recurrent neural network-based framework to tackle
this prediction issue. They tested their prediction framework on a publicly available set of real residential
smart meter data. And at that time their work shows better performance compared to various benchmarks.
Research work [15] also makes trials on prediction models with more flexible network architectures. Hybrid
prediction models involving a mixture type of features are also explored in work [16; 17], in which they also
embed additional information of weather and time markings of holidays as well as seasons.

On the other hand, the power quality(PQ) issue has a direct impact on the overall continuation of electric
transmission and distribution network, the real-time monitoring of electric power signals has become highly
necessary for modern smart grids [18]. Therefore, it is essential for an electricity service provider to own
the capability to recognize and classify power disturbances accurately. Even before deep learning era, neural
networks have shown to be successful in this typical intelligent task [5]. Recent development of deep learning
greatly reduce the threshold of building a well-performed predictor. Researchers have made trials on different
architectures including convolution neural network (CNN) [19; 20], recurrent neural network(RNN) [21],

gated recurrent units(GRU) [22] and other combinations.

2.2 Health Management and Prognostics
Nowadays, as we face more and more large-scale information systems, it is more and more important for
us to have a good understanding of what condition this system is currently in of even more specifically how

long the remaining useful life the system has [23]. The former belongs to the classification setting where
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the model predicts the remaining useful life of the system in a certain range and outputs a categorical result
to indicate to which health status category the system belongs to. In the more general regression setting,
the model outputs a numerical prediction value for the remaining useful life. The main difficulty for the
system-level prognostics problem is that the overall performance(such as remaining useful life) is not the
simple addition of each component’s performance. There are two main types of methods involved for these
predictive prognostics tasks: model-based and data-driven.

Classical model-based methods assume that the model must be accurate enough to depict the system
behaviors. One example of such kind of method is Bond Graph[24] which is used for graphical description
of dynamic behaviour of physical systems. It needs to know formally how different components of a system
interact and the system output can be computed analytically. It is not difficult to imagine that for most real-
world cases, we only have a partial knowledge of the system and this makes it impossible to describe directly.

In contrast, data-driven prognostics methods are suitable for scenarios where complete analytical models
of the physics are difficult or impossible to formulate. In particular, recent development of deep learning
techniques have made deep strides in health management and prognostics [25; 26]. For a relatively complex
system with a number of sensors, the service provider can utilize data flows from multiple smart data sources
to perform data-driven prognostics using a deep learning model with low barrier [27].

One common issue for current data-driven methods is that learning frameworks need to learn completely
from scratch. In this way, there is no space for external expert knowledge to be further induced. All expert
knowledge must be represented and embedded in the training set. In this context, recent research has shown
the potential of the hybrid approach of combining physics-based semantic information [28] with pure data-

driven prognostics.

2.3 Model-driven CPS Evaluation
To bridge the gap between domain specific application data and machine learning, researcher put efforts into
integrated testbed platforms for cyber-physical scenarios [29]. One of the system-level pioneering works
in this area is SURE [30; 31], which is the abbreviation of SecUre and REsilient Cyber—Physical Systems.
SURE platform incorporates realistic models of cyber and physical components and their interactions. These
can be used to compose cyber attacks on CPS behavior and operation and security risks of different attack
settings can be evaluated.

Our smart grid evaluation framework in Chapter 3 and 6 builds on DeepForge [32]. DeepForge is a
model-based and cloud-based collaborative development environment with deeply integrated domain spe-
cific modeling features created using WebGME [33]. It combines model integrated computing with rapid

prototypical development of machine learning models. DeepForge presents machine learning models with
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four hierarchical concepts: Pipelines, Operations, Executions and Jobs. Operations are atomic functions
which accept inputs and return outputs. A Pipeline refers to a stack of tasks, such as data pre-processing,
training or testing. Executing pipelines results in the creation of Executions. A Job corresponds to the se-
lected operation along with its run status and metadata associated with its execution. DeepForge provides
built-in extensions to the state-of-art Keras/TensorFlow machine learning framework. It enables real-time

collaboration between modelers and analysts and uses strict version control for reproducible experiments.

2.4 Adversarial Machine Learning

Recent advances of machine learning especially deep neural networks enable lower thresholds for building
prediction models. However, current black-box nature of statistical inference systems make them vulnerable
to adversarial attacks [7] . In particular, deep neural networks are susceptible to adversarial examples [34],
which are synthetic perturbations added to original samples in a way that can misguide the original neural net-
work prediction systems. The field of adversarial machine learning has been active long before current deep
learning era for more than a decade [35], most work has put attention on classification problems. Moreover,
security and robustness in state-of-art deep machine learning models has aroused significant concern [36]
since the discovery of adversarial examples in current deep neural networks. However, adversarial regres-
sion, which is widely seen in cyber-physical system (CPS) settings, is still a relatively new problem [6; 37].
Consequently, for cyber-physical system applications even though prediction models can be built without
barrier using state-of-art deep neural networks, a more cautious view still needs to be taken due to potential
risks with this kind of learning-based components [10].

Complementary to the work showing adversarial threats, much efforts have been put on robustness im-
provement for current deep learning models. One popular defense technical path is improving model ro-
bustness during the training phase [38; 39; 40]. Research has shown that adversarial training with data
augmentation [41] helps in improving robustness of neural networks to adversarial attacks. Adversarial train-
ing improve model robustness on a single model and does not induce additional computation costs for model
deployment. For the inference phase, inducing randomization elements [42] has shown much potential. There
has been research [43] showing that random cropping, padding with resizing of the adversarial images re-
duces their effectiveness. A recent work [44] also suggests adding small random noises to one input for
several predictions and ensemble prediction results with the highest confidence class. However, these meth-
ods have only been specially designed for computer vision and classification tasks and cannot be applied
to other scenarios easily. For CPS settings like smart grids, we need a more flexible end-to-end robustness

improvement solution with assured quality of service.
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2.5 Machine Learning on Edge

Edge Computing shifts computations that are typically carried out in the Cloud to the network edge to ad-
dress the real-time latency needs of applications and to overcome the inordinate costs in transferring massive
amounts of data being generated at the edge to the cloud. This question is even more pronounced [45] for
resource-constrained edge computing/IoT, where traditional cloud computing is not always efficient for data
processing due both to higher costs involved in transferring large volumes of data produced at the edge of the
network to a distant cloud and also to the adverse impact on real-time response times expected by users of
services deployed at the edge [46]. This problem is particularly acute in scenarios where cameras with video
streams are involved [47] because compute intensive tasks, especially deep learning based machine learning
applications on these data, often require millions of operations for each inference [48].

Thus, to maintain low latencies and compliance with the power sensitivity of edge deployment, smaller
models [49] operating on more efficient hardware are preferred [50]. To that end, hardware acceleration tech-
nologies, such as field programmable gate arrays (FPGAs), graphical processing units (GPUs) and application-
specific integrated circuits (ASICs) among others, have shown significant promise for edge computing [51].
In a general sense, selecting a suitable hardware accelerator technology for a given computational task can
be regarded as finding out a hardware device placement and optimization strategy for a given topology. Prior
work has explored this general problem for service placement for edge computing [52; 53]. From a hard-
ware perspective, workload-specific accelerator placement frameworks for automobiles and unmanned air-
craft have been proposed [54; 55; 56]. In these workloads, energy usage is dominated by vehicles rather than
computational overhead. From a higher cloud-level point of view, research on device and service placement
also exists [57; 58].

Even with the proliferation of edge computing, it is worth pointing out the higher likelihood of hardware
access in realistic cyber-physical systems also brings new challenges [59]. There has been research work [60;
61; 62] showing the possibility of using hardware-specific side-channel information to steal model or data on

potential edge applications.
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CHAPTER 3

Grid Load Predictions under Stealthy Adversarial Attacks

Recent advances in machine learning enable wider applications of prediction models in cyber-physical sys-
tems. Smart grids are increasingly using distributed sensor settings for distributed sensor fusion and infor-
mation processing. Load forecasting systems use these sensors to predict future loads to incorporate into
dynamic pricing of power and grid maintenance. However, these inference predictors are highly complex and
thus vulnerable to adversarial attacks. Moreover, the adversarial attacks are synthetic norm-bounded modifi-
cations to a limited number of sensors that can greatly affect the accuracy of the overall predictor. It can be
much cheaper and effective to incorporate elements of security and resilience at the earliest stages of design.
In this paper, we demonstrate how to analyze the security and resilience of learning-based prediction mod-
els in power distribution networks by utilizing a domain-specific deep-learning and testing framework. This
framework is developed using DeepForge and enables rapid design and analysis of attack scenarios against
distributed smart meters in a power distribution network. It runs the attack simulations in the cloud backend.
In addition to the predictor model, we have integrated an anomaly detector to detect adversarial attacks tar-
geting the predictor. We formulate the stealthy adversarial attacks as an optimization problem to maximize
prediction loss while minimizing the required perturbations. Under the worst-case setting, where the attacker
has full knowledge of both the predictor and the detector, an iterative attack method has been developed to
solve for the adversarial perturbation. We demonstrate the framework capabilities using a GridLAB-D based
power distribution network model and show how stealthy adversarial attacks can affect smart grid prediction

systems even with a partial control of network.

3.1 Problem Overview
For electricity markets, the profit and safety is based on a dynamic balance between supply and demand. As
a result, an accurate demand prediction system is essential for the pricing strategy to maintain infrastructures
as well as to maximize the profit. For smart grids, service providers may try to reduce the uncertainties by
forecasting the demand of their customers. In particular, the accuracy of the forecasts improves aggregating
the demand of large groups of customers [13].

With recent developments of machine learning techniques especially deep learning, neural network pre-
diction models can be constructed to gain good results. Time-series network models from distributed meter
readings of different areas in the smart grid is useful in predicting the future load demands.

However, the complexity of current inference systems leads to vulnerabilities that can be exploited by
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adversarial attacks. In particular, deep neural networks are susceptible to adversarial examples, which poses
a great risk in current machine learning systems. Adversarial examples are synthetic modifications added
to original samples in a way that can misguide the neural network prediction systems. These are inputs to
machine learning models that an attacker has intentionally intercepted and disguised to cause the prediction
model to make mistakes [7].

Even though the field of adversarial machine learning has been active for more than a decade [35], most
work has been conducted on classification problems. Adversarial regression, which is widely seen in cyber-
physical system (CPS) settings, is still a relatively new topic. Moreover, since the discovery of adversarial
examples in current deep neural networks in 2013 [34], security and robustness in state-of-art deep machine
learning models has become a hot topic [36] and aroused significant concern. Consequently, even though a
power load prediction model can be built easily using state-of-art deep learning techniques, a more cautious
view still needs to be taken due to security issues that affect cyber-physical systems with integrated learning-
based components [10].

In a nutshell, accurate load forecasting in smart grids is critical for managing infrastructure through tar-
geted pricing and for maximizing profit. However, the hierarchical topology of power networks could lead to
partial compromise of the network. Testing and realizing these kinds of security risks becomes difficult due to
reliance on domain-specific knowledge for customizing the state-of-art machine learning techniques. To ad-
dress these issues in the power system CPS domain we followed a model-based design approach [63] [64] [31]
and developed our forecasting method and security testing framework using DeepForge [32].

In the following sections we attempt to put attention on the following objectives:

* Develop a model-based and cloud supported platform for rapidly designing and evaluating resilient

learning/testing settings for sensor network architectures.

* Present a general step-by-step framework that can formalize the security and resilience testing in dis-

tributed sensor networks under adversarial settings.

* Design a generic procedure that can be utilized to implement stealthy adversarial attacks on machine

learning predictors with the presence of self-checking detectors in sensor networks.

* Conduct a case study for distributed power network load forecasting and demonstrate potential risks

even with prediction procedures that incorporate anomaly detection algorithms.

The rest of the paper is organized as follows. Section II provides the motivation for evaluating security
risks in the power system. Section III illustrates the theoretical background of our adversarial attack evalu-

ation platform. Section IV presents a case study to demonstrate the capabilities of our platform by utilizing
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a power distribution network and simulating it with GridLAB-D. Finally, Section V concludes the paper and

draws remarks for future directions.

3.2 Motivation

A cyber-physical system (CPS) is an intersection of computers and the physical world [1]. The two domains
are connected with a multitude of sensors and/or actuators with dynamic system characteristics. In general,
sensor networks are tightly integrated and utilized in a CPS for dynamic control and decision making. On
the other hand, potential security risks in sensor networks can often be easily generalized and transferred to
specific application scenarios. In particular, for critical large-scale infrastructures like smart grids, a large
network of sensors are required to work together to support high-level decisions.

Machine learning techniques are required for smart CPSs to make decisions automatically and more
adaptive to the environment. For a smart grid power network, load forecasting models are learned and applied
to make predictions on future loads for efficient and profitable power system operations [65]. Research on
load forecasting have been conducted over thirty years [66] and the critical role of load forecasting in smart
grids have been demonstrated from various aspects [67].

In this paper, we attempt to explore the vulnerability of machine learning models in distributed sensor
network settings. We consider how smart meter readings from different sources in a power distribution
system are used for forecasting load using a pre-trained machine learning model. For a more realistic setting,
we also use an anomaly detector (trained from the same dataset as the prediction model) to see whether input
data deviates significantly from the nominal values.

In order to negatively impact the power system, the attacker can manipulate input data [68] to mislead
the predictor. We set reasonable flexible constraint settings on the attacker due to the physical extent of the
network and the cost of compromising individual sensors. In particular, we allow the attacker to modify a
limited number of meter readings with an upper bound on the modification ratio of each meter value. These
kinds of constraints enable the attack against the predictor to be stealthy enough to remain hidden from the
anomaly detector that is used along with the predictor. In the following sections, we present an architecture
for inference model learning and testing for sensor network settings, and demonstrate sensor network level

adversarial attacks using a power distribution network load forecasting case.

3.3 Methodology
In this section we provide more details on the underlying methodologies of our framework. We use state-of-
art tools of TensorFlow/Keras to build generic executable pipelines to show the prediction and attack tests

under flexible settings. This approach enables easier collaboration and potentially more effective dissemina-
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tion of testing results.

3.3.1 Model-Based Framework

To bridge the gap between domain specific application data and machine learning, our framework builds
on DeepForge [32]. DeepForge is a model-based and cloud-based collaborative development environment
with deeply integrated domain specific modeling features created using WebGME [33]. It combines model
integrated computing with rapid prototypical development of machine learning models.

DeepForge presents machine learning models with four hierarchical concepts: Pipelines, Operations,
Executions and Jobs. Operations are atomic functions which accept inputs and return outputs. A Pipeline
refers to a stack of tasks, such as data pre-processing, training or testing. Executing pipelines results in the
creation of Executions. A Job corresponds to the selected operation along with its run status and metadata
associated with its execution. DeepForge provides built-in extensions to the state-of-art Keras/TensorFlow
machine learning framework. It enables real-time collaboration between modelers and analysts and uses strict
version control for reproducible experiments.

To unify the data representation,we use a generalized input and processing data format for networked
sensor data. Each data input is a two-dimensional matrix consisting of data from n sensors involving 7' time
steps. As this is a simple notation, there may be optional pre-processing steps required to transform raw input
data into this format. For the grid load forecast case, the data of power meter sensor readings are numerical
values and our testbed allows normalization on input data to ease sequential processing steps.

To support the power domain we developed several reusable afomic operations such as data gathering us-
ing GridLAB-D simulator, pre-processing data, model training, and testing. We developed hybrid adversarial
attack methods ranging from single-step FGSM [36] to more complex adversarial attack settings. Figure 3.1
shows the key atomic operations (operation screenshot truncated) provided by our framework and a sam-
ple adversarial attack pipeline constructed using these components. For testing purposes, we also embed a
pre-trained prediction model as well as a detection model for the load forecasting case study.

Ten step-by-step pipelines ranging from simple train/test workflows to more complex attack/detection
evaluations are incorporated. All of these pipelines can be utilized and modified easily. This effectively
provides a highly user-friendly abstraction for domain-specific deep-learning applications.

We formalize the application and security testing procedure pipelines for sensor networks commonly used
in CPS and divide them into the following five major parts and provide targeted executable pipelines using

Tensorflow and Keras to generalize them for different scenarios:

* Basic predictor training/testing: This is the overall goal and a crucial step in the machine learning

model for the sensor network data implementation. A predictor training and evaluation pipeline is
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Figure 3.1: Creating Attack Pipelines using Generic Atomic Operations

provided for generic use.

* Adversarial attack on the prediction model: This involves a worst white-box attack setting that al-
lows users to test the robustness of the predictor. A few different adversarial settings are pre-built as
basic pipelines targeting maximizing prediction deviations from original predictions or simply maxi-

mizing or minimizing prediction results.

* Anomaly detector for the system: In practical uses, the user also holds an auto-encoder model to
detect anomalous sensors or to denoise the noisy sensor data. For the sensor network, we propose an
LSTM auto-encoder concerning the general requirement for multiple sensors involving multiple time

steps.

¢ Stealthy adversarial attacks: Considering the existence of an anomaly detector, the attacker can
currently conduct stealthy adversarial attacks to deviate the predictor as well as evading the anomaly
detector. Stealthy attacks need to consider both maximizing prediction loss as well as evading the

detector.

» Evaluation of attacks and defenses: Allow the user to test different system settings to explore the
robustness of the detection and prediction system. A general randomization-based exploration tool is

provided to experiment on potential strategies.
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3.3.2 Predictor Model

Predicting the total demand of the distribution system is essentially a multi-variate time-series regression task.
We solve the prediction problem using state-of-art methods based on Recurrent Neural Networks (RNNs). In
particular, we use a Long-Short-Term Memory (LSTM) network [69], which accepts data sequences as inputs
and returns a sequence of predictions. There is no universal standard for a good prediction model in realistic
tasks. However, for regression problems, typically the statistical metric of mean squared error (MSE) is used.

We use MSE for evaluating our models.

3.3.3 Anomaly Detector

In our literature survey, we did not find a detailed explanation for the origin of adversarial examples. However,
we could gather approximate reasoning of adversarial examples from "unexplored spaces’ or ’over-explored
spaces’ from higher dimensions [70]. This enabled us to determine key characteristics of adversarial examples
from a statistical point of view.

In this way, we can view adversarial examples as some kind of anomaly that needs to be detected. Previous
research conducted in detecting adversarial examples [71] [72] mostly focused on image classification tasks,
such as MNIST digit recognition or Cifar-10 object classification. A recent trend of detection seeks to make
this detector construction process more automatic via generative models [73] [74]. The basic intuition behind
these detection techniques is to judge whether the input sample is likely to be from the normal distribution of
the sample data [75].

Using machine learning models for anomaly detection in CPS has become more popular recently due to
improvements in both deep-learning techniques and computation power. Researchers have experimented with
auto-encoders [76] [77] [78] and generative adversarial networks [79]. It is worth pointing out that in CPS,
the input data formats vary significantly, which limits creation of a universal detection framework. Therefore,
we can only seek domain-specific or even case-specific solutions [78]. Here, for numerical data coming from
distributed sensors, we use an auto-encoder to build an anomaly detector.

Auto-encoder models learn internal representations with the objective f(x) = x mapping to the input itself.
In order to detect anomaly using an auto-encoder, a common procedure is to set statistical thresholds for the
residual between the original input and the reconstructed input. Most detection cases only need to give binary
outputs for the whole input sample. For the sensor network in our case study, we expect the detector to find
whether specific sensors in the network are likely to be compromised [80].

We set individual detection thresholds for each sensor meter in the network using a simple procedure.
After training the auto-encoder using the training data, we use the training data to compute the fitting error

(MSE) for all sensors and using maximum MSE of each sensor as the error threshold for anomaly detec-
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tion. During the prediction phase, the auto-encoder takes inputs and compares output residuals with the

pre-computed thresholds and generates a list of sensors with potential for adversarial attacks.

3.3.4 Stealthy Adversarial Attack

There are two important premises for a successful adversarial attack. First, the attack should not be detected
by the machine learning system it is attacking. Secondly, the attack should cause worse performance of the
machine learning prediction system. Based on these two general requirements, an adversarial attack can be
formulated as an optimization problem which attempts to find the best synthetic perturbations that maximize

the prediction loss while keeping the modification magnitude at a small enough level so as to go undetected.

3.3.4.1 LO-FGSM Attack
Among the various attack methods developed so far, one of the most well-known and popular is the FGSM

(Fast Gradient Sign Method) [36] which formulates the optimization using only a single equation:

n :E'Sign(vxj(evxvy)) (31)

Here 0 represents the parameters of the model, x represents inputs to the model, y refers to the targets
associated with x (for tasks with targets) and J(6,x,y) is the cost function used to train the neural network.
The magnitude constraint added to the original sample is represented by €. This method is quite simple and
intuitive. The attacker makes modifications to maximize the loss function, meanwhile as the modification
is small enough it actually preserves the original information structure. It is worth pointing out this attack
method regard the requirement of being stealthy as self-evident under the magnitude constraint of €.

We adapt our algorithm to CPS, which are highly complex with a data input space that is potentially
bigger than a fixed range. Algorithm 1 shows a single attack step to deviate this predictor. Note that each
meter (value in our input vector) has its unique regression case because the input range may not be in a fixed
area. Therefore, the deviation is denoted as a ratio rather than a fixed value. And the number of meters

allowed to be modified is also limited.

Algorithm 1 /p-FGSM Attack

Require: x(: original observation; f: predictor; J(f,x): cost function of predictor f according to input data
x; D: I, max deviation ratio; N: set of meters can be modified; allowModN: data selector to get values
from a set of meters.

Ax<+0,i+0

grad < VJ(f,xo)

grad < allowModN (grad,N)

Ax < Dxxxsign(grad)

return x+ Ax

oo e

22



3.3.4.2 Stealthy LO-IGSM Attack

Algorithm 1 generates simple single-step attacks, which suffer from two limitations. First, the non-linearity
of the predictor itself makes it almost impossible for a single-step to reach the optimal loss increase. On the
other hand, an out-of-distribution detector can detect those sensors which are modified large enough and thus
nullify the adversarial effects. For certain cases with detectors, the attacker can reformulate the optimization
problem into a joint form [81] to solve for the joint adversarial perturbation. However, the detector we are
using provides thresholds for individual sensors. which makes it difficult for such piecewise functions to be
formed together.

To address these two limitations, we apply an iterative approach to reach for a more optimal adversarial
perturbation. In practice, for each xg, our approach performs Numlter number of iterations with maximum
deviation ratio D, takes steps of step length ratio (1 + D)('/ Numlter) "and computes Ax using the gradient sign
method starting from the result of previous iteration. With the existence of a detector, intermediate results
are first checked with the detector to remove exposed parts and then sent into the next iteration for further

exploration. Algorithm 2 shows how we generate the stealthy attack.

Algorithm 2 Iterative Stealthy Attack

Require: x(: original observation; f: predictor; d: detector; J(f,x): cost function of predictor f according
to input data x; D: max. deviation ratio; N: number of sensors allowed modifying; allowModN: data
selector to get values from a set of meters; Numlter: number of iterations.
Ax+0,i+0
X < X
o — (1 +D)(1/Num1ter)
while i < Numlter do
grad0 < VJ(f,x)
grad < allowModN (gradO,N)
Ax < o xx*sign(grad)
AN «+ d(x+ Ax)
grad <+ allowModN (grad0,N — AN)
Ax + o xx*sign(grad)
11:  x+x+Ax
12: end while
13: return x

R A A ol S
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Essentially, Algorithm 2 is a hybrid attack combining Ly and L. constraints and the detection threshold
constraints. In practice, an attacker is allowed to modify Num meter readings with a maximum deviation
ratio D. For each input xy, we choose the most sensitive, but undetected, meters using their gradient values
for each iteration. Figure 3.2 shows a high-level execution pipeline as an example for a stealthy attack we
have implemented. In Figure 3.2, input artifacts like data and pre-trained models are shown in light blue and
operations in dark blue. An attacker fetches the pre-trained prediction models and data to attack and uses

the ’IGSM_stealth’ operation to generate adversarial perturbations. A generic prediction evaluation operation
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of ’ScoreModel’ is used on both original and adversarial samples. The adversarial impact can be computed
later based on the deviation from these two metric results shown as the overall output. The integrity of
model-based tools provides a simple framework combining different types of practical constraints and a low

computation complexity for fast prototypical tests.

training_power IstmEncoder_power

testing_power predictor_power

Figure 3.2: Stealthy Adversarial Attack Pipeline

3.4 Experiment Results
For demonstration purposes, we utilize a case study based on a medium-scale power distribution network
over time. It is worth noting that the prediction and attack evaluation strategies can also be generalized to

other distributed sensor network settings with no barrier.

3.4.1 Power System Setting

For this case study, we make a detailed simulation of an electric distribution system using GridLAB-D and the
prototypical distribution feeder model provided by the Pacific Northwest National Laboratory (PNNL) [82].
The distribution model captures the fundamental characteristics of distribution utilities in the US. Figure 3.3
shows the topological structure of the power distribution network. The figure shows the load data collection

mechanism for the distributed smart meter setting. Meters are connected to the user households and their
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usage data reports are transmitted to the control center in a hierarchical manner. In this case, we use the
prototypical feeder R1-12.47-3, which represents a moderately populated area. Furthermore, we added rep-
resentative residential loads to the distribution model using the script in [83]. In summary, our distribution
model has 109 commercial and residential loads, which in-turn include appliances such as heating, ventila-
tion, and air conditioning (HVAC) systems, water heaters, and pool pumps. GridLAB-D allows us to model
the response of the loads to weather and market’s prices, giving realism to the simulations.
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Figure 3.3: High-level Organization of the Power Distribution Network

For each hourly time step, the predictor takes loads from meter readings in the past 24 hours and also
takes into account the temperature data during the same period of time. After absorbing and formatting these
inputs, the predictor gives out the future total network load for the next hour. This prediction is conducted

iteratively to provide references for dynamic pricing or facility maintenance.

3.4.2 Results
We use DeepForge to build a load forecasting model for this power distribution network using techniques of
LSTM and deep neural networks. We use the historical data from 109 loads (both commercial and residential)

and the temperature during summer time (June to August) as inputs. The simulations also incorporate weather
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Figure 3.4: Load Prediction Illustration

data from Nashville, TN, to capture the impact of temperature in the electricity consumption. In this case, we
use the measurements of the past 24 hours to predict the total load during the next hour. We make predictions
every hour. Owing to the large-scale dataset generated for our problem, we chose a relatively large-scale
neural network that includes three LSTM layers (with 150 units) and two fully connected layers (with 500
units). Figure 3.4 shows an example of the load prediction. The predictor is trained from 90% of the total
data and leads to a mean squared error (MSE) of 0.1255 (units: Mega Volt-Amp) on the test dataset.

Along with the predictor, the power management system also holds an anomaly detector to detect whether
sensors are working normally. We use a hard-decision detector which only outputs the binary classification
results for sensors. The output for this detector is a vector with binary values indicating whether each meter
reading in the network is likely to be an anomaly. Figure 3.6 shows the confusion matrix for the anomaly
detector when 30% of meters in this network are added with a 20% level of Gaussian noise. The detector in
our experiments shows an overall detection accuracy of 98.1 under random Gaussian noise. However, as we
show later, this detector is still vulnerable to carefully designed adversarial attacks.

In our attack scenario, the sensor data is manipulated under constraints. At every time step, the attacker
can manipulate a fixed number of meters in the network (30% in our experiments). Moreover, for each meter,
the attacker is allowed to deviate the meter reading by a constraint level of 20%. This is a modification setting
that is equivalent to the noise level in the original detection test.

Figure 3.5 shows the modification ratio of one sample for the IterativeGSM attack. The horizontal axis

denotes the meter index and vertical index indicates multiple data for one meter sample. We can see that in a
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total of 109 meters, 32 (rate = 30%) meters can be modified by a ratio no more than 20%.

Ratio of Modification for Sensors 0.2

WW

Under same level of constraints, we explore four different adversarial attack settings (with and without

40 60 80 100

Figure 3.5: Modification Ratio for IGSM

detector):

* FGSM. Single step attack to maximize the deviation from the prediction

* IGSM. Iterative attack to maximize the deviation from the prediction

* DirectedGSM (reverse = 1). Iterative attack to minimize the predicted values

* DirectedGSM (reverse = —1). Iterative attack to maximize the predicted values

Figure 3.7 shows the confusion matrix for the anomaly detector when 30% of meters in this network are

added with a level of 20% adversarial perturbation. The most critical metric here is the false positive (FP) part
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Figure 3.6: Detector Results using 30% Meters with

Figure 3.7: Detector Results using 30% Meters with
20% Level Gaussian Noise

20% Level adversarial perturbation
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of the detection under adversarial perturbation. In contrast to the original detection results (see Figure 3.6),
the ratio of undetected adversarial meters shows an increase from 2% to 98%. This clearly demonstrates that
the generic stealthy attack procedure described above can evade static anomaly detectors with a very high
success rate.

To better evaluate the impact of adversarial attacks under detection settings, we updated the prediction
step using a straightforward anomaly removal strategy. After the anomaly detection step, the sensor detected
as abnormal from the input data space would be set as zero values. Thus, for the prediction, the abnormal input
data is deactivated and the resulting input data is only relied on the remaining (most likely normal) sensors. In
this way, the attacker only puts attention on the undetected part and tries to maximize the adversarial impact
while keep the perturbation stealthy.

Table 3.1 shows experiment results under different attack and defense settings. The detection and anomaly
removal strategy itself only brings in negligible deviations from the original predictions on normal data.
Unfortunately, adversarial attacks with full knowledge of the detectors can find out the worst case for the
predictor while still evading the detector. Our experiments show that the static detection and prediction
mechanism remains vulnerable under adversarial settings even when only a small portion of sensors in the
network are intentionally modified. A previous research [10] also explores the vulnerability of load forecast
system under adversarial attack on weather data, where the significance of the single variable for weather is

shown for the forecast design.

Table 3.1: Prediction Results (MSE) with Different Prediction Deployment Settings

Attack/ Original/  Adversarial/ Original/  Adversarial/
Detection Settings NoAttack  NoDetect StaticDetect ~ StaticDetect
Fast-GSM (rate=0.3,step_len=0.2) 0.1255 0.5375 0.1287 0.5322

Iterative-GSM (rate=0.3, step-

1en=0.01,step_num=20) 0.1255 0.7801 0.1287 0.7606
DirectedGSM (rate=0.3, step_len=0.01 0.1255 0.4785 0.1287 0.4913
,step_num=20, reverse=1)

DirectedGSM (rate=0.3, step_len=0.01 0.1255 1.025 0.1287 0.9899

,step_num=20, reverse=-1)

3.5 Conclusion

In this paper, we demonstrated how to evaluate security and resilience of load forecasting predictors for
a power distribution network. To enable rapid prototyping and evaluation, we introduced domain-specific
abstractions in the model-based platform of DeepForge to construct a testing framework. To illustrate the
capabilities of this framework, we used GridLAB-D for power network simulation, and provided various

configurable and flexible security test settings in different forms. Our experiments showed that CPS that use
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machine learning techniques for load predictions can suffer from worst-case stealthy bound-limited adversar-
ial attacks even under a partial network compromise.

Limitations of this work mainly lie in the following aspect. Our current investigation of the resilience of
the power distribution network uses a static dataset generated from GridLAB-D. Incorporating GridLAB-D
as a DeepForge extension would make it more flexible. This will enable GridLAB-D to work in a simulation-
in-the-loop manner with simultaneous learning. This means users will be able to define simulations in a
more flexible way that incorporates more kinds of user-defined uncertainties such as weather anomalies and

dynamic network changes.
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CHAPTER 4

Overcoming Stealthy Adversarial Attacks with DDDAS

For power distribution networks with connected smart meters, current advances in machine learning enable
the service provider to utilize data flows from smart meters for load forecasting using deep neural networks.
However, recent research shows that current machine learning algorithms for power systems can be vulner-
able to adversarial attacks, which are small designed perturbations crafted on normal inputs that can greatly
affect the overall performance of the predictor. Even with only a partial compromise of the network, an at-
tacker could intercept and adversarially modify data from some smart meters in a limited range to make the
load predictor deviate from normal prediction results. In this part, we leverage the dynamic data-driven appli-
cations systems (DDDAS) paradigm and propose a novel data repair framework to defend against these kinds
of adversarial attacks. This framework complements the predictor with a self-representative auto-encoder and
works in an iterative manner. The auto-encoder is used to detect and reconstruct the likely adversarial part in
the input data. Different reconstruction results come up given different sensitivity levels in detection. As new
data flows in each iterative time step, the service provider continuously checks the error of the previous pre-
diction step and dynamically trades off between different detection sensitivity levels to seek an overall stable
data reconstruction. Case studies on power network load forecast regression demonstrate the vulnerability of

current machine learning algorithms and correspondingly the effectiveness of our defense framework.

4.1 Problem Overview

Advances in machine learning have enabled prediction models to be applied to a range of cyber-physical sys-
tems yielding state-of-art performances, particularly smart power systems in need of tasks like power quality
classification [5] and load forecast regression. In modern smart grids, accurate load forecasting is critical
for managing the infrastructure through targeted pricing and predictive maintenance. Advances in machine
learning enable the service provider to utilize data flows from smart meters to perform load forecasting [13]
using a deep learning model. However, recent research [10] reveals that current machine learning algorithms
proposed for power system application scenarios can be vulnerable to adversarial attacks [7], which are inputs
with small designed perturbations added to normal ones that can adversely affect the overall performance of
the predictor [34; 36]. In partially compromised hierarchical power networks, an attacker could intercept
and maliciously modify data from some smart meters with small perturbations that can still make the load
predictor deviate from normal prediction results.

To address these issues, we adopt the dynamic data-driven applications systems (DDDAS) paradigm [84]
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Figure 4.1: Overall Workflow for Dynamic Data Repair under Adversarial Attack

in providing a novel data repair framework to defend against such kind of adversarial attacks as shown in
Figure 4.1. This framework extends our prior work [85] of a cloud-supported platform for sensor networks
(e.g, smart grid networks) to formalize general resilience testing procedures under adversarial settings using
the model-driven approach [32]. To the best of our knowledge, this work is the first to introduce such a kind

of dynamic data repair against adversarial attacks [72], and make the following contributions in this paper.

* We present a framework that can formalize the security and resilience testing in distributed sensor

networks under adversarial settings;

¢ We design an iterative dynamic data repair scheme of Dropout-Detect-Reconstruct-Tradeoff to boost

the robustness of data using the DDDAS paradigm for ongoing predictions; and

* We conduct a case study for distributed power network load forecasting to demonstrate potential risks
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for machine learning predictors and the efficiency of our defensive data repair framework.

This chapter is organized as follows. Section 4.2 illustrates the theoretical background of our adversarial
attack setting and dynamic data repair framework in a step-by-step manner. Section 4.3 presents a case
study to demonstrate the capabilities of our framework on a power distribution network. Finally, Section 4.4

concludes the paper and presents opportunities for future research.

4.2 Methodology

In this section we provide details of our approach. The techniques will be introduced following the execution
order of attack and defense. Our predictor is based on deep learning. Specifically, the model absorbs data
from distributed sensors and fetches their values from current and some time steps back to predict the total

system load for the next time step.

4.2.1 Model of Stealthy Adversarial Attacks
There are two important feature for a successful adversarial attack. First, the attack should not be ’obvious’
enough to be detected by the system it is attacking. Secondly, the attack should lead to *obvious’ performance
deviation in the compromised prediction system.

One of the most well-known and popular adversarial attack is the FGSM (Fast Gradient Sign Method) [36]

which formulates the optimization incorporating these two constraints using only one single equation:

n = ¢€-sign(V,J(6,x,y)) 4.1)

Here 0 represents the parameters of the model, x represents inputs to the model, y refers to the targets
associated with x (for tasks with targets) and J(0,x,y) is the goal loss function for deviating the neural
network. The magnitude constraint added to the original sample is represented by €. This method is quite
simple and intuitive. The attacker add fixed magnitude perturbations to maximize the loss function.It is worth
pointing out this attack method regards the requirement of being stealthy as self-evident under the fixed
magnitude constraint of €. This makes sense for computer vision cases where colorful images usually have
high pixel values(usually 255 max) and the degree change under this constraint is not very different from
the the range times a constraint ratio. For a realistic CPS scenario, settings become more complex with a
data input space that is potentially bigger than a fixed range as well as the adoption of anomaly detectors.
As a result, we reformulate an adversarial attack as an optimization problem which attempts to find the best
synthetic perturbations that maximize the prediction loss while keeping the modification magnitude at a small

enough level so as to go undetected.
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We adapt the general adversarial attack to CPS taking flexible settings into consideration with Algorithm
2 from our prior work[85]. Compared to the FGSM attack discussed above, this algorithm shows an iterative
attack that allows each meter (value in input data array) to have its unique modification value because the
input range may not be fixed. Therefore, the deviation is denoted as a ratio rather than a fixed value. And
the number of meters allowed to be modified is also limited by /[y Norm. We choose iterative attacks rather
than single-step attacks because the latter suffer from two limitations. First, the non-linearity of the neural
network itself makes it impossible for a single-step to reach the optimal loss increase. Secondly, chances
of being detected for these modified sensor would be increased with large modifications. Catering to these
limitations, we design this iterative attack for a more optimal perturbation.

In Algorithm 2, for each xg, our approach performs Numliter number of iterations with maximum de-

viation ratio D, takes steps of step length ratio (14 D)(1/Numlter)

, and computes Ax using the gradient sign
method from the output of previous iteration. With the existence of a detector, intermediate results are first

checked with the detector to remove exposed parts and then sent into the next iteration for further exploration.

Algorithm 3 Iterative Stealthy Attack

Require: x: original observation; f: predictor; d: detector; J(f,x): cost function of predictor f according
to input data x; D: max. deviation ratio; N: number of sensors allowed modifying; allowModN: data
selector to get values from a set of meters; Numlter: number of iterations.
Ax+0
X <— X
o — (1 _|_D)(1/Num1ter)
i+ 0
while i < Numlter do
grad0 < VJ(f,x)
grad < allowModN (grad0,N)
Ax < o xx*sign(grad)
AN <+ d(x+ Ax)
grad <+ allowModN (grad0,N — AN)
11:  Ax <+ oxxxsign(grad)
122 X4 x+Ax
13: i+i+1
14: end while
15: return x
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In summary, Algorithm 2 is a hybrid attack combining Ly, L. and the detection threshold constraints.
The attacker is allowed to modify a limited number of meter readings with a maximum deviation ratio D. For
each input xg, we modify the most sensitive but undetected meters and use their gradient values to maximize

the loss.
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4.2.2 Resilient Detection and Reconstruction

To mitigate adversarial impacts, first we need to be able to detect the adversarial data. There are two levels
of detection for adversarial attack on systems. The first one is a binary classifier to detect whether the input
data is under adversarial attack. The much deeper one is to detect what exact features in the input data are
adversarially modified. Previous work utilizing uncertainty in prediction results have shown high accuracy
in the first type of detection [81]. Our problem belongs to the more difficult second type and aims to detect
whether an exact sensor(with subset data) in the network is under attack.

One thing worth noticing is that applying dropout to adversarial example detection essentially utilizes
incomplete information of the system and therefore brings in the potential risk of false alarms. A widely
adopted strategy is to set thresholds for the detection results. Only when the sensor has been detected as
anomaly for more than a certain number of times will it be regarded as anomaly in this detector.

Based on all these discussions above, we design a general resilient detection strategy against adversarial
examples as shown in Algorithm 4. The detector takes input data and conducts a resilient detection for dctlter
iterations. After iterations of detections results will be gathered together and sensors detected as anomaly for

more than dctT hres times will be returned as anomaly.

Algorithm 4 Resilient Detection (resDetect)

Require: x: original observation; f: predictor; d: detector; AE: auto-encoder self-representation model;
dctlter: number of detection iteration; dctT hres: detection iteration threshold; FrequencyCount: counter
function to return index with a frequency higher than a threshold; Pg: detection dropout rate.

i< 0

. idxAdv < EmptyList

: while i < dctlter do

x' < DropOut(x, Pg)

idxAdv < idxAdv.append(d(AE (x') — x))

ii+1

: end while

. idxAdv + FrequencyCount(idxAdv,dctT hres)

: return idxAdv

Above we propose a resilient detection method against adversarial examples in a regression problem
on a sensor network. However, the overall goal is to minimize the predictor loss and make the prediction
results robust against adversarial attacks. From a coding point of view, resilient detection with randomization
elements can also be regarded as using a part of data to check the remaining part. The biggest difference
between resilient detection here and the error-correction code is the complexity of the data involved. In
communication systems usually binary data is considered while in the general learning and inference case
here, data can be real values and thus more difficult to analyze and modify.

We propose an approximate method here to make modified data closer to the original normal one. As the

detector itself is an auto-encoder learning to mapping to the data distribution itself, we can use this mapping to
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reconstruct the likely adversarial parts. We can then resend this reconstructed data to go through the resilient
detection and reconstruction again. We can either set a fixed number of reconstruction iterations or continue
this process until the reconstructed data converges. This resilient correction is inspired by low-density parity

checking(LDPC) from coding in communication theory[86]. This whole pipeline is shown in Algorithm 5.

Algorithm 5 Resilient Correction (resCor)
Require: x: original observation; f: predictor; d: detector; AE: auto-encoder self-representation model;
NumCor: number of correction iteration; resDetect: resilient detection function from Algorithm 4.
ret < X
idxAdv <— EmptyList
i< 0
while i < NumCor do
idxAdv < resDetect(ret)
tmp < ret
ret[idxAdv] < 0
ret[idxAdv] < L(AE (ret)[idxAdv] + tmplidxAdv))
i+i+1
end while
return ret

Do AN A o

—_
- O

4.2.3 Iterative Dynamic Repair
The resilient detection and reconstruction procedure is configurable and sensitive to measurements. One key
property for prediction tasks like load forecasting is that as new data flows in continuously, the system can
utilize new data to validate the quality of previous predictions for which the DDDAS paradigm [84] is best
suited to provide adaptive data repair against adversarial attacks as shown in Algorithm 6.

For the resilient detection and reconstruction, given a fixed dropout rate, the sensitivity can be adjusted
with the number of detection iteration (dctlter) and the detection iteration threshold (dctT hres). Given the
infinite number of combination settings for the resilient detection, we consider three settings with the least

computation burden (sensitivity from high to low):
o x1in2t < resCor(x,dctlter =2,dctThres = 1)
o xlinlt < resCor(x,dctlter = 1,dctThres = 1)
o x2in2t < resCor(x,dctiter =2,dctThres = 2)

We implement adjustments in iterative time steps to seek a balanced trade-off between sensitivity levels.
These three settings lead to three detection and reconstruction sensitivity levels from high to low. And we
implement adjustments in iterative time steps to seek a balanced trade-off between sensitivity levels. As a
result, the overall prediction result with dynamic repair is computed as a weighted sum of these three resilient

reconstructions[38]. For each time step, the system checks the previous prediction deviations from these three
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Algorithm 6 Dynamic Repair (dynRepair)

Require: x: original observation data flow; f: predictor; NumTime: number of execution time steps; resCor:
resilient correction function; ErrT hres: ideal prediction error threshold; refurn: return function for each
time step; y: ground truth value.

1: o0 =[1.0,0.0,0.0], Qpigs = 0.05, x < x[0],7 < 1

2: pred,predlinl, predlin2, pred2in2 <— EmptyList

3: xlinlt < resCor(x,dctlter = 1,dctThres = 1), predlinl.append(f(xlinlt))
4: x1in2t < resCor(x,dctlter =2,dctThres = 1), predlin2.append(f(x1in2t))

5: x2in2t + resCor(x,dctlter = 2,dctThres = 2), pred2in2.append(f(x2in2t))

6 ]

7

8

9

: pred|0] < predlinlt = a[0] 4 pred1lin2t x a[1] + pred2in2t x o,[2]

: while ¢t < NumTime do
resPrel < abs(pred[t — 1] — y[t — 1], resPre2 < abs(pred|t — 2] — y[t — 2]
if > 1 and resPrel > ErrThres and resPrel > resPre2 then

10: reslinl < abs(predlinl[t — 1] — y[t — 1])
11: reslin2 < abs(predlin2[t — 1] — y[t — 1])
12: res2in2 < abs(pred2in2[t — 1] — y[t — 1])
13: idx = argmin([reslinl, reslin2, res2in2|)
14: O 4 O — Opigs, OLlidx] < aufidx] + 3 * Opias
15:  endif

16:  x« x[t]

17:  xlinlt < resCor(x,dctlter = 1,dctThres = 1), predlinl.append(f(xlinlt))
18:  xlin2t < resCor(x,dctlter =2,dctThres = 1), predlin2.append(f(x1in2t))
19:  x2in2t < resCor(x,dctlter =2,dctThres = 2), pred2in2.append(f(x2in2t))
20:  pred|t] < f(xlinlt)* o[0] + f(x1in2t) * a[1] + f(x2in2t) * a[2],

21:  return(pred[t]),;t <t +1

22: end while

levels and allocate higher weights on the least deviated reconstruction level. This weight update occurs when
the deviation of the last step is larger than an expected threshold and the overall prediction deviations for the
last two past time steps get an increase. In this way, the system dynamically adjusts the weights for these
three sensitivity levels in an iterative manner and seeks a stable data repair based on reconstructions over the

time steps. The full implementation is shown in Algorithm 6.

4.3 Evaluation

4.3.1 Power System Setting

For data collection, we conduct a detailed simulation of an electric distribution system using GridLAB-D
provided by the Pacific Northwest National Laboratory (PNNL) [82]. We selected the prototypical feeder of
amoderately populated area RI-12.47-3, and included representative residential loads like heating, ventilation
and air conditioning (HVAC) systems to the distribution network model [83]. In summary, our distribution
model has a total of 109 commercial and residential user loads. Smart meters are connected to end users and
their usage data reports are transmitted to the upper-level control center in a hierarchical manner. For each
hourly time step, the prediction model takes load data from distributed meter readings in the past 24 hours

and also takes into account the temperature data for the same period of time. We build a load forecasting
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model for this power distribution network using a relatively large LSTM deep neural network (with 3 LSTM
layers of 150 units and 2 fully-connected layers of 200 units). The predictor on the clean data generates a
mean squared error (MSE) of 0.1255 (Mega Volt Amp) on the test data set for a total of 216 time steps.

The attack scenario is a manipulation of sensor data under reasonable constraints with full knowledge of
the prediction and detection model. In each time step, the attacker can manipulate a fixed number of meters in
the network (10% — 50% in our experiments). Moreover, for each meter, the attacker is allowed to deviate the
meter reading by a limited level of 20%. Under these constraints, we generate stealthy adversarial examples

using the iterative attack method.

4.3.2 Evaluating Reconstruction and Repair
We evaluate our dynamic data repair framework on various settings. We propose results based on strong
attacks with a maximum modification ratio of 20% for compromised sensors.

Figure 4.2-4.6 show the experiment results under different attack rates with 80 detection iterations and
10% detection dropout rate through 216 test time steps. To clearly show the impact of adversarial attack and
on the other hand the efficiency of our defense framework, we show results for different settings in two ways.
The left Figure (a) shows absolute prediction deviations from normal prediction results. And the right Figure
(b) shows mean absolute prediction deviations of current prediction and all ones prior to current time step.

Figure 4.2 shows the prediction results when 10% of sensors in the network are compromised. Figure
4.3 shows the prediction results when 20% of sensors in the network are compromised. We can see that
for the pure adversarial data, the mean absolute deviation would be able to reach the level of 0.3(unit Mega
Volt Amp) even though only 20% of meter readings are modified. This further proves the significance of
the adversarial vulnerability problem we are trying to investigate in this paper. For both these 10% and 20%
cases, pure resilient reconstruction gains the best performance. The combination of dynamic data repair still
keeps a good enough performance(reducing error to less than 1/2 of pure adversarial) but leads to a little
higher overall deviation than the pure resilient reconstruction.

Figure 4.4 shows the prediction results when 30% of sensors in the network are compromised. This is the
same modification setting as the previous discussion shown in Figure 3.5 and Figure 3.7. The combination of
dynamic data repair starts to outperform the pure resilient reconstruction defense setting after the very first
load peak where the adversarial prediction deviates the most.

Figure 4.5 shows the prediction results when 40% of sensors in the network are compromised. The combi-
nation of dynamic data repair has shown an obvious better performance than the pure resilient reconstruction
defense setting throughout the working process.

Figure 4.6 shows the prediction results when 50% of sensors in the network are compromised. From
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Predictions under 10% Attack Rates with 0.1 dropRate

Load Prediction/MVA

i

—— Original

—— Adversarial

—— resRec

—— resRec+dynRepair

0 50 100 150 200

Time Steps/hour

Prediction Deviations under 10% Attack Rates with 0.1 dropRate

0.8

0.6+

0.4

Absolute Deviation/MVA

—— Adversarial
—— resRec
—— resRec+dynRepair

e ©
NN
o w

Cumulative Deviation/MVA
o
'_l
[9,]

0 50 100 150 200

Time Steps/hour
Stepwise Mean Deviations under 10% Attack Rates with 0.1 dropRate

—— Adversarial
—— resRec
—— resRec+dynRepair

0 50 100 150 200
Time Steps/hour

Figure 4.2: Predictions under 10% Compromise and 10% Detection Dropout Rate. From above to bottom,
three figures show: (1) Adversarial Regression Results; (2) Absolute Prediction Deviation; (3) Cumulative
Mean Absolute Deviation.

our empirical analysis, with the ratio of compromised sensors reaching 50%, the adversarial impact gets an
obvious increase and even though the correction procedure mitigates the adversarial impacts it cannot further
reduce the mean absolute deviation to the level of 0.3(unit Mega Volt Amp) and from a deployment point of
view this might not come up with an overall practical performance. This may also indicate the premise of
the resilient detection is the completeness of the data, which will certainly be violated if the ratio of sensors

under attack reaches 50%.
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Predictions under 20% Attack Rates with 0.1 dropRate
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Figure 4.3: Predictions under 20% Compromise and 10% Detection Dropout Rate. From above to bottom,

three figures show: (1) Adversarial Regression Results; (2) Absolute Prediction Deviation; (3) Cumulative
Mean Absolute Deviation.

We present experiment results under more flexible settings in Table 4.1. The table includes experiment
results under four levels of detection dropout rate: 5%, 10%,20%,30% with 20,40,60,80 reconstruction
cycles. The error metric we choose to show here is the most commonly used mean squared error(MSE) over
the test dataset. For different attack rates, best defense settings are marked in dark black. We can see that low
detection dropout rates with more detection cycles usually show more stable prediction performances.

From figures above we can also see that adversarial impacts in this load forecast case usually occurs at
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Predictions under 30% Attack Rates with 0.1 dropRate
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Figure 4.4: Predictions under 30% Compromise and 10% Detection Dropout Rate. From above to bottom,
three figures show: (1) Adversarial Regression Results; (2) Absolute Prediction Deviation; (3) Cumulative
Mean Absolute Deviation.

peak points. And the data repair framework successfully decreases prediction deviations at these vulnerable
points without much impact on other locations. On the other hand, these experiment results also clearly show
the trade-off caused by the iterative data repair. With a large number of detection iterations, the chance of
being totally stealthy for an adversarial sensor is reduced to a neglectable level. Meanwhile, low threshold
settings lead to obvious negative impacts caused by false alarms. And this sensitive repair might lead to an

unstable prediction performance over time steps. As shown in our experiments, this potential risk is most
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Predictions under 40% Attack Rates with 0.1 dropRate
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Figure 4.5: Predictions under 40% Compromise and 10% Detection Dropout Rate. From above to bottom,
three figures show: (1) Adversarial Regression Results; (2) Absolute Prediction Deviation; (3) Cumulative
Mean Absolute Deviation.

obvious when the detection dropout rate is high. As a result, the combination of a relative low detection
dropout rate along with more iterations would usually lead to smoother and more stable performances.

In summary, we show the efficiency of our dynamic data repair framework. One important feature of our
framework is that it takes advantage of existing pre-trained models in a resilient way. This means it can be

combined with other defense techniques with no barrier. Furthermore, it is a generalized prediction model
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Predictions under 50% Attack Rates with 0.1 dropRate
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Figure 4.6: Predictions under 50% Compromise and 10% Detection Dropout Rate. From above to bottom,
three figures show: (1) Adversarial Regression Results; (2) Absolute Prediction Deviation; (3) Cumulative
Mean Absolute Deviation.

deployment strategy to improve robustness that could be easily applied to various learning settings.

4.4 Conclusion
This paper demonstrated how to analyze and improve the robustness of learning-based prediction models
in power distribution networks using the DDDAS paradigm. Given the existence of threats from stealthy

adversarial attacks, we first designed a resilient detection and reconstruction strategy using randomization
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Table 4.1: Prediction Mean Squared Error(MSE) Under Different Attack and Defense Settings

adv resRec/numCycle resRec+dynRepair/numCycle
drop | /% | MAET | advEr 5 40 60 80 20 40 60 80

1% 10 | 0.126 0.173 0.152  0.144 0.142 0.141 | 0.146 0.147 0.150 0.149
20 | 0.126 0.311 0.211 0.163  0.148  0.143 0.170  0.159  0.155  0.149
5 30 | 0.126 0.538 0.380  0.300 0.257  0.232 0.281 0.216  0.197  0.188
40 | 0.126 0.921 0.729  0.626  0.559  0.523 0.566  0.442 0345 0.301
50 | 0.126 1.329 1.090 0979 0909 0.862 | 0876 0.719 0.581  0.500
10 | 0.126 0.171 0.139 0137 0.138  0.139 | 0.152 0.148  0.146  0.147
20 | 0.126 0.311 0.174  0.144  0.139  0.139 | 0.158 0.150 0.152  0.168
10 30 | 0.126 0.538 0310 0.236  0.211  0.200 0224 0.183 0.179 0.179
40 | 0.126 0.921 0.632 0524 0481 0.464 0.406 0293  0.270  0.267
50 | 0.126 1.329 0984 0.859 0.808 0.784 0.688 0.526 0477 0455
10 0.126 0.173 0.139 0.146 0.145 0.145 0.140 0.153 0.150 0.151
20 | 0.126 0.311 0.142  0.139  0.138 0.171 | 0.160  0.300 0.308  0.286
20 30 | 0.126 0.538 0.229  0.201 0216 0218 | 0.182 0.192 0229 0.273
40 | 0.126 0.921 0.541 0473  0.459  0.457 0912 0994  0.803  0.760
50 | 0.126 1.329 0.850 0777  0.767  0.759 0.567 0.527  0.559  0.579
10 | 0.126 0.173 | 0.139  0.140 0.139  0.139 | 0.147 0.140 0.138  0.142
20 | 0.126 0.311 0.138  0.138  0.139  0.139 | 0.150 0.148  0.139  0.139
30 30 | 0.126 0.538 0.219 0201  0.202  0.201 0.197 0184 0.197 0213
40 | 0.126 0.921 0.521 0.491  0.488  0.485 0378 0388 0429  0.462
50 | 0.126 1.329 0876  0.842 0.840 0.838 | 0598 0.644 0.699  0.786

elements. We then proposed a practical, iterative dynamic data repair strategy to seek an optimal trade-off
between reconstruction results from different sensitivity levels. Our work not only shows the importance of
introducing randomization elements to increase robustness in learning-based systems but also the effective-
ness of deviation feedback for predictions on-the-fly. The limitation of this defense framework is also clear.
Even though our defense framework has shown promising results, the computation cost for an optimal de-
fense efficiency can be very high thereby requiring new approaches to simplify and accelerate computations

for real time applications.
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CHAPTER 5

Adversarial Data-Driven Prognostics

Deep learning has shown impressive performance across a variety of domains, including data-driven prog-
nostics. However, research has shown that deep neural networks are susceptible to adversarial perturbations,
which are small but specially designed modifications to normal data inputs that can adversely affect the qual-
ity of the machine learning predictor. We study the impact of such adversarial perturbations in data-driven
prognostics where sensor readings are utilized for system health status prediction including status classifi-
cation and remaining useful life regression. We find that we can introduce obvious errors in prognostics by
adding imperceptible noise to a normal input and that the hybrid model with randomization and structural
contexts is more robust to adversarial perturbations than the conventional deep neural network. Our work
shows limitations of current deep learning techniques in pure data-driven prognostics, and indicates a poten-
tial technical path forward. To the best of our knowledge, the work in this chapter is the first to investigate
the implications of using randomization and semantic structural contexts against current adversarial attacks

for deep learning-based prognostics.

5.1 Problem Overview
Machine learning has gained much attention to solve a variety of challenges in cyber-physical systems (CPS).
Data-driven methods, particularly deep learning, have made deep strides in health management and prognos-
tics, such as anomaly detection and remaining useful life estimation. For a relatively complex system with
a number of sensors, the service provider can utilize data flows from multiple smart data sources to perform
data-driven prognostics using a deep learning model. However, recent research in prognostics has shown
that statistical learning methods, e.g., deep neural networks, are susceptible to small adversarial perturba-
tions, which are small but specially designed modifications to normal data inputs that can adversely affect the
quality of the machine-learned predictor [87]. For instance, owing to the deployment of external sensors in
many application scenarios, an attacker could intercept and maliciously modify sensor readings to conduct
these kinds of adversarial attacks, which could subsequently lead to critical damage caused due to inaccurate
system health status evaluation.

We study the impact of such adversarial perturbations in data-driven prognostics as shown in Figure 5.1.
Data-driven prognostics methods are suitable for scenarios where complete analytical models of the physics
are difficult or impossible to formulate. In this context, recent research has shown the success of combining

physics-based semantic information [28] with pure data-driven prognostics. For this paper, two typical prog-
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nostics problem settings comprising classification and regression are considered [23]. In the classification
setting, the model predicts the remaining useful life of the system in a certain range and outputs a categorical
result to indicate to which health status category the system belongs to. In the more general regression setting,

the model outputs a numerical prediction value for the remaining useful life.
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Figure 5.1: Overall Workflow for Robustness Evaluation of Deep Learning-based Prognostics on Conven-
tional & Hybrid Models (with Randomization and Structural Contexts)

We demonstrate our ideas using the widely-used C-MAPSS turbine engine dataset [88].We explore the
vulnerability of prediction models and potential ways to defend against adversarial attacks.To the best of our
knowledge, this work is the first to investigate the implications of using semantic structural contexts against
current adversarial attacks for deep learning-based prognostics [§9]. We find that we can introduce obvious
errors in prognostics by adding imperceptible noise to a normal input and that the model involving random-
ization and structural contexts is more robust to adversarial perturbations. Our work highlights the limitations
of current deep learning techniques in pure data-driven prognostics, and presents a potential technical path
forward.

We make the following contributions in this paper:

* We present a framework that can formalize the security and resilience testing in data-driven prognostics

settings.
* We show the vulnerability of deep learning prognostics models under various settings.

* We investigate the possibility of inducing randomization elements and semantic structural context to

mitigate adversarial impacts.

* We conduct a robustness case study using the engine degradation dataset on typical applications of

health status classification and remaining useful life prediction.

The rest of the chapter is organized as follows. Section 5.2 provides the motivation for evaluating and

mitigating security risks in data-driven prognostics. Section 5.3 illustrates the theoretical background for our
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adversarial attack and defense settings. Section 5.4 presents a case study to demonstrate the capabilities of
our framework on the C-MAPSS turbine engine dataset [90]. Finally, Section 5.5 concludes the paper and

alludes to future research directions.

5.2 Motivation

It is essential for service providers to maintain a capability to monitor and predict the health status of their
system. Two primary system modeling technical paths have been widely used including model-based and
data-driven. Classical model-based methods assume that the model must be accurate enough to depict sys-
tem behaviors, e.g., Bond Graphs [24] or analytical battery physical systems [91]. These methods need to
know formally how different components of a system interact and how the system output can be computed
analytically. For many real-world cases, however, due either to partial knowledge or the system’s large-scale,
it becomes impossible to reveal the pattern in a detailed analytical way. Consequently, as the complexity of
the system increases and the amount of generated data volumes increases, data-driven health management
and prognostics are preferred [92].

Recent advances in machine learning, particularly deep neural networks, enable a lower threshold for
building a prediction model for health management and prognostics. However, deep neural networks are
susceptible to adversarial attacks, which are a small amount of additional data designed as perturbations to
misguide the original neural network prediction systems. Recently, the impact of adversarial examples in
deep learning [34] has given rise to many concerns [36].Prior research [7] has shown how these adversarial
examples can pose threats to current machine learning systems. Most prior work in the field of adversarial
machine learning during the past decade has paid attention to classification tasks [35]. As regression tasks
start playing an increasingly important role in CPS scenarios, the topic of adversarial regression is attracting
more research attention.

For the health management and prognostics field, deep learning techniques have shown to be success-
ful in a number of tasks like power disturbance classification [5] and remaining useful life prediction [93].
Consequently, even though a health prediction model could be built easily using state-of-the-art deep neural
networks and tool-flows, a more cautious view still needs to be taken due to potential risks of adversarial
attacks with these kind of learning-based components [87].

In a nutshell, although accurate status classification or prognostics is critical for efficient data-driven
health management, the vulnerability in this broad practical scenario has not been carefully investigated to
date. To address these issues in the prognostics and health management domain, we propose an approach
to show model vulnerabilities from domain-specific settings and explore some potential ways to mitigate

underlying adversarial impacts.

46



5.3 Methodology
In this section we delve into the details of the underlying methods used in our framework. These methods
will be introduced in a step-by-step manner following the evaluation execution path of attack and defense on

neural network predictors.

5.3.1 Adversarial Attack
As discussed above, attacks on neural network-based prognostics are essentially small adversarial data mod-
ifications. There are two important features for a successful adversarial attack. First, the attack perturbation
should not be "obvious’ enough to be detected by the system that it is attacking. Secondly, the attack should
lead to *obvious’ performance deviation in the compromised prediction system.

Overall, given a model f(-), one well-recognized way to define an adversarial attack [94] is the worst-case
target loss L for a given perturbation budget defined by an € bounded distance magnitude D(x,x") between

the original data point x and the perturbated data point x’.

max  L(f(x),y) (5.1)

x'D(xx')<e

It is worth pointing out that the attack methods often regard the requirement of being stealthy as self-evident
under the fixed maximum magnitude constraint of €. This can be generalized to data with or can be pre-

processed into a fixed range using techniques like MinMax Normalization [95].

5.3.1.1 Gradient-based Attack
Based on the two features above, we can regard an adversarial attack against a prediction model as an opti-
mization problem. The goal of this optimization problem is to solve for an adversarial perturbation on the
original data input that on one hand maximizes the target loss function and on the other hand be under some
realistic constraints. Here we consider a white-box setting where an attacker can obtain full knowledge of
the prediction model. In this way, the attack procedure would be a gradient-based optimization computa-
tion using the loss function. We select two typical adversarial attack methods of Fast Gradient Sign Method
(FGSM) and Projected Gradient Descent (PGD).

FGSM (Fast Gradient Sign Method) [36] is one of the most well-known and popular adversarial attack
methods. It formulates the optimization problem incorporating these two constraints using only one single

equation:

X' = clipyo y{x+€-sign(VL(f(x'),y)} (5.2)
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Here, x represents inputs to the model and is assumed to be in the range of [0, 1], y refers to the targets
associated with x (for tasks with targets) and L( Fi), y) is the goal loss function for deviating the neural
network predictor f(-). The magnitude constraint added to the original sample is represented by €. This
method is quite simple and intuitive. The attacker adds fixed magnitude perturbations to maximize the loss
function.

PGD (Projected Gradient Descent Method) [96] is recognized as a universal attack procedure and by far
one of the strongest attack methods. Instead of starting from the exact data point, it starts from a random
perturbation in the ||{||, norm ball around the input sample. It then utilizes the FGSM approach but with a
much smaller gradient step towards the greatest loss and projects the perturbation back into the allowed ||/|| »
ball range. In contrast to one-step FGSM, PGD iteratively adds small perturbations using updated gradients.

With the same maximum level magnitude of the perturbation, PGD proves to be much stronger than FGSM.

5.3.1.2 Adversarial Goal Setting

In a real-world CPS scenario, the settings become more complex with a data input space that is potentially
larger than a fixed range. As a result, we reformulate an adversarial attack as an optimization problem
which attempts to find the best synthetic perturbations that maximize the prediction loss while keeping the
modification magnitude at a small enough level so as to go undetected.

In CPS settings not only do input data formats show more complex patterns, the adversarial attack goals
can also be more flexible than, say, computer vision classification tasks. For an adversarial regression sce-
nario like remaining useful life prediction, we propose three adversarial attack settings using corresponding
loss functions: Mean Squared Error (to maximize absolute prediction deviation), Maximization (to maxi-
mize prediction value) and Minimization (to maximize prediction value). The latter two are not commonly
discussed but would be extremely meaningful for health management and prognostics application scenarios

where the cost of underestimating or overestimating could be high and unbalanced [90].

5.3.2 Randomization-based Defense

Although there has not been an overall defense technique for existing adversarial attacks [97], previous ro-
bustness improvement works that induced randomization elements have shown a high success rate in terms
of detecting adversarial examples [81]. As redundancy design is a significant ideology toward higher system
reliability, it is intuitive to combine this internal ideology with a probabilistic implementation. Therefore,
we choose two typical randomization-based methods and further propose a potential way utilizing semantic

structural contexts to help mitigate adversarial impacts in data-driven prognostics.
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5.3.2.1 Gaussian Augmented Adversarial Training

One mainstream defense technique that has attracted much attention is improving model robustness during
the training phase. Research has shown that data augmentation during training using Gaussian data augmen-
tation [41] helps in improving robustness of neural networks to adversarial attacks. The intuition behind this
is straightforward: in the high dimensional space, data points within a ||/|| , ball range should own the same
label. Based on this assumption, the original training dataset can be extended by adding a norm-bounded
Gaussian noise but with the same label. The training based on this extended dataset generates more resilient

models against small perturbations.

5.3.2.2 Input Dropout Inference

In the inference phase, there has been research [43] showing that random cropping or random padding with
resizing of the adversarial examples reduces their effectiveness. Furthermore, randomly deactivating input
neurons in the inference phase [42] has also been discussed. For the model deployment strategy, a recent
work [44] adds small random noises to one input for several predictions and suggests the ensemble of predic-
tion results with the highest probable class. However, these methods have only been under trial on computer

vision and classification tasks and cannot be applied to other scenarios directly.

5.3.2.3 Generalized Random Ensemble
Based on the above discussions, we design a generalized model application strategy against adversarial ex-
amples using randomization elements applicable for both classification and regression problems.

The system holds a predictor and a self-representative auto-encoder detector for reconstruction. Given
a data input, the system randomly sets input feature values to zero at a dropout rate level Pr. We discuss
two kinds of dropout here: (1) Normal Dropout with a constant rate on all features and (2) SemanticDropout
using system structural contexts to assign features with different dropout rates as shown in Algorithm 7. The
intuition behind this SemanticDropout is to decouple most correlated features from the same sub-component
that are most likely to be adversarially modified in the same direction. Then the data with deactivated values
is sent to a self-representative auto-encoder to recover the matrix. This recovered data is then used for
prediction. This {Drop => Reconstruct => Predict} procedure is conducted repeatedly for nlzer iterations
and generates nlter sets of predictions.

To deal with the classification problem, the output matrix contains likelihood values for classes. We sort
these likelihood values for each class. The likelihood for one class is computed as the sum of the results of
the highest nT hres rounds. The overall classification result refers to the class with the highest sum value.

To deal with regression problem, the system first uses some training data with the trained model and
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generate some adversarial examples using deviation maximization loss function (like mean squared error).
These adversarial data from training data would be used to decide whether the model is more likely to be
adversarially-maximized or adversarially-minimized or equal likely. Given that the output matrix contains
numerical prediction values from the step above, we sort these prediction values for nlter rounds. If the
model is adversarially-maximized, the final prediction result would be the mean value of the smallest nT hres
prediction results. In contrast, if the model is adversarially-minimized, the final prediction result would be
the mean value of the largest nT hres prediction results. Otherwise, the final prediction result would be the

mean value of the median nT hres prediction results.

Algorithm 7 Semantic Dropout

Require: x: original observation with nFeature feature rows; ad jMat: adjacency matrix of features (same
sub-component features regarded as adjacent); CorrCoef: correlation matrix computation function; Dot:
dot product; Dropout: normal dropout function; MinMaxScale: function to scale inputs into a range
between a min and max value; Pg: base dropout rate.
xcorr < Abs(CorrCoef(x))

Diag(xcorr) <0

Diag(xcorr) + MaxByRow(xcorr)

ad jCorr < Dot (ad jMat ,xcorr)

+ Dot (xcorr,ad jMat)
ad jCorrMean < MeanByRow(ad jCorr)
6: ad jCorPr + MinMaxScale(ad jCorrMean,
min = 0.5Pg,max = 1.5Pg)
7. xSemDrop < x.copy()
8: while i < nFeature do
. xSemDropli] < DropOut(xli],ad jCorPrli])

10: i+ i+1

11: end while
12: return xSemDrop

LA

W

5.4 Evaluation

For demonstration purposes, we conduct a case study using the widely-used C-MAPSS jet engine degradation
dataset [88]. It is worth pointing out that the proposed attack and defense settings as well as implementation
methods can also be generalized to other data-driven health management and prognostics settings without

any constraints.

5.4.1 Dataset Description

The C-MAPSS dataset [88] was initially generated for the PHMO08 Data Challenge. It is a dataset for data-
driven remaining useful life (RUL) prediction for jet turbofan engines. The standard version has four sub-
datasets consisting of running data of the engine under a certain mode. The engine starts degrading from a

time point and breaks down (RUL=0) at the end of the running cycle. Apart from time label, there are 24

50



features for each data point as shown in Table 5.2. The first three are the three operational settings (does not
state exactly what they represent) that have a substantial effect on engine performance.The remaining ones
represent the 21 sensor values.Some researchers also use trends to make a initial selection on features [98] to
guarantee that the selected features have relative clear trends throughout the degradation process [99]. As we
are trying to demonstrate the potential risk of data-driven predictors, we only choose the first set D001 for
our experiments here. There are some data preparation steps that could be applied on this dataset including
duplicate removal and normalization like MinMax [95] or Batch normalization [100]. We implement MinMax

normalization to transform feature values into a fixed range of 0 and 1.

5.4.2 System Models

Since we focus on sequence analysis, we choose the method of long short-term memory (LSTM) net-
work [69]. A recurrent LSTM network enables us to input sequence data into a network, and make pre-
dictions per individual time steps of the sequence data. Given its good support for time series, LSTMs have
been widely used for data-driven prognostics [101] for more than a decade [102]. Our work makes use of
recurrent neural networks in two ways using sensor readings of different components. One is to to predict
the health status or remaining useful life. The other is to use an LSTM auto-encoder to help reconstruct data
matrices with deactivated zero values after randomization executions. The input dimension is 50 x 24 indicat-
ing 24 features across 50 time steps. For the health predictor, we include two LSTM layers with 100 units.
The status classifier has a Sigmoid (binary classification) or Softmax (multi-class classification) activation
layer to generate likelihood for classification outputs. The regression predictor is added with a single neuron
to compute the numerical output after the LSTM layers. For the auto-encoder, we include two LSTM layers
with 50 units followed by a fully-connected layer with 24 units to generate an output with the same shape

with the input.

5.4.3 Prediction and Attack Setting
For health management and prognostics applications, the input and output formats vary for different scenar-
ios. For this engine dataset, research can be conducted on both remaining useful life value regression or
health status classification [103]. To show the generalized existence of adversarial impacts across different
data-driven settings, we consider three tasks with five adversarial settings as shown in Table 5.1. Here, the
labels for classification tasks are transformed from the original numerical remaining useful life values.

For the binary classification task, a predictor judges whether the engine is already in the failure state. We
consider engines with no more than 15 cycles of life lengths as being in failure state. This predictor outputs

a binary result of being true or being false. And as a result, the adversarial attacks make use of the known
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Adv Loss Attack Goal Outcome
None fx)=y Normal Prediction
Binary
Crossentropy f(X)#y Misclassify
Categorical
Crossentropy
Minimization min f(x') Decreased Prediction
Maximization max f(x) Increased Prediction
Mean Squared Increased Absolute
Err‘(l)r max(f () =)* Prediction Deviation

Table 5.1: Attack Goal for Perturbated Sample x’ : D(x,x') < €

model knowledge and use the loss function of Binary Crossentropy to lead the predictor to misclassify the
modified sample into another class.

For the multiclass classification task, a predictor judges whether the engine is in the steady phase, the
degrading phase or the critical phase. We consider engines with no more than 50 cycles of life lengths as
being critical, with 50 to 105 cycles as being degrading and with more than 105 cycles as being steady. This
predictor outputs a class indicating the phase. As a result, the adversarial attacks make use of the known
model knowledge and use the loss function of Categorical Crossentropy to lead the predictor to misclassify
the modified sample into wrong classes.

For the regression task, a predictor outputs a positive numerical value of the estimated remaining useful
life for the given time step of data input. This is the most fundamental task of this dataset. Here the attacker
has three options for the attack goal setting using different loss functions:Mean Squared Error to maximize
absolute prediction deviation, Maximization to maximize prediction value and Minimization to minimize
prediction value.

The attack is a manipulation of sensor data under reasonable constraints with full knowledge of the
prediction and detection model. Among the 24 features provided for data points, the first three are control
settings and the remaining 21 are sensor readings. We assume the attacker can modify values of sensor
readings but the control settings are kept untouched. For the attack strength, we conduct experiments on
clean data along with different attack perturbation levels of advEps = 0.01 —0.10. That is equivalent to
1 —10% of data value range based on the MinMax Normalization. Under these constraints, we generate

adversarial examples using the strongly iterative PGD attack(50 step) to maximize the prediction deviation.

5.4.4 Evaluating Attack and Defense
For comparison purposes, we conduct experiments on models trained from only clean natural data and also

from Gaussian Augmented data (with a norm bound of 0.10). Moreover, for each model, we include three
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No. Parameter Detail Group
1 Cl Control input 1 0
2 C2 Control input 2 0
3 C3 Control input 3 0
4 T2 Total temperature at fan inlet 1
5 T24 Total temperature at LPC outlet 2
6 T30 Total temperature at HPC outlet 3
7 T50 Total temperature at LPT outlet 5
8 P2 Pressure at fan inlet 1
9 P15 Total pressure in bypass-duct 2
10 P30 Total pressure at HPC outlet 3
11 Nf Physical fan speed 4
12 Nc Physical core speed 6
13 epr Engine pressure ratio (P50/P2) 0
14 Ps30 Static pressure at HPC outlet 3
15 phi Ratio of fuel flow to Ps30 3
16 NRf Corrected fan speed 4
17 NRc Corrected core speed 6
18 BPR Bypass Ratio 2
19 farB Burner fuel-air ratio 5
20 htBleed Bleed Enthalpy 0
21 Nf_dmd Demanded fan speed 4
22 | PCNfR_.dmd | Demanded corrected fan speed 4
23 W3l HPT coolant bleed 5
24 W32 LPT coolant bleed 5

Table 5.2: Sensor Feature Grouping according to Their Semantic Structural Contexts

settings of no defense, normal dropout and SemanticDropout. In this section we first introduce how we

incorporate semantic structural contexts and then we show more detailed experimental results.

5.4.4.1 Structural Information Embedding

Without any background knowledge of aircraft engine dynamics, we can get this high-level information
from the layout description given by the original CMAPSS dataset [104]. Among 24 column variables, the
first three are control inputs and the rest are sensor values. Five features including three control inputs are
regarded as conducting impact globally. Further, we use this mapping to build the feature adjacency matrix
for the proposed SemanticDropout method discussed. Using the semantic context knowledge of the high-
level component structure, we can briefly relate features to where they work in the engine and how different
features are connected as shown in Figure 5.2. The definition of 24 column features as well as the proposed
semantic grouping are also shown in Table 5.2. Features in the same group would be marked as being adjacent

to each other. The global impact features would be assumed to be adjacent to all other features.
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Global Features:
1. C1: control input 1
2. C2: control input 2
3. C3: control input 3
4. epr: pressure ratio
5. htBleed: enthalpy

Bypass
9. P15
18. BPR

Ean
11. Nf
16. NRf
22. PCNfR_dmd
21. Nf_dmd

Figure 5.2: Groups of Features Along Layout Components (one color per group)

5.4.4.2 Experimental Results

We conduct experiments on various settings. To evaluate the worst case, Without loss of generality, the
number of detection iterations is set to 10 and the detection threshold is set as half of that. For all prediction
result figures, the detection dropout rate is set at 40%. And we show results under increasing adversarial
attack strengths(advE ps ranging from 0.01(1%) to 0.10(10%)).

Figure 5.3 shows binary classification accuracy under adversarial attack. Figure 5.4 shows multiclass
classification accuracy under adversarial attack. From both these classification cases, the SemanticDropout
method shows highest adversarial robustness. But there are some obvious differences shown from our exper-
iments. In the multiclass case, the Gaussian Augmented model always shows better robustness whereas in
the binary case the Gaussian Augmented model does not hold a stable performance. This shows the poten-
tial impact of noise strength for the adversarial training phase. The other point is that the robustness of the
multiclass model is higher and in other words the binary classification model itself is more vulnerable. From
our empirical experiences this should have something to do with the balance of dataset splitting and output

encoding [105].

Adversarial Binary Classification under PGD Attack

1.0
0.81
X
> 0.6
% —— NatModel+NoDrop
5 —— NatModel+Dropout
9 0.41 —— NatModel+SemDrop §
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—— GaussModel+SemDrop \
Drop Setting: 5 in 10
0.0+

0.00 0.02 0.04 0.06 0.08 0.10
Increasing Adv Strength/Epsilon

Figure 5.3: Failure Stutus Binary Accuracy under Increasing Adversarial Attack Strength
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Adversarial Multiclass Classification under PGD Attack
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Figure 5.4: Health Status Multiclass Accuracy under Increasing Adversarial Attack Strength

Figure 5.5 shows adversarial regression errors under prediction deviation maximization attack setting.
Figure 5.6 shows adversarial regression errors under prediction minimization attack setting. Figure 5.7 shows
adversarial regression errors under prediction maximization attack setting. For most of these model and attack

settings, the SemanticDropout method shows highest adversarial robustness.

Adversarial Regression under PGD(MSE) Attack

1001 — NatModel+NoDrop
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Figure 5.5: Remaining Useful Life Prediction Mean Absolute Error under Deviation Maximization Attack

Figure 5.9-5.11 show prediction results under a medium level(advE ps = 0.05) adversarial PGD attack on
the Gaussian Augmented model. Figure 5.9 shows prediction results when the attacker uses the mean square
error between clean and adversarial prediction as the optimization loss function and aims to make prediction
results on adversarial data that deviates from clean data as much as possible. Figure 5.10 shows prediction
results when the attacker uses the negative derivative of the predictor as the optimization loss function and
aims to make prediction results on adversarial data as small as possible. Figure 5.11 shows prediction results

when the attacker uses the derivative of the predictor as the optimization loss function and aims to make
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Adversarial Regression under PGD(Minimize) Attack
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Figure 5.6: Remaining Useful Life Prediction Mean Absolute Error under Prediction Minimization Attack

Adversarial Regression under PGD(Maximize) Attack
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Figure 5.7: Remaining Useful Life Prediction Mean Absolute Error under Prediction Maximization Attack

prediction results on adversarial data as large as possible.

Figure 5.8 We provide an example adversarial perturbation as shown in with a ground truth RUL value
of around 60. We can see features get different magnitudes of modification along time steps. And from this
example here, we can also see why it is difficult to isolate the origin of vulnerability. Even for a certain
feature, it might show different sensitivity levels along time steps. By far, we cannot provide a general
description of how a certain sensor reading would be sensitive to adversarial attacks.

To make visualization easier, we sort test data according to their ground truth remaining useful life val-
ues. From figures above we can also see that adversarial impacts in this data-driven prognostics case are
more prone to making prediction results larger. This is most obvious in Figure 5.9 where adversarial data
misguides the predictor to in both directions in a greedy way but we can see the maximization shows up

much than minimization. In addition, the proposed SemanticDropout method with autoencoder-based re-
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Sample Perturbation for Sensor Readings
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Figure 5.8: Example Adversarial Perturbation under Maximum Magnitude Constraint advE ps = 0.05(5%)
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Figure 5.9: Regression Results (with GN) under Deviation Maximization PGD Adversarial Attack with
advEps = 0.05(5%)

construction successfully decreases prediction deviations at these vulnerable points without much impact on
other locations. On the other hand, these experiments also show the trade-off from potential defense mech-
anisms. With a large value of detection dropout, the chance of being totally stealthy for an adversarial input
data is low. Meanwhile, erasing and reconstructing more elements of data obviously leads to higher recon-
struction error and thus prediction error. This becomes an inevitable trade-off by inducing defensive steps
since these extra processing would not generate extra information. As shown in our experiments, this poten-
tial risk is most obvious when the detection dropout rate is high. As a result, the combination of a medium
level detection dropout rate along with reconstruction would render a better trade-off between natural error
by the defense mechanism and robustness error by the adversarial attack.

We present experiment results under more flexible settings in Table 5.3. The table shows experimental
results under three levels of detection dropout rate: 30%,40%,50% (three columns from left to right in each

setting) with two cycles of reconstruction using dropout and autoencoder. The error metric we choose to show
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Settings AdvLoss AdvEps | Nat+NoDrp Nat+SemDrp GN+NoDrp GN+SemDrp

Binary 0 94.6 90.3/88.2/82.8 96.8 88.2/86/88.2

Classif- Binary 0.02 55.9 86/87.1/83.9 75.3 86/81.7/82.8
ication Cross. 0.04 194 80.6/78.5/74.2 43 82.8/80.6 / 78.5
Accuracy Entropy 0.06 9.7 63.4/67.7/60.2 31.2 74.2/73.1/73.1

1% 0.08 43 46.2/452/41.9 25.8 71/71/69.9

0.1 22 38.7/41.9/37.6 18.3 66.7/67.7/65.6

Multiclass 0 82.8 75.3/80.6/77.4 75.3 76.3/742/72

Classif- Categorical 0.02 58.1 61.3/62.4/64.5 65.6 66.7/67.7/71
cation Cross- 0.04 57 58.1/59.1/58.1 63.4 62.4/63.4/61.3
Accuracy Entropy 0.06 559 5715717157 60.2 61.3/61.3/61.3
1% 0.08 559 57157157 60.2 60.2/61.3/60.2
0.1 58.1 58.1/58.1/58.1 59.1 60.2/62.4/61.3
0 13.4 17.4/19.1/16.9 16.6 21.1/20.7/19.7

Mean 0.02 47.1 25.6/23.5/24.8 65.4 27.9/26.8/26
Squared 0.04 59.6 37.5/345/354 80.1 34.9/31.4/32.6

Error 0.06 68.4 50.6/45.8/47.5 89.8 38.1/37.3/38
0.08 70.7 54.3/47.5/49.3 98.9 40.9/38.5/36.6
0.1 73.1 66/59/59.5 100.6 43.6/39.6/37.9
Regression 0 13.4 17.4719.1/16.9 16.6 21.1/20.7/19.7
Mean 0.02 342 19.6/19.6 /18.8 322 22.8/22.2/234
Absolute Minimize 0.04 46.2 26.2/24.1/25.6 473 25.5/25.1/26.2
Error 0.06 522 34.7/33.4/343 53.7 26.4/26.5/28.5
Jeycle 0.08 55.9 41/40.2/41.2 584 28.4/28.7/31.1
0.1 58.2 45.7/45746.1 60.2 30.2/28.1/31.6
0 13.4 17.4719.1/16.9 16.6 21.1/20.7/19.7
0.02 45.9 24.4/20.3/21.7 74.1 21.7/22.6/19.5
Maximize 0.04 59.4 37.7/29.9/32.5 97.8 34.1/31.6/30.3

0.06 66.9 48.7/40.4/42.4 111.7 38.3/38.1/33
0.08 71.4 55/445747.3 121.6 46.5/37.6 / 38.5

0.1 75.3 61.9/50.1/51.6 127.9 45/36.4/37.7

Table 5.3: Adversarial Regression Error Rates under Projected Gradient Descent(PGD) Attacks
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Figure 5.10: Regression Results (with GN) under Prediction Minimization PGD Adversarial Attack with
advEps =0.05(5%)
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Figure 5.11: Regression Results (with GN) under Prediction Maximization PGD Adversarial Attack with
advEps =0.05(5%)

here is the most commonly used mean absolute error (MAE) for regression and accuracy for classification.
For different adversarial attack settings, the settings with best output results are marked in dark black. We
can see that low detection dropout rates usually perform better on clean or less perturbed data but on the other
hand are less robust against strong adversarial attacks.

In summary, we show the vulnerability and potential risks of deep learning based predictors in data-driven
prognostics applications. We also show the efficiency as well as the potential of the proposed randomization-
based defense technique involving semantic structural contexts. One significant advantage of our randomization-

based framework is that it makes use of existing pre-trained models in a resilient way, which means it can
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work together with other defense techniques seamlessly.

5.5 Conclusion

Data-driven models in health management and prognostics scenarios. We explore the vulnerabilities of the
state-of-the-art deep neural network data-driven health management and prognostics caused by the technique
called adversarial attack. We show the significance of inducing randomization elements to improve model
robustness. Furthermore, we investigate the possibility of inducing randomization elements from semantic
structural contexts to mitigate adversarial impacts. Our discussions and experimental implementations on the
engine degradation dataset cover the most typical settings in PHM applications. These general settings would

help formalize the security testing in more scenarios.

60



CHAPTER 6

Edge Hardware Accelerator Recommendation

6.1 Problem Overview

Hardware accelerator devices have emerged as an alternative to traditional CPUs since they not only help
perform computations faster but also consume much less energy than a traditional CPU thereby helping to
lower both capex (i.e., procurement costs) and opex (i.e., energy usage). However, since different accelerator
technologies can illustrate different traits for different application types that run at the edge, there is a critical
need for effective mechanisms that can help developers select the right technology (or a mix of) to use in
their context, which is currently lacking. To address this critical need, we propose a recommender system to
help users rapidly and cost-effectively select the right hardware accelerator technology for a given compute-
intensive task. Our framework comprises the following workflow. First, we collect realistic execution traces
of computations on real, single hardware accelerator devices. Second, we utilize these traces to deduce the
achievable latencies and amortized costs for device deployments across the cloud-edge spectrum, which in
turn provides guidance in selecting the right hardware.

An issue that is often encountered by developers planning to deploy their applications, particulary those
involving data-driven machine learning elements, is what device hardware is best suited (performance and
cost-wise) for a given task under varying data processing demands. This question is even more pronounced [45]
for resource-constrained edge computing/IoT.

This problem is particularly acute in scenarios where cameras with video streams are involved [47] be-
cause compute intensive tasks, especially deep learning based machine learning applications on these data,
often require millions of operations for each inference [48]. Thus, to maintain low latencies and compliance
with the power sensitivity of edge deployment, smaller models [49] operating on more efficient hardware are
preferred [50]. To that end, hardware acceleration technologies, such as field programmable gate arrays (FP-
GA:s), graphical processing units (GPUs) and application-specific integrated circuits (ASICs) among others,
have shown significant promise for edge computing [51].

With the proliferation of different accelerator technologies, developers are faced with a significant dilemma:
which accelerator technology is best suited for their application needs such that response times are met under
different workload variations, the overall cost of the deployment fits their budget and the energy consumption
for these devices are below a threshold. This dilemma stems from the fact that different accelerator tech-
nologies illustrate different performance and energy consumption traits for different application scenarios.

Contemporary techniques that evaluate acceleration technologies are either too specific to a device type and
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incorporate only a single inference instance level [106; 107] or comprise low-level circuit design optimiza-
tion analysis [108; 109]. Consequently, there remains a significant lack of understanding on the applicability
of these accelerator technologies in at-scale, edge-based applications [110] due to diversity of systems set-
tings [111].

In a general sense, selecting a suitable hardware accelerator technology for a given computational task
can be regarded as finding out a hardware device placement and optimization strategy for a given topology.
Prior work has explored this general problem for service placement for edge computing [52; 53]. From a
hardware perspective, workload-specific accelerator placement frameworks for automobiles and unmanned
aircraft have been proposed [54; 55; 56]. In these workloads, energy usage is dominated by vehicles rather
than computational overhead. From a higher cloud-level point of view, research on device and service place-
ment also exists [57; 58]. Yet, widespread adoption of these different hardware platforms requires more
systematic understanding of both spatial and temporal impacts in realistic deployments in a network with
compute-intensive tasks.

To address these challenges, we present HARE (Hardware Accelerator Recommender for the Edge),
which is a framework to help users rapidly and cost-effectively select the right hardware accelerator for a
given compute-intensive task. Our work focuses on a general framework to model compute latency and

energy usage across accelerator devices, and makes the following contributions:

e We present a novel hardware-software co-evaluation framework that formalizes the performance com-
parison involving training samples obtained on real hardware.

e We develop a simple approximation method that can be utilized to implement long-term cost analysis
for hardware-based machine learning inference behavior at the edge.

e We show case studies involving two realistic machine learning application settings and demonstrate

HARE in these contexts.

The remainder of the paper is organized as follows: Section 6.2 describes the design of the HARE hard-
ware accelerator evaluation framework; Section 6.3 provides empirical experiment design and evaluation

results of applications across different hardware platforms; and Section 6.4 concludes the paper.

6.2 HARE Framework Design

We now present technical details about HARE. In realizing it, we faced several challenges. The broad range of
hardware options and settings makes performance quantification on the different device types very difficult.
There are numerous hardware-related metrics and we had to decide which metrics were most significant

and how to depict hardware acceleration patterns in a compact manner. Finally, for at-scale deployment of
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devices, the overall system performance is not just a simple addition of individual performance cases.
Our approach to realizing HARE uses the following steps: (1) Conduct performance and energy bench-
marking in isolation per device type, and (2) Use these insights to approximate the performance, energy and

cost metrics for at-scale deployments, which is then used as the recommendation engine.

Table 6.1: Device-level Acceleration Deployment Workflows for Different Hardware Platforms

. ResNet-50 Tiny Yolo
Design Flow Hardware Object Classification Object )I,)etection
Edge CPU Raspberry Pi 3 b+ Tensorflow/Keras Darknet
Embedded GPU NVIDIA Jetson Nano TensorRT Darknet/TensorRT
FPGA Avnet Ultra96 DNNDK DNNDK
ASIC Intel NCS OpenVINO OpenVINO
Server GPU NVIDIA GTX1060 6GB | Tensorflow/Keras/CUDA | Tensorflow/Keras/CUDA
Server CPU AMD FX-6300 Tensorflow/Keras Tensorflow/Keras

6.2.1 Benchmarking in Isolation

For our first step, we have used machine learning-based applications to drive our benchmarking efforts. This
choice stems from the fact that state-of-art deep learning advances have enabled higher demands for compute
intensive data stream processing tasks from edge sources, especially video and image processing using deep
learning [47]. We chose application cases belonging to classification (ResNet-50 [112]) and detection (7iny
Yolo [113]) as test functions to explore and compare their performance across different hardware platforms.
Note that machine learning comprises many more techniques and deployment on different hardware, such as
random forests [114] or decision trees [115]. However, there is a general lack of comparison standards due to
heterogeneous platform workflows and limited deployment scale. Further, although it is desirable for the same
model to illustrate similar accuracy across different hardware [107] as is illustrated by TensorFlow [116], the
performance across these hardware may be different.

To that end we consider four types of hardware including CPU, GPU, ASIC and FPGA. CPUs are the
most general hardware platform. GPUs, particulary the NVIDIA products with CUDNN [117] support both
desktop and embedded training and inference. For ASICs, we used two currently available neural network
acceleration chips on the market: the Intel Neural Compute Stick (NCS) [118] and Google Coral with Tensor
Processing Unit (TPU) [109]. For FPGAs, High-level synthesis (HLS) is a technology that can translate
behavioral-level design descriptions using C/C++ into RTL descriptions [119] and make them easier for
application developers to test edge applications [120]. For deep learning tasks, Xilinx provides a toolkit
called DNNDK [121] based on HLS that is aimed at providing users with an end-to-end workflow to deploy
a trained network on FPGA devices. The design flows for different hardware platforms that we have used are

summarized in Table 6.1.
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Single device executions aim at collecting time and power consumption data for the task under consider-
ation. Time experiment records are series of data points of execution time length for each inference. From
these data records, the mean and standard deviation of response time and its inverse (inference frequency)
are determined to document the capability of this device. That is, we use a normal distribution conforming to
N(muTyey, std szev) to approximate time consumption per inference for a device and N(muFreqgey, stdF reqﬁcv)
to denote the inference frequency. We use random variables rather than static values of average or maximum
to allow uncertainty quantification for overall system performance. As the computation system is assumed
to be active throughout the deployment cycle, for power consumption data both static and dynamic inference

consumption is recorded.

6.2.2 Inferring the Desired Metrics At-Scale

The aim of this step is to infer the performance, energy and cost metrics for large-scale deployments of ML
applications that span the cloud-to-edge spectrum using insights from benchmarking of isolated use cases
and solving an optimization problem.

Our method for inferring the desired metric inference can be thought of as an optimistic upper bound ap-
proximation for the hardware device selection for application deployment across the cloud and edge without
considering the underlying model-related error metrics like classification accuracy. Under a linear speedup
assumption with additional device parallelism, further speed up with multiple devices would increase total
inference capability without increasing uncertainty in performance (variance) [122]. To ensure nH Wy, that a
specific type of device with total inference capability Rgey ~ N (muFreqgey * nHWgey, stdF req(ziev) can handle
input data load Lgey ~ N(muFreqiy,stdF reqizn), there should be enough devices deployed for the given input

pressure with a design confidence level conf:

Pr(Rgey — Lgey) > conf (6.1)

For latency constraint, we have the latency as the sum of hardware running time and communication time

in the inference loop. The average latency can be compared in a straightforward way:

Tapp (deV) = Thw + Teomm = muTye, + teaf +1f2c (6.2)

where t.or = Seof /Be> ¢ refers to the communication time from edge to fog (which is a layer between the
edge and cloud) and ty2c = Sfec /B 2. refers to the communication time from edge to cloud. The communi-

cation time is computed using the transfer package size S divided by the bandwidth B, where bandwidths are

64



assumed to be stable. For different application scenarios, communication bandwidths vary [123].
We set the unit cost of electricity costElec as a constant $0.1/kwh [124]. Moreover, the total electricity
cost can be denoted as:

costP(dev, Toyere) = Papp(dev, Teyere) * costElec (6.3)

Likewise, the total power consumption for a given deployment cycle length T¢ycle can be computed by the

sum of idle power and working power:
Papp (dEV, Tcycle) = Pdle (dev) * Tcycle + Pperinf(dev) * muFreqin * Tcyclc (6.4)

Based on the definitions given above, we formulate the problem of hardware accelerator selection as
minimizing the total deployment cost while lowering time and power consumption to a lower target level. We
consider performance requirements at the application level using hardware commercial cost, latency Typp for
each inference loop and total working power consumption Pyp,(dev, Teyre) over the design deployment cycle
Teycle-

min costHWyey ¥ nHWgey + costP(dev, T,
deveListHW Z dev dev ( y Leyele )

subject to: (6.5)

Tapp (dev) < Ttarget

6.3 Evaluation
We now validate the effectiveness of the HARE framework. Based on the functional descriptions and hard-
ware design workflows discussed above, in this part we describe experiments involving hardware deployment

and other metric evaluations on test applications.

6.3.1 Testbed Configuration
The testbed and commercial price (costHWyey) of deployment platforms at the time we conducted the exper-
iments are presented below.
1. CPU: CPU is the most general option. Two options from both server and edge side are considered in
our test framework.

1. Raspberry Pi 3B ($40): Edge deployment with a Broadcom BCM2837B0, Cortex-A53 (ARMv8)
64-bit SoC @ 1.4GHz

2. AMD FX-6300 CPU ($70): Server deployment with 6 cores, 6 threads @ 3.5-3.8GHz

3. GPU: For GPU, two options from both server and edge side are considered in our test framework.
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1. Jetson Nano ($99): Edge deployment with embedded GPU 128-core Maxwell and CPU Quad-
core ARM A57 @ 1.43 GHz

2. GTX 1060 6Gb ($180): Server deployment with 1280-core Pascal architecture

3. ASIC: ASIC stands for application specific integrated circuits. We choose Neural Compute Stick(NCS)
from Intel ($75). It is equipped with Movidius Myriad 2 Vision Processing Unit (VPU) with nominal
600 MHz operations at 0.9V.

4. FPGA: Machine learning inference tasks require both general-purpose computations and application-
specific computations. We choose the relative high-end Ultra96 ($250) Zynq Ultrascale+ Development

board (www.zedboard.org).

As a result, the list of potential hardware in our problem setting can be shown as:

ListHW = {RPi,FX6300,JetsonNano,GTX 1060, NCS,Ultra96} (6.6)

In this set of devices, the Raspberry Pi (RPi) could be regarded as the baseline for acceleration comparisons
due to its lowest performance (being a CPU). Some devices need to work with a host. NCS needs to be

plugged into a USB port. And GTX1060 needs to be connected to a PCIE port with external power support.

6.3.2 Per-Device Benchmarking Results

Experiments on classification tasks are conducted on a set of 500 images with a resolution of 640 x 480. Ex-
periments on detection tasks are conducted on a road traffic video consisting of 874 frames with a resolution
of 1280 720. We primarily gather power and time consumption on these high-dimensional data compatible
with ImageNet[48] to guarantee higher generalization than cifar-10[125] or other lower-dimensional datasets.
The power consumption data is gathered using a specific power measurement instrument called Watts Up Pro.
For time consumption, it is worth pointing out that the time metric we are using here is the total response
time running on hardware for inference tasks. As a result, Thy = Tpreprocess + Tinference- That is, the total time
consumption includes both the input data preprocessing time and the inference time. Tables 6.2 and 6.4 show
response times for each Resnet50 and Tiny Yolo inference, respectively, while Tables 6.3 and 6.5 show both

their idle and execution power consumptions.

Table 6.2: Response Time (7},,) for Object classification Task using ResNet-50 (Unit: Second)
Time | RPi  JetsonNano Ultra96 NCS GTX1060 FX6300
mean | 2.089 0.133 0.029 0.218 0.039 0.268
std | 0.058 0.016 0.001  0.003 0.005 0.006
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Table 6.3: Power Consumption for Object classification using ResNez-50 (Unit: Watt)
Power | RPi JetsonNano Ultra96 NCS GTX1060 FX6300
Idle 1.8 22 6.2 0.4 10 72
Infer | 4.8 5.6 7.6 1.9 122 145

Table 6.4: Response Time (7},,) for Traffic Detection Task using Tiny Yolo (Unit: Second)
Time | RPi  JetsonNano Ultra96 NCS GTX1060 FX6300
mean | 2.874 0.096 0.023  0.238 0.059 0.217
std | 0.068 0.008 0.001  0.003 0.002 0.076

Table 6.5: Power Consumption for Traffic Detection using 7iny Yolo (Unit: Watt)
Power | RPi JetsonNano Ultra9%6 NCS GTX1060 FX6300
Idle 1.8 23 7.4 0.4 10 72
Infer | 4.8 11.7 9.2 2.1 122 150

6.3.3 At-Scale Approximation Results

We make evaluations for time, power and cost for at-scale deployments using our approximation approach.

6.3.3.1 Application Topology

We present a prototypical smart application case comprising distributed camera networks that can be gen-
eralized to scenarios like unmanned shopping using object classification and surveillance using detection as
shown in Figure 6.1. Computation burdens are conducted on edge nodes. There would be different design
standards for various scenarios. Without loss of generality, we set the system deployment goal as compu-
tation resources should guarantee to handle no less than half (2 of 4) of input loads from every fog group
(3 groups) with an overall confidence level of 99%. We set the input with relatively high uncertainty when

stdFreqin, = muFreqiy.
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Figure 6.1: Three-level Design Topology Layout: (1) Top:Cloud servers; (2) Intermediate:3 Fog groups
include communication control and some computation power; (3) Bottom:4 Edge nodes in each fog group
closest to sensors and data needs to be processed.
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6.3.3.2 Latency Estimation

A straightforward comparison for response times per inference can be conducted using inference time data
from Tables 6.2 and 6.4. From the time point of view, Rapsberry Pi 3 b+ consumes the most for each
inference task. Data for bandwidth between edge/fog and cloud is retrieved from standard IEEE802.11n
Wifi setting [123] as the optimal upper bound of 135Mbps. The size of control signal is set as 1kb and data
signal using JPEG [126] 100% with 24bit / pixel. Based on the definitions from Section 6.2, we show latency

estimations of T;pp(dev) in Table 6.6.

Table 6.6: Inference Cycle Time Tpp(dev)(Unit:Second)
Time | RPi  JetNano Ultra9%6 NCS GTX1060 FX6300
Loc | Edge Edge Edge  Edge Cloud Cloud
Res | 2.088  0.131 0.029  0.218 0.046 0.275
Yolo | 2.869  0.096 0.023  0.238 0.081 0.190

6.3.3.3 Power Consumption

Based on the method discussed, we can approximate the total power consumption holding application accel-
erations for a given cycle length. We use the idle power of one device to denote the total idle power of this
type of devices in a network based on an ideal time-division setting. We set the deployment time length as 24
months for our simulated at-scale setup and the total power consumption for both classification and detection

tasks is computed for this period as shown in Table 6.7.

Table 6.7: Total Working Power Consumption (Unit:kWh)
Power | RPi  JetNano Ultra9%6 NCS GTX1060 FX6300
Res | 3720 3726 87.2 144.8 2243 14236
Yolo | 5040  485.7 87.1 173.9 2660 27685

6.3.3.4 Cost Evaluation
Figures 6.2 and 6.3 show results for devices with ResNet-50 classification and 7iny Yolo detection applica-
tions, respectively. Under increasing input pressure, the number of devices required steps up like stairs. For
a given design cycle, the total cost consisting of device and power cost would be proportional to the number
of devices.

Traditional CPUs like Raspberry Pi on the edge and FX6300 on the cloud both show worst performances.
This explains why hardware accelerators are necessary for such use cases involving compute-intensive tasks
like ML inference. For long-term deployments, power consumption would play a significant role in the

total cost. For classification and detection tasks, the Ultra96 (FPGA) and JetsonNano (embedded GPU)
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Figure 6.2: ResNet-50 Classification Cost (Unit:k$) for a 24 Month Deployment Cycle Under Increasing Data
Input Pressure (Frequency) and Medium Complexity(muFreq;, = stdFreq;,)

illustrate the two most cost-efficient options for the edge side at high input pressures. NCS (ASIC) could
be easily deployed to existing network topology but relatively lower individual device performance becomes
its limitation. Edge accelerators show more obvious advantage for video detection case; this indicates the

necessity for offloading streaming data processing in the edge computing pattern.

6.4 Conclusions

This paper presents a simple recommendation system to help users select an accelerator hardware device for
their applications deployed across the cloud to edge spectrum. Our approach first measures realistic execution
traces of computations on individual hardware accelerator devices. We then use these data to approximate
latency, power consumption and long-term cost for at-scale deployments, which provides guidance on device
selection.

Traditional CPUs like Raspberry Pi on the edge and FX6300 on the cloud both show worst performances.
This explains why hardware accelerators are necessary for such use cases involving compute intensive tasks
like machine learning inference. For long-term deployments, power consumption would play a significant
role in the total cost. For the hardware devices used, FPGAs show both highest absolute computation power
and highest energy efficiency. This makes it a good option for flexible acceleration tasks at the edge. However,
for relatively low pressure scenarios, the device costs could be dominant and FPGAs are harder to program.

Furthermore, the number of devices needed is based only on an ideal assumption and a large number of con-
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Figure 6.3: Tiny Yolo Detection Cost (Unit:k$) for a 24 Month Deployment Cycle Under Increasing Data
Input Pressure (Frequency) and Medium Complexity(muFreq;, = stdFreq;,)

nected nodes might still lead to a larger number of devices needed and higher usage threshold for seeking the
desired parallelism. For machine learning inference tasks, server-side GPUs can have the most computation
power and higher energy efficiency than CPUs and some lightweight edge devices. Thus, embedded GPUs
like Jetson Nano could have much potential for more general computation tasks, particularly those related
to graphics and vision. ASIC devices like NCS do not show the highest time efficiency or power efficiency
but considering its low cost and low threshold to use, it is still competitive for neural network-specific and

relatively low input frequency tasks.
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CHAPTER 7

Cloud Assisted TinyML for PHM Scenarios
This chapter extends our view from Chapter 6 to the novel edge LEC deployment hardware option of TinyML
on microcontrollers(MCUs). We study the potential of TinyML in data-driven prognostics as a representative
of CPS. and emphasize the necessity of compensating its limited hardware resources with more mature cloud
computing techniques. Our work proposes several application patterns of TinyML-based CPS applications
especially PHM applications where incorporating cloud computing could make a huge difference. We show
that cloud computing could help in TinyML model training&deployment, data storage&integration and model

inference computation&power offloading.

7.1 Problem Overview

With the current development of machine learning, especially deep learning, statistical prediction models
like neural networks have achieved state-of-the-art performance for many tasks pertaining to cyber-physical
systems including prognostics and health management (PHM). Recent hardware advances have made it pos-
sible to run small but optimized machine learning models on low-power microcontrollers (MCUs), such as
Arduino or STM32, at the edge. By being closer to the source of the data, PHM applications can be more
efficient. This concept is called embedded machine learning, or TinyML [127]. By providing on-device
sensor data monitoring and processing, TinyML provides promising opportunities for PHM applications in
early warning generation and smarter decision making at low-power as well as low cost with a low-latency
guarantee.

Executing edge-based machine learning models for PHM applications has been studied in the litera-
ture [128]. Past works usually use MCUs for condition monitoring and set relative simple threshold strategies
for early warnings [129]. These past works show the potential of MCU-based smart decision making for PHM
applications [130]. At the same time, they also show one general difficulty of using MCUs for data-driven
PHM because the prediction models are usually case-specific and lack general applicability. Moreover, the
limited hardware capacity of the MCUs and high data volumes of PHM applicatons makes it hard to rely on
MCUs alone for complete PHM capabilities.

Furthermore, efficiently assigning prediction or inference tasks to TinyML devices for PHM applications

is difficult due to the following challenges:

e PHM application data sources are often from different sensors. It is difficult to fuse sensors when we
use them as data inputs for TinyML models.

e PHM applications often involve systems with manual configurations. We need to consider how these
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configurations would be used as input features of TinyML models in a proper way.

e PHM applications often make use of prediction models with spatio-temporal considerations. Time
synchronization and sensor data transfer would become a system-level challenge for sensor networks
with limited hardware resources at the sensor end.

e Recent PHM applications involve higher data volumes at the sensor end e.g., live video or audio data.
Efficient model training and optimization for potential TinyML deployments has become a challenge.

To address these challenges, we propose the use of cloud computing as a high-level support system that

can work in conjunction with TinyML deployments. In this chapter, we explore potential application patterns
where MCUs and cloud computing can be adapted to different kinds of machine learning models and com-
bined in flexible ways thereby catering to diverse PHM application requirements. Overall our work empha-
sizes the following critical aspects of TinyML-based PHM applications where cloud computing techniques

could contribute to:

e Cloud-assisted model training and code generation for heterogeneous hardware devices.
e Data storage and integration for heterogeneous sensor data sources.

e Model inference computation offloading for latency, power and communication optimization.

The remainder of the chapter is organized as follows: Section 7.2 describes the potential techniques for
more efficient cooperation between cloud and TinyML models in PHM applications; Section 7.3 provides
empirical experiment design and evaluation results of applications on hardware platforms; and Section 7.4

concludes the paper. Code available at: https://github.com/dustinjoe/TinyML-with-Cloud-for-PHM.

7.2 Methodology

In this section we delve into the details of the underlying methods used in our work. We first provide a general
introduction to the current status of TinyML in Section 7.2.1. Then we propose three methods covering
aspects of cloud computing that would help more efficient TinyML deployments in PHM applications in

Section 7.2.2- 7.2.4.

7.2.1 TinyML: Machine Learning Inferencing on Tiny Microcontrollers

Microcontrollers (MCUs) are low-power computation devices with limited hardware resources. They are
widely used in almost all cyber-physical systems including for PHM application. A typical microcontroller
would have less than 500kb of storage and less than 100kb of RAM. In order to run a machine learning
model on such a small-scale device, we need a light-weight model execution engine for the MCU as well
as an optimized model representation. Even though in theory it is possible to also have model training

updates on MCUs [131], the limited amount of computation power on MCUs can often make the model
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learning/updating process on MCUs infeasible. As a result, from a practical point of view, in this work, we
focus on conducting machine learning inference rather than learning on MCU devices.

The development of TinyML enables a systematic application of relatively complex prediction models on
MCUs [132]. For example, the work in [133] describes State of Health (SoH) for battery health monitoring
and presents a comparison of different ML algorithms for estimating maximum releasable capacity of Li-Ion
batteries. These efforts formulate the current tiny machine learning stack as consisting of sensor fusion, data
collection, model training, model optimization, hardware-targeted model conversion and realistic hardware
deployment [134]. Moreover, although there exists substantial heterogeneity in both software and hardware
for different levels of model training and deployment, the machine learning model training are all based on
general frameworks like Tensorflow/Keras and the deployment of these models on MCUs often involves a

hardware-targeted model conversion and optimization procedure [135; 136].

7.2.2 Cloud-Assisted Model Training/Deployment

Recently, there has been a growing trend towards minimizing manual code development [32] but rather have
users utilize simple logic or drag-and-drop functional blocks to realize the desired features. To design a cyber-
physical system with smarter decision making, a development platform purporting to minimizing coding
efforts should be able to combine IoT sensing endpoints with hardware-targeted embedded machine learning
model deployment. Furthermore, this platform should be able to automatically generate an optimized model
that provides optimal on-device inference performance on custom hardware platforms. PHM applications
are typical cyber-physical system applications that would involve a holistic workflow that requires both data
collection and data processing. As a result, we can expect more end-to-end code generation and deployment
workflows for PHM applications involving embedded machine learning.

With more sensors connected in PHM application, an integrated cloud platform would be critical for
data integration as well as infrastructure management [137]. There have been some pioneering end-to-end
solutions that have shown the prototype of these potential scenarios. Two examples are SensiML [138]
and Edge Impulse [139]. They both have integrated TinyML development workflows to enhance the model
training and deployment on MCU or other edge devices. This kind of public cloud service helps lower
the technical barrier to realize the workflows for edge model applications. It incorporates functions of data
acquisition, processing, model training&testing and actual device deployment. It also generates C code for

various type of devices including MCUs.
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Figure 7.1: Sensor Data Time Series.

7.2.3 Integration with Database Storage

For health status diagnosis and prognosis, we must often deal with continuous incoming sensor data. As
a result, the model would absorb time series data from sensors and use the data format for predictions as
shown in Fig 7.1. In addition, MCUs can operate as gateways to enable protocol translation and edge-to-
cloud internet connection. To cope with tremendous amount of heterogeneous types of data, different cloud
database systems have been exploited [140]. To seek high performance in tasks like data transformation,
analytics computations and data visualization, etc., specific database systems have been actively under de-
velopment [141]. With respect to the edge-to-cloud PHM continuum presented in this paper, databases that
provide effective support for interaction with ML-based data mining techniques are applicable to our work.
One example includes the INFN-CNAF computing center [103] used to launch large-scale data mining tasks
based on InfluxDB [142] towards a global predictive maintenance solution. Apart from time series data, we
also must deal with non-structural data like images, audio or even video. This adds to the necessity of using

cloud as an integrated storage solution.

7.2.4 Computation Offloading

Even though TinyML development has enabled the execution of light-weight prediction models on MCUs,
the limited amount of hardware resources on the MCU side cannot handle larger volumes of data from het-
erogeneous data sources. To solve this issue, we need to combine the cloud servers with MCU devices to
formulate an edge-cloud computing paradigm for more adaptive computation burden offloading [45].

One significant concern of features from sensor data in PHM applications is that the input data dimensions
have semantic structural relationships. The main motivation for data-driven prognostics is that in practice we
may not be able to get accurate physics-based models to conduct reliable model-based prognostics. But how
to fuse information from distributed data sources for system prognostics in a hybrid way is still a practical
problem. By offering more flexible data manipulation, we argue that the combination of TinyML and cloud

computing can play an important role in PHM applications.
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As we have mentioned, in practice we must deal with various kinds of data for PHM applications. This
leads to challenges from two inevitable aspects when we combine it with the high-level cloud computing
when we are seeking a system-level performance evaluation. One is the presence of large volumes of data
communication between the MCU edge nodes and the cloud server. The other is the interaction between the
TinyML model and the cloud-based ML model. These two aspects may manifest in various forms in practical
applications but we propose a more general framework to solve these issues.

Based on the temporal dependency of the predictor input data, we classify ML-driven PHM applications
into three types:

e No Temporal: e.g, comprising discrete data input like camera images.

e Continuous: e.g., those comprising continuous streams from all sensor nodes. Only new coming data

is updated for storage and prediction.

e Discontinuous: e.g., those that do not need monitoring at all times. All sensor data in the past window

length of time, however, needs to be fetched.

For the first setting without temporal dependencies, the TinyML predictor serves as an early warning as
well as a data selector. It uses light-weight models to judge whether it is necessary to send the current input to
the cloud for further analysis. If it is not necessary then the communication bandwidth for data transmission
would be saved. This working mode would be meaningful for data with relatively large granularity.

Both continuous and discontinuous modes put emphasis on time series data, but the continuous mode
conducts data analysis continuously and while the latter conducts analysis periodically or based on other
monitoring policies. Irrespective, the general computation offloading guideline is that TinyML can only
conduct light-weight predictions using nearby sensor data, must interact with the cloud and let the cloud
server conduct the more systematic analysis. The discontinuous mode, however, needs to send more data to
the cloud server for one inference cycle.

We propose a resilient TinyML model application strategy to solve this issue. We dive into the multi-layer
structure of neural network models. For the working mode with no temporal or continuous dependency, the
data uploaded remains unchanged. But for the discontinuous mode, the data uploaded to the cloud would be
the latent space representation of one intermediate layer of neural network model. With a designed network
structure, the latent space representation can have much fewer dimensions than the original input. In this way,
the first part of the TinyML prediction model serves as an input decoder that helps compress the transmitted
data. We show an example in Fig 7.2. The input is first sent into an encoder and encoded as a latent represen-
tation. Then this latent representation is further utilized for predictions. This ideology could be utilized for

both supervised and unsupervised learning models. For example, using an identity mapping auto-encoder is
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Figure 7.2: Resilient Application of TinyML Model.

a classical unsupervised method for sparser data representations and also anomaly detection [136].

From the semantic structure point of view, TinyML models are focused on data from one sensor or a
small group of sensors nearby. In this way, one model on MCU copes with data from one sub-component
of the system. To get the overall system status prediction, we need to find a way to integrate results from
sub-components together. In machine learning this can be defined as an ensemble as shown in Fig 7.5.

The strategy for an ensemble is flexible under different application settings. For the mode without tem-
poral dependencies or continuous mode, this can be conducted as the process of fusing results from different
sensors. This may involve the fusion of data as well as prediction results. For discontinuous mode, this could
be the concatenation of compact latent space representations and then utilized together for more systematic
analysis. This can be realized in a hierarchical manner. Light-weight models for sub-components are trained
first and frozen. Then these pre-trained models can be combined together. This means the *Ensemble’ op-
eration shown in Fig 7.5 can either be a relative simple operation like concatenation or some extra neural
network layers going forward towards a final systematic result.

In summary, we discuss potential critical roles that TinyML can play together with cloud computing in
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Figure 7.3: Ensemble System-level Modeling of TinyML Sub-models.

data-driven PHM applications. We emphasize three critical functions of early predictive warning, dynamic

offloading and data compression that TinyML can realize inc conjunction with a cloud setting.

7.3 Evaluation

For demonstration purposes, we conduct two case studies to showcase the role of TinyML under different
PHM working modes. The first study is about surface crack detection using camera images. The MCU takes
pictures using on-board cameras and use a TinyML model to detect whether there is crack in the image. If
one is detected, then it sends the image to cloud for further analysis. The second case study uses the widely-

used C-MAPSS jet engine degradation dataset [88]. We build light-weight models for sub-components of the

77



Detect Surface Crack on MCU with TinyML and Conduct
Further Analysis on Cloud

if(Yes): |
Upload |
to Cloud:

Upload high-resolution|
full version image for

further analysis ?

=vrey

TinyML Crack
Detection Model Cloud Al Server

Use model for
crack shape
| - segmentation

Figure 7.4: Crack analysis workflow of running binary crack detection on MCU using relative low-resolution
images and further segmentation analysis on cloud using high-resolution images.

engine and attempt to conduct both continuous and discontinuous prognostics using the TinyML techniques.
It is worth pointing out that the C-MAPSS jet engine is not a perfect example for this distributed prognostics

case study and we use it under an ideal assumption for demonstration purposes only.

7.3.1 Prototypical Hardware Deployment Validation

The practical question is whether these application models become too difficult to deploy yet need to have
acceptable performance. To validate the practicality of deploying models on the cloud as well as on the
edge, we provide a prototypical hardware deployment of these models on a server GPU and an edge MCU

computation platform as follows:

* Cloud Hardware: The cloud inference deployment was conducted on a workstation (server) with a 4
Core/8 Thread Intel I7-7700HQ processor, 64GB RAM and a 2560-core NVIDIA P5000 Mobile Pascal
GPU with 16GB GDDR5X VRAM.

* MCU Hardware: The edge inference deployment was conducted on an ESP32-Cam Development
Board with WiFi BT/BLE SoC module, a low-power dual-core 32-bit CPU with working frequencies
of up to 240MHz, a built-in 520 KB SRAM with an external 4M PSRAM. It also supports OV2640

and OV7670 cameras with micro-sd card read/write options.

For the MCU hardware, we choose the ESP32 Wifi MCU family chip for our experiments. The ESP32is a
low-cost, low-power system on a chip series of microcontrollers integrated with Wi-Fi and Bluetooth capabil-

ities. ESP32 uses a [oT-targeted architecture powered by a dual-core Tensilica Xtensa LX6 microprocessor,
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which is more specific than ARM-Cortex series processors. ESP32 development is also officially supported
by the popular MCU development tool of Arduino IDE so that many existing packages can be used on ESP32
without any barrier. Compared to Arduino MCUs, ESP32 has more hardware resources and communication
methods embedded so it has become a popular choice for state-of-the-art [oT project development.

As we are only demonstrating the applicability of TinyML deployment on the device, we use the USB
cord to power the device. But it is worth pointing out, in practice the low power consumption of these MCUs

enable the possibility of working in totally wireless mode using solar power [143].

7.3.2 Case 1: Surface Crack Analysis

7.3.2.1 Problem Description

Crack occurrence and propagation are critical factors that affect the reliability of solid structures. Corre-
spondingly, crack analysis plays a vital role in health monitoring and inspection of structures like build-
ings/bridges/roads/equipment. Traditional inspection on cracks require heavy manual load, and image pro-
cessing and computer techniques help formulate automatic analysis pipelines [144].

We consider a crack analysis pipeline consisting of two phases of detection and segmentation [145]. Crack
detection judges whether there exists cracks in the region of a given structural image [146]. Given an input
image with likely damage, crack segmentation further detects crack locations on images in a more detailed
and accurate manner [147]. For our study, the detection model training and evaluation is conducted using the
Concrete Crack Images for Classification Dataset [148]. The segmentation model training and evaluation is

conducted using the Crack500 Dataset [147].

7.3.2.2 System Model
Although past efforts have shows reliable analysis from static images, with the development of TinyML, we
can imagine a more flexible deployment of crack detector such as on a MCU-assisted structure patrol robot
and provide detection feedback as early warnings in a real-time manner and send images with potential cracks
to the cloud for further analysis.

In order to realize the working pipeline proposed above, we need to allocate different computation burdens
to suitable devices as shown in Fig 7.4. We propose the device workflow of running binary crack detection
on MCU using relative low-resolution (32,32,3) RGB images and segmentation analysis on cloud using

high-resolution (224,224,3) RGB images.
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MCU Detection  Cloud Detection  Cloud Segmentation
Model Size 584.9 kb 22.4 mb 40.8 mb
Precision INTS Float32 Float32
Input Type (32,32,3) RGB  (224,224,3) RGB (224.224.3) RGB
Output Type Yes/No Yes/No Segmentation Mask
Latency 479 ms 2.4 ms 7.3 ms
Performance | Accuracy: 99.5%  Accuracy: 99.7% mlIOU: 0.5075

Table 7.1: Crack analysis performance on devices. MCU side runs a quantized model for this binary detec-
tion inference task. It gains good classification accuracy performance with only about 1/40 model size. In
contrast, segmentation has high computation burden and can only be deployed on the cloud.

7.3.2.3 Results

These years’ development of deep learning has shown the success of convolutional neural networks [148].
Both the cloud and MCU side models are used for computer vision tasks and we make use of mature convo-
lutional neural network(CNN) architectures for these tasks.

On the MCU side, we make use of the Edge Impulse cloud platform [139] to train a crack detection
model. This model training is using transfer learning based on a pre-trained Mobilenet [149] for computer
vision tasks. The training process takes less than 10 minutes with 6000 training images and 2000 testing
images with a resolution of 32 % 32. The cloud platform also generated C code for MCU deployments. !

On the cloud side, we use the Nvidia GPU for model training. The segmentation model is based on the
U-Net [150] architecture. It takes in high-resolution surface images and returns segmentation masks to show
the exact location and shape of cracks in the region.

We summarize experimental results in Table 7.1. We can see that for this binary detection task, the
TinyML model on the MCU achieves as good classification accuracy as the cloud model with only about
1/40"" of model size. One thing worth noticing is that the model on the MCU side is an optimized compressed
version with 8-bit integer weight/activation quantization [151]. Compared to full-precision 32-bit floating
point representations, 8-bit representations save significantly on model size. The segmentation models need
to compute and output the actual crack region. The computation burden and file read/write size is much
higher than the binary detection. MCUs have neither enough computation power nor storage space for further
segmentation analysis. Thus, it is necessary to put the segmentation model on the cloud side. The evaluation
metric of this segmentation task is called Mean Intersection-Over-Union (mIOU), which refers to the average
prediction bounding box overlapping for classes of objects [147]. Our implementation is based on the work

presented in [152] and has achieved normal performance on this segmentation task.

!Project publicly available on EdgeImpulse: https://studio.edgeimpulse.com/public/32815/latest
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7.3.3 Case 2: CMAPSS Jet Engine Prognostics

7.3.3.1 Problem Description

The C-MAPSS dataset [88] is a dataset for data-driven remaining useful life (RUL) prediction generated from

detailed simulations of jet turbofan engines. The data trace for an engine starts from a degrading time point

and ends (RUL=0) at the end of the running cycle. Apart from time label, there are 24 features for each data

point as shown in Table 7.2. The first three are the three operational settings that have a global impact on

engine performance.The remaining ones represent the 21 sensor values from different sub-components of the

engine system.

No. Parameter Detail Group
1 Cl Control input 1 0
2 C2 Control input 2 0
3 C3 Control input 3 0
4 T2 Total temperature at fan inlet 1
5 T24 Total temperature at LPC outlet 2
6 T30 Total temperature at HPC outlet 3
7 T50 Total temperature at LPT outlet 5
8 P2 Pressure at fan inlet 1
9 P15 Total pressure in bypass-duct 2
10 P30 Total pressure at HPC outlet 3
11 Nf Physical fan speed 4
12 Nc Physical core speed 6
13 epr Engine pressure ratio (P50/P2) 0
14 Ps30 Static pressure at HPC outlet 3
15 phi Ratio of fuel flow to Ps30 3
16 NRf Corrected fan speed 4
17 NRc Corrected core speed 6
18 BPR Bypass Ratio 2
19 farB Burner fuel-air ratio 5
20 htBleed Bleed Enthalpy 0
21 Nf_dmd Demanded fan speed 4
22 | PCNfR.dmd | Demanded corrected fan speed 4
23 W31 HPT coolant bleed 5
24 W32 LPT coolant bleed 5

Table 7.2: Sensor feature grouping according to their semantic structural contexts. Different groups refer to

different sub-components of the system.

For demonstration purpose, we only choose the first set D001 for our experiments here. Data preparation

steps are conducted on this dataset including all zero value feature removal and normalization into the 0.0-

1.0 value range using MinMax [95]. The remaining 17 features can be divided into 4 groups based on their

semantic structural locations.

1. Global: 1,2,20
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2. Fan+Splitter: 11,16,5,9,18
3. HPC+Fuel: 6,10,14,15
4. Burner+HPT+LPT+CoreNozzle: 7,23,24,12,17

We regard sensors of these different groups as spatially separated and have MCUs deployed in groups of
2,3,4 and explore the cooperation of tiny prognostics models on MCUs and the holistic prediction model on
the cloud. It is worth pointing out that this distributed prognostics system setting is based on several ideal
assumptions. First of all, we regard these sensors as separable into distributed groups and can be connected
to MCUs separately. In addition, we do not consider the extreme condition (like high temperature or pressure
in the engine) working applicability of MCUs. Moreover, the experiments are conducted on stable Wifi
connections. Overall, we regard this as a use case for demonstrating a scenario that aims to explore potential
settings for distributed prognostics from different sensors (installed on sub-components) in a sensor network.
We are using this dataset partly due to the fact that we failed to find a better dataset for flexible demonstration

of use cases under diverse data division settings.

7.3.3.2 System Model

Based on the overall problem discussed above, we build models on both MCUs and cloud servers to conduct
prognostics. From the functionality point of view, TinyML on-device prognostics provides the early warning
from the sub-component level and the cloud prognostics provides the more accurate system-level analysis.
Here we use TFLite-Micro [153] from Tensorflow team to transform machine learning models and execute
models on MCUs with C-based interpreters [154].

For this RUL value regression problem, we use a relatively simple network architecture on the MCU side.
We use a three-layer multilayer perceptron [155] with 16,32, 16 neurons in intermediate layers. This simple
model structure is also shown in Fig 7.2. This specific network refers to the model architecture of MCU2,
which absorbs data from Group2. The input of the model is flattened into one dimension and sent into the
model for forward inference computations. The input of dimension 40 is first sent into an encoder model
and encoded as a latent representation of dimension 32. Then this latent representation is further utilized for
remaining useful life regression prediction and outputs one floating point value as the final result.

One thing worth mentioning is that the input data we are dealing with belong to time series values so
it would be a more optimal choice to use network models with temporal considerations like LSTM [69] in
recurrent neural networks. Unfortunately, these recurrent neural networks have not been supported as kernel

operations in current TFLite-Micro [153] yet.
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For the continuous working mode, all sensor data updates are sent to the cloud server. We build a standard
MySQL server as the cloud database to store these incoming time series data. On the cloud side with full
machine learning framework support, a more standard LSTM network is built for more accurate prognostics.
Here the LSTM model has two layers with 100 and 50 units. Moreover, the output of the second LSTM layer

is connected to one fully-connected neuron to output one final prediction value.
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Figure 7.5: Model ensemble paradigm for the incontinuous working mode. Here we show the concatenation
of latent space representations from three MCU submodels.

For the discontinuous working mode, we need to fetch a batch of data from a set window length of time
to conduct prognostics tasks. We propose a submodel ensemble paradigm as shown in Fig 7.5. We first train
MCU submodels for sub-components with different groups of sensor data. We then concatenate outputs of
these tiny models but freeze parameter values in these tiny models. The global impact features are only used
in the high-level holistic model. In this way, we retrain this holistic model for an overall prediction. One key

point in the submodel is that we are only concatenating the outputs of the first half of the *Input Encoder’ of
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MCUl MCU2 MCU3 Cloud
Model Size 579kb 54.0kb 58.0kb 1005.6 kb
Precision Float32 Float32 Float32  Float32
#Params 1905 1745 1905 35251
Latency /us 638 588 647 94.2
Regression MAE 26.29 27.47 25.15 24.02
Data Transmission | fp32*6  fp32*5  fp32*6  {p32*17

Table 7.3: RUL Predictions Under Continuous Mode

MCU1 MCU2 MCU3 Cloud

Model Size/kb 40.5+20.3 36.5+20.3 39.6+20.3 168.4

Model Precision Float32 Float32 Float32 Float32
#Params 1360+545 1200+545 1360+545 9137
Latency/ us 531+152  487+155  522+161 104
Regression MAE 26.29 27.47 25.15 24.7

Data Transmission Uncompressed | {p32*50 fp32*40 fp32*50 fp32*17*10
Data Transmission Compressed fp32*32 fp32*32 fp32*%32  {p32*(96+30)
Bandwidth Save 36% 20% 36% 25.90%

Table 7.4: RUL Predictions Under Incontinuous Mode

the Fig 7.2. In this way, we are only transmitting the latent space representation values with fewer dimensions

than the model input and the communication bandwidth can be saved.

7.3.3.3 Results

Even though we are focused on the tiny machine learning model deployments on MCUSs, current 32-bit MCUs
like ESP32 can actually be used in more flexible ways. For this use case, the ESP32 MCU serves as a simple
but multi-functional server. Fig 7.6 shows an example of such a simple server running on MCU. It can support
TinyML prediction along with data visualizations. It stores sensor data for a past certain length of time. When
new data comes in, it would post these data to the cloud server to make global RUL prediction using a more
holistic model. But on the ESP32 itself it runs a lightweight RUL prognostics model for on-device inference,
so if it reaches a threshold it should actively send alarm to the client user. Making use of these tiny MCU
prognostics servers, we gather data and run models with these data.

We show experiment results from the continuous mode in Table 7.3. For value regressions, we cannot use
quantized models to save model size. But still these tiny prediction models can run on low-power MCUs with
low-latency. The metric of mean absolute deviation (MAE) is used for evaluation of the model performance.

Similarly, we show experiment results from the discontinuous mode in Table 7.4. As we have mentioned,
to get access to the intermediate latent space representation, we divide the original predictor into the input
encoder and the output predictor. The total number of model parameters remain the same. But some storage

cost has been induced to store more model structural information. With the latent space representation, the
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Figure 7.6: A tiny prognostics server deployed on MCU. It can support TinyML prediction along with data

visualizations.

data transmission size can be greatly reduced. Again, we get an overall better system-level prediction with

the information from all submodels and the global features.

7.4 Conclusion

Large scales and big data volumes in practice call for more resilient data-driven models in health management
and prognostics scenarios. Development of current machine learning, especially deep learning enables the
execution of prediction models on different levels of computation devices. This paper serves as a vision
paper for the novel field of TinyML opportunities on MCU devices in PHM application scenarios. We not
only emphasize the potential of TinyML but also the significance of combining it with high-level cloud
computing from a more systematic point of view. We explore the question of how cloud platform can help
build efficient TinyML models. We show the significance of inducing cloud resources for data storage and
integration. Furthermore, we investigate the possible application patterns for more adaptive computation

burden offloading from the edge MCU to the cloud. Our discussions and experimental implementations on
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two case studies cover the most typical settings in PHM applications. These general settings would help
formalize the system resilience testing in more scenarios.

Even though we have provided a widened vision of TinyML applications in CPS, it is worth pointing
out that our current exploration also shows limitations in embedded machine learning on MCUs. First, our
current investigation is based on the Wifi network as the communication method. Practical PHM appli-
cation scenarios may be more complex for such a universal wireless connection. We may need to further
investigate the impact of unreliable data communication on TinyML deployments for various CPS applica-
tions. Secondly, we demonstrate the possibility of using machine learning model for data analysis and use
the latent space representation as the data compression to save bandwidth. But there are other methods that
are also worth exploring like PCA and clustering. In addition, due to lack of support for RNNs in current
TFLite-Micro [153], we have not achieved ideal performances on time series data. This also limited us from
exploring unsupervised models like LSTM Autoencoders [136]. Thirdly, even though our system-level en-
semble framework has shown promising performance on test settings, the strategy of model ensemble is still
under manual configuration. Therefore, we need to find out ways to search for more flexible model ensemble
strategies. Finally, even though many MCU models have shown to be capable of running TinyML, there
is still a general lack of standardized prototypical hardware device and framework options [156]. Overall,
the combination of TinyML and cloud computing would have a promising future for many CPS application

scenarios.
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CHAPTER 8

Motivation Case: Simple Black-box Adversarial Attack WITH&ON BNN
Based on practical edge hardware deep model deployment procedures discussed in Chapter 6, we propose
to combine edge computing and adversarial machine learning together. This chapter shows a simple but
efficient black-box adversarial attack test has been conducted on low precision neural networks (especailly
binary neural networks) running on FPGAs. Experiments reveal the potential risk for edge machine learning
models and serves as the motivation for further research. It is worth pointing out, even though this is not a
systematic research work, this motivation case shows that the BNNs on FPGAs can be in danger as well as
dangerous. The real-time inference speed makes it possible for an attacker to use a BNN on one device as a

straightforward weapon to attack other BNN models.

8.1 Problem Overview

Advances in FPGA hardware accelerator technologies and their low power consumption and high flexibility
have made them an attractive choice to realize a range of machine learning (ML) applications for edge/IoT
systems. Despite this promise, FPGAs are prone to vulnerabilities, e.g., adversarial attacks, which are a
significant threat to machine learning systems. Adversarial attacks are those where synthetic modifications
are made to the original samples while training that then can misguide the neural network prediction systems.
In other words, these are inputs to machine learning models that an attacker has intentionally intercepted and
disguised in order for the prediction model to make mistakes.

Even though security has always been a popular topic in the FPGA field, the combination of programming
logic and adversarial examples is still an area that remains vastly unexplored. Only recently has some research
shown how hardware accelerators can be useful for real-time defense against some adversarial attack [157;
158]. With an increasing range of FPGA-based applications using deep learning models for edge/IoT systems,
security issues like adversarial examples cannot be neglected thereby requiring more research on understand-
ing the attack characteristics and defense mechanisms. This paper focuses on illustrating the adversarial
attack case for FPGAs. Specifically, in this paper we present a simple black-box utilization of hardware
accelerators in edge/IoT environments that are used to speedup the adversarial attack against neural network
machine learning systems.!

The main contributions of this paper are the following:

* We show how it is possible to realize high-speed adversarial attacks using programming logic. We

further show the potential risks of machine learning systems on the edge/IoT, especially for the popular

Icode: https://github.com/paperAlterSubmission/BlackBox AdvPyngBNN
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quantized neural networks.

* We present a general procedure that can be utilized to implement black-box adversarial attacks using
FPGA devices. This procedure is general enough to be easily adapted to other existing learning systems

and can be regarded as a generalized safety testing procedure.

* We show a novel application setting of utlizing an existing hardware IP from an absolute high-level
without going through the whole hardware design procedure. This can be regarded as a hardware-
oriented algorithm design process that can be useful for designers that are more focused on the algo-

rithm application side.

8.2 Background

Even though deep neural networks have been widely used, due to the complexity of current networks, the
principles of deep networks remain a black box. Researchers have found some methods that make small mod-
ifications to an input image without harming original information, which then can lead the neural networks

to wrongly classify the image [34].

8.2.1 Binary Neural Networks (BNNs)

New generations of programming logic devices are equipped with stronger specifications than before. How-
ever, the internal structures of FPGA devices determine that they are more efficient in fixed-point computa-
tions [159] rather than more widely used floating-point computations on normal CPUs. Therefore, quantized
and binary neural networks with fix-point value representions have become the most suitable type of infer-
ence tool for FPGA devices. Current applications of BNNs show that they can perform hundreds or even
thousands of inferences per second. This means the inference can almost be regarded as real-time. The most
typical BNN realization by far comes from Xilinx [108] trained on MNIST and CIFAR10 datasets but can
also be used on other tasks. One feature among all inference libraries is that the inference can return the
results in a vector of confidence score values on classes and the final inference result class is the one with the

largest confidence value. The returned vector would be used for estimating the sensitivity of pixels.

8.2.2 Gradient-based Attack
Many attack methods have been developed by far, but the most well-known and fundamental is still the FGSM

(Fast Gradient Sign Method) [36].

n = ¢e-sign(V,J(0,x,y)) 8.1
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Here 0 represents the parameters of a model, x is the input to the model, y refers to the targets associated
with x (for tasks with targets) and J(6,x,y) is the cost function used to train the neural network. Further,
€ is the magnitude constraint added to the original sample. This method is quite simple and intuitive. The
attacker makes modifications to maximize the loss function. As the modification is small enough it actually
preserves the original information structure.

Since then other attack methods have also been designed [160]. All these methods are most optimal
to be implemented on GPUs and can hardly be practical for edge/IoT environments, which have stringent
limitations on device power and size. This paper shows how to implement a simple adversarial attack for
BNN-based ML executing on FPGA. It shows how a small and low-power programming logic device can
also be dangerous and universal weapon against neural network machine learning systems on the edge/IoT.
The method implemented in this project can be viewed as a modified version of the Fast Gradient Sign

Method (FGSM) algorithm specially designed for FPGA devices.

8.3 Overall Architecture

—\
_/

Bird Cat

Figure 8.1: End-to-end Input and Output.

The overall attack procedure is designed as end-to-end. As shown in Figure 8.1, the attack framework
inside the programming logic device receives an image and returns a same-size image with adversarial char-
acteristics. This image is more likely to be mis-classified by end user’s model. In this case, the modified

image of a bird is classified as a cat by the BNN.
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We implement a similar procedure to FGSM [36] discussed before. For FGSM, the execution can be
divided into two parts. The first part retrieves the gradient of loss function for each pixel. The second part
is to to obtain the sign of the gradient matrix and add perturbation. For our application, a more detailed

flowchart is shown in Figure 8.2. We can see that the computations mainly lie in two parts:

 Estimate pixels’ sensitivity to prediction confidence.

» Compute signs of sensitivity to add perturbations with a certain magnitude.

Input

Input
Image
Output
Get
Prediction + = Adversarial
Confidence .~ Image
Image Batch by Change _ GetSignand
adding pixels to caused .by - Multiplied
the original added pixel by a
magnitude
\\777//

Figure 8.2: Overall Procedure of This Attack.

The first part is more difficult. For current BNN applications, the inferences are one-way and do not
provide the function of computing arbitrary graphs like returning pixel-wise gradients to the loss function.
As it returns confidence vectors, we can use these return values to construct a sensitivity distance function.
As a result, we can regard this classifier as a black-box and use this metric to estimate importance of pixels
instead of using gradients.

As the inference on the BNN is very fast, a very straightforward idea can be implemented here: modify
one pixel in an image and measure the classification confidence change for this image. Iterating through
pixels in an image and we can get the pixels’ sensitivity to prediction confidence. Consequently, learning
from the classic FGSM method, get the sign of these pixel changes and multiplied by Lambda to get noise

added.

8.4 Attack Design and Optimization
In this section, we dive into the details of the black-box attack algorithm we designed and optimize for

programmable logic devices.
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8.4.1 General Idea

Current black-box adversarial attacks against neural networks comprise of two main technical paths. The
first tries to obtain a substitute neural network to imitate the original network and the attack on this substitute
network is highly likely to be transferred to the original neural network [8]. Transferability is an important
feature of adversarial examples [161], which makes it possible to directly use accessible pre-trained neural
network models to make adversarial attack in a direct or ensemble way against a new model with high success
rate.

The second is more similar to popular paths of obtaining cost-sensitive samples. Using a number of
queries to make estimations of the gradients to the target neural network is easier than training a totally new
network from scratch [9; 162]. This can also be combined with some other optimization techniques like local
search to get some accelerations [163].

Our attack method is closer to the second type of gradient estimation. However, there are two significant
differences worth pointing out. First, we do not seek to accurately compute the gradient values with a general
framework and we are only interested in what pixels would be more sensitive to the current prediction system.
Second, as we are implementing this attack on a low latency FPGA device, we are only seeking a relative
high successful attack rate for each image[164] but we are pursuing the consecutive adversarial impact in
time. That means the attack frequency also matters. This would be a critical point for attacking internet of

things devices in a streamline setting.

8.4.2 Pixel Sensitivity Estimation

The most important problem for us is how to define sensitivity of pixels without direct computations of gra-
dients? A metric is required to do this measurement. As mentioned, the classifier returns an array containing
prediction confidence for each class and the class with the highest confidence would be the classification re-
sult [108]. To further reduce the computation burden, we just use the confidence gap between the largest and
second largest as the prediction robustness metric. We set a threshold value to filter out very small changes
and the rest would be regarded as sensitive pixels need to be modified. That is, for an output confidence score

vector:

S = {scorel,score2, ....,scoreN } 8.2)

where N is the number of output classes, we define the sensitivity metric in the following form:

Sensitivity = max(S) — max(S \ max(S)) (8.3)
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as a confidence variation metric for evaluating the sensitivity when the value of a pixel changes. The
semantic meaning of this metric is direct: it refers to the difference between the most confident score and the
second most confident score, which can be viewed as the absolute confidence of the prediction. This is partly

highlighted by the difference form from Hinge Loss [165] but still holds the requirement of simplicity.

8.4.3 Multi-Channel Approximation

For color images, there are three color channels and normally in adversarial perturbations, the three color
channels are aligned separately for their sensitivity values to the overall cost function. To further accelerate
the computations throughout multiple color channels we further implement a simple but useful approximation
technique here. Since the three different colors of red, green and blue have three different wavelengths and
make their own contributions in the formation of a standard colored image. We can take average according
to their contributions, rather than using average values of the three.

In common digital application, we use the standard equation below to convert RGB images to grayscale [166]:

Gray =0.2989 %« R+ 0.5870xG+0.1140%« B (8.4)

This means that the three colors contribute with different weights for natural light. An intuitive explana-
tion is red color has the longest wavelength of all the three colors, green has the second longest wavelength
but also gives more natural smoothing and blue contributed the least. To make it more compatible with fixed

length computation, we further simplify this equation as a pure integer format as shown below:

Gray=3%xR+6xG+1%xB (8.5)

From this approximation, we define perturbation with magnitude d as

[R',G',B'| = [R,G,B] +d*[3,6,1] (8.6)

That is, a unit perturbation in our attack is a weighted modification added to the three channels in the
vector form at the same time. To the best of our knowledge, we do not know of any other approach that
implements this kind of color channel approximation technique for neural network perturbation analysis. We

believe this would be useful for many applications involving multiple coherent information channels.
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8.4.4 Final Attack Algorithm

In all, we get a simple integrated black-box adversarial attack framework. A more formal description is given

in Algorithm 8. There are three hyperparameters here in the attack settings:

 Step. The sampling stride for choosing pixels, for examples, step=2 means choose pixels every x=x+2

or y=y+2. You can understand this as a sampling density;
» Thres. A threshold value for choosing sensitive pixels among sampled pixels;

e Lamda. The magnitude of perturbation added to the original image.

Algorithm 8 Simple Black-box Adversarial Attack using BNN

Require: X: an input image consisting of n pixels X = {x1,x2,...,x,}. And x; = x;_| + Step; Thres: A

— — =
M e

R AN A R

threshold value for choosing sensitive pixels among sampled pixels; Lamda: The magnitude of pertur-
bation added to the original image; d: the unit testing magnitude of adversarial deviation; Lamda: the
maximum magnitude of adversarial deviation; BNN: binary neural network predictor; max:return the
maximum prediction score from a classifier.

Hardware Initialization(Download BNN to FPGA board)
BNN(X) + So
Xmadified «—X
for x; € X do
Xemp < {x1,%2, 0y xi+d,..ooxn}
Simp < BNN(Ximp) — So
Sensitivity; <— max(Simp) — max(Sump \ max(Simp))
if Sensitivity > thres then
Xonodified|i] = Xi + Lamda  sign(Sensitivity)
end if
end for
return X4 fied

8.5 Experiment Results

Experiments of adversarial attack against neural network are implemented on an Ultra96 Zynq Ultrascale+

Development board with PYNQ operating system.

8.5.1 Experiment Settings

Ultra96 is an Arm-based, Xilinx Zynq UltraScale+ MPSoC development board based on the Linaro 96Boards

specification [167]. Itis a newer generation Zynq development board equipped with Ultrascale+ programmable

logic chip. It comes with micron LPDDR4 memory providing 2 GB of RAM in a 512M x 32 configuration.

Wireless options include 802.11b/g/n Wifi and Bluetooth 4.2 (provides both Bluetooth Classic and Low En-

ergy (BLE)). This is a powerful prototypical programmable logic board with a balanced configuration which

makes it an ideal test platform for internet of things applications.
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As mentioned, since this is a simple black-box attack, the application involves only high-level utilization
of programming logic. To simplify the algorithm realization process, the PYNQ [168] operating system is
used and only Python is required here to implement the attack. The attack program is also tested working on
Digilent PYNQ-Z1 baord and in theory should be working on all Zynq devices that can run PYNQ operating
system and its corresponding version of binary neural network. We are using the officially supported BNN
package [169] provided by Xilinx to conduct batch inference experiments. It can be executed at an optimized

stable frequency of 300MHz.

8.5.2 Test Results

As batch testing is still quite time-consuming even when run with hardware acceleration, we choose the first
200 samples from the cifar10 test dataset to evaluate the performance of the attack. Given different hyper-
parameters, we first evaluate the attack error rate under BNN on PYNQ itself. The meaning of black-box in
the attack is that the attacker does not know the exact internal structure and values of the prediction model

and can only get access to the output results given inputs.

Error Rate for Step=1

20
7L I B .
Thrag 5o

Figure 8.3: Error Rate for BNN Model(step=1)

Figure 8.3 gives the error rate under different settings. We can see the impact of this simple attack. The
selection of hyper-parameter values also affects the attack success rate. We ran batch experiments on different
hyper-parameters and use visualizations to give a more direction impression on their impacts.

One critical aspect of neural network vulnerability is that a same set of adversarial examples can be
transferable [161] among different models. We also conduct experiments on a standard convolution neural
network model [170] for comparison. It can be seen in Figure 8.4 that the error rates are a little lower than
the BNN model under same settings but still show obvious impacts on the prediction model.

Table 8.1 shows the number of queries in one attack required for a 32*32 image and average attack
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Figure 8.4: Error Rate for Standard Model(step=1).
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Figure 8.5: HW/SW Attack Speed Comparison.

time consumption for different step (sampling density) values on both host CPU( ARM CPU on board)
and hardware accelerator executions. Ultra96 is equipped with an ARM Cortex-A53 CPU together with
programming logic that supports pure hardware logic. The last row in the table gives an acceleration ratio of

programmable logic execution to pure software execution. To make comparisons easier, Figure 8.5 provides

visualizations on these time values.

For step=2, the hardware attack on one image takes only 0.27s while software attack takes 73.9s. Hard-
ware executions show a 200x performance acceleration over software executions whatever the step value is.

When the execution takes short enough, the attack can be more aggressive in a real-time manner.

95



Table 8.1: Time Consumption Comparison for Conducting One Adversarial Attack

PerAttack step=1 step=2 step=3 step=4

NumQueery 1024 256 121 64
Hardware/s 0.97 0.27 0.16 0.096
Software/s 281.1 73.9 32.7 20.6

Acceleration  290x  273.7x 204.3x 214.6x

8.6 Conclusion

This paper shows a simple black-box adversarial attack against neural networks using BNN on FPGA. We
show the process of making a hardware-oriented adaptive algorithm design and adoptation. We also show that
potential applications of quantized neural networks might be under threat with a simple attack procedures.
And with the development of more advanced hardware accelerators on the edge like Jetson Nano embedded
GPUs [117] or ASICs like Coral TPU [109] or Intel NCS [118], the threshold of conducting such kind of
adversarial attacks on the edge with a low latency would be even lowered.

This paper is just a preliminary step of showing the power of programming logic or other potential hard-
ware accelerators in the field of adversarial machine learning. Current development of new synthesis and
interacting tools provide better ways to make developers more focused on algorithmic issues. Due to their
low latency and low power consumption levels, we believe hardware acclerators like FPGAs will play more
and more important roles in edge/IoT scenarios.

One new type of threat worth mentioning against edge/[oT machine learning systems is the possibility of
combining side-channel information leaks with adversarial attacks. A recent work from a research team in
Cornell shows the possibility of reverse engineering the neural network internal structures and even weight
information on FPGAs using side-channel information like power and cache [171]. This may under many
realistic circumstances change the current adversarial attack settings in edge/IoT systems. In this way, some
past black-box adversarial attacks can be boosted to gray-box or even white-box level and edge/IoT systems

will be under more serious threat.
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CHAPTER 9

Universal Adversarial Attacks on Quantized Neural Networks
Motivated by the edge model deployment procedure shown in Chapter 6 and potential potential vulnerabil-
ities of edge LECs in Chapter 8, this chapter further tends to dive into the adversarial robustness of LECs
on edge from a joint view. We study the potential threat of using a same universal adversarial perturbation
to compromise all prediction models targeting the same task but with different quantization compressions

across the cloud/edge pattern. To solve this issue, we also propose a defensive model deployment workflow.

9.1 Problem Overview

Deep learning-based machine learning (ML) models are becoming commonplace in cloud-based services,
such as in object detection, image classification, speech recognition, etc. However, due both to real-time
response requirements and privacy concerns, many of these services, particularly those used in video surveil-
lance or proactive maintenance in industrial plants, must rely on edge computing [45]. Edge services are
designed and deployed in such a way that the critical, time-sensitive components execute at the edge where
ML models are used for prediction tasks [172] and the remainder components are deployed in the cloud.

Edge computing is, however, characterized by extreme heterogeneity in its resource types and significant
constraints on their capacities (both compute and power). Consequently, the complex and large ML models
that are traditionally utilized in cloud-based services cannot naively be deployed at the edge. To address
these concerns, ML model compression techniques, such as model quantization [49], are attracting significant
attention. These methods support high compression ratios while providing acceptable accuracy loss thereby
enabling a practical cloud-edge application, where full-precision models are deployed on cloud servers and
lightweight, quantized models on edge devices.

The resource heterogeneity at the edge, however, precludes a one-size-fits-all quantized ML model for a
given full ML model; rather the quantized model’s network architecture will vary based on the quantization
settings [173]. To automate the transformation from full-scale to quantized models that are customized for
the underlying edge hardware platform, solutions such as hardware-aware training [174] and model com-
pilation [175] have been proposed. One recent work designs a systematic model compression pipeline to
generate one neural network and then specializes it for efficient deployments across diverse platform config-
urations [176].

Despite the widespread use of ML models and their quantized counterparts at the edge [177], ML models
are shown to be vulnerable to adversarial attacks [36], which are carefully designed inputs with bound-limited

(i.e., small and almost undetectable) added perturbations that can greatly mislead the pre-trained models
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Figure 9.1: Practical Deployment of Hardware-aware Quantized Models under the Threat of Universal Ad-
versarial Perturbations (UAP). The same attack perturbation may lead to model performance deviations on
devices across multiple deployment levels.

into making suboptimal or incorrect inferences. Past research has even shown the existence of universal
adversarial perturbations (UAP), where a single instance or type of perturbation has the ability to adversarially
impact almost all data samples [70]. Moreover, these perturbations are also easily transferable to other models
in an entirely black-box manner.

Although a significant amount of research on adversarial robustness (i.e., being able to defend against
adversarial attacks) of traditional ML models exists, only limited work exists on evaluating the robustness

of quantized ML models [178]. The available literature suggests that model compression techniques set a
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limit on the amplitude of the classification prediction score'

caused by perturbation and therefore improve
robustness, while other works even propose compression-based defense solutions [179]. There are also some
research works that combine adversarial robustness with the lower-level circuit design point of view [180].
But mostly, these defensive trials put attention on the adversarial training phase [181; 182; 183] rather than
dealing with existing models, which might be costly in some application cases.

Thus, for applications using the cloud/edge ML model deployment pattern where adaptive model com-
pression is used for different types of devices at the edge, we question whether the following potential threat
assertion holds for a range of deployments as shown in Figure 9.1: Quantized models with different preci-
sion levels are vulnerable to the same universal adversarial perturbations (UAP) as non-quantized models.
Validating this claim is important because the existence of the same adversarial perturbations that can com-
promise models at all precision levels would greatly reduce the threshold of potential adversarial threats in
practice.

To that end, we propose a defensive deployment framework realized within a middleware that com-
prises design- and run-time capabilities for quantized models under universal adversarial perturbation [70].
We show that the adversary of UAPs is highly correlated to the model generation method of post-training
quantization. To solve this problem, we then develop defense mechanisms based on a novel approach of
post-training quantization of adversarially trained models, which are then deployed in the runtime infrastruc-
ture to realize adversarially robust edge services. Our middleware can be viewed in the same spirit as prior
middleware efforts that provide fault tolerance or security to applications.

We evaluate our ideas for different precision levels of quantized neural networks using the object classifi-
cation datasets of CIFAR10,CIFAR100 and SVHN, which are suitable for applications, such as surveillance
or wildlife monitoring, and are the most widely used computer vision datasets. The experimental results using
our evaluation workflow reveal two interesting observations. First, the natural quantized models (i.e., without
adversarial robustness) are still vulnerable to universal perturbations and the perturbations from some quan-
tized models are even transferable to other quantized models. Second, the state-of-art adversarial training
methods are efficient against universal perturbations. Moreover, adversarially-trained quantized models via
post-training quantization preserves the robustness against these kinds of attacks and hence can be realized
within a reusable and configurable, adversarial defense middleware for edge-based services thereby obviating
the need for reinventing the wheel in realizing adversarially robust, data-driven edge services.

In summary, this chapter makes the following contributions:

* We present a reusable and reproducible evaluation workflow to formalize the security and resilience

! A neural network makes a classification inference by choosing a class that has the highest amplitude of the prediction score. This is
often realized by a Softmax function as the model output.
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testing of quantized neural network models under universal adversarial perturbation (UAP) attacks.

* We show the consistency of robustness of adversarially trained models and propose a defensive quan-
tization method towards more robust quantized models that can be codified into a configurable and

reusable middleware solution that edge services can utilize.

* We evaluate the UAP attack and defense on the most widely used CIFAR10/CIFAR100/SVHN datasets.
We show the vulnerability of normal quantized models and highlight the compactness and the efficiency

of our proposed defense strategies.

9.2 Adversarially Robust Data-driven Services: Design and Implementation
We now describe the design of our proposed framework that provides a reusable service to realize adversari-
ally robust data-driven services at the edge. Our approach comprises two phases as shown in Figure 9.2: an
offline phase and an online phase of which the offline phase is more significant and drives the deployment of
the appropriate adversarially robust quantized model in the runtime infrastructure.

In Step A of the offline phase, a user-supplied ML model along with training data is submitted to our
system to undergo adversarial training, which is the novel aspect of our approach. In Step B, this adversarially
trained full, robust model then undergoes quantization and robustness evaluation to form robust quantized
models of different precision levels. Subsequently, in Step C, depending on the constraints imposed by the
underlying edge hardware, i.e., deployment target, an appropriate robust, quantized model is synthesized and
deployed in the runtime to perform the prediction/inference operations at the edge in the online phase.

Step A can make use of existing adversarial adversarial training techniques [96] and has a general com-
patibility. Step C involves hardware synthesis, which relies on hardware-specific toolchains from hardware
producers such as PyTorch machine learning framework support on NVIDIA GPUs. Our work validates the
efficiency and necessity of state-of-art adversarial training in Step A and further proposes the generation pro-
cedure of quantized robust models in Step B. These together bridge the gap between robust ML models and

efficient hardware deployment in cloud/edge environments.

9.2.1 Generating Universal Adversarial Perturbations Across Quantized Models

The question we posed in Section 9.1 (see Figure 9.1) seeks to understand if and how much are quantized
ML models vulnerable to UAPs. As we noted before, there have been prior efforts that focus on adversarial
robustness evaluation of quantized neural networks like binary neural networks [164]. However, a systematic

investigation into different attack settings for UAP involving quantized models is still missing.
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Figure 9.2: Proposed Workflow for deploying robust quantized models for cloud/edge computing. Full-
precision models preserve performance on the cloud. Quantized models on the cloud are sometimes preferred
for increasing computation throughouput. With limited hardware resources, quantized versions of robust
models are preferred on the edge side. All compute intensive model preprocessing steps are conducted
offline and only model inference is executed online and so no extra overhead is induced at runtime. Our work
validates the efficiency of state-of-art adversarial training in Step A and further proposes the method towards
quantized robust models in Step B. These together bridge the gap between robust ML models and efficient
hardware deployment in cloud/edge environments (Step C).

We seek an automated attack generation across different precisions. A recent effort in universal per-
turbations has focused on atfack generation using a single model [184] and then attempts to transfer the
vulnerability to other models [161]. We extend this classical UAP generation algorithm and implement it in
a more generalized way that supports exploration on multiple models as shown in Algorithm 9. epending
on the amount of model architecture exposed by the user-supplied ML model to the attacker, Algorithm 9 is
implemented on the white-box setting. This white-box setting assume that the attacker has full knowledge of
the ML model like model architecture information and model weights.

Likewise, there could exist two settings based on the attack target. The direct attacks generate the adver-
sarial perturbation from the testing data directly. The indirect attacks generate the adversarial perturbation
from the training data and then add the perturbation to the testing data. To make this attack more realistic, we

mostly consider the latter setting where the attack is implemented on the training data. Then the generated
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UAPs are evaluated on the separate testing data.

Algorithm 9 Universal Perturbation using Model Ensemble
Require: X: data points ; F: predictor set containing predictors (with different quantization settings);
J(func,x,Ax): cost function of model func according to input data x with a step size of «; clip: clips
inputs in a range with a lower and an upper bound; o: modification step size for each iteration; €:
maximum bound distance allowed to be modified for each feature(L.. constraint).
I Ax+0,i+0
2: while i < Numlter do
3. f < randomSelect(F)
4 x < randomSelect(X)
5
6
7

Ax + argmaxVJ(f,x,Ax)
Ax + clip{Ax,Ax — a,Ax+ 0.}
cii+1
8: end while
9: Ax + clip{Ax,Ax —e,Ax+ €}
10: return Ax

The algorithm uses an iterative attack procedure (line 2). Each prediction model is randomly selected
(line 3) per iteration and the perturbation is gradually generated across the data points (line 4). A small attack
step is taken per iteration (lines 5 — 6). The final step projects the generated data back into its valid value
range (line 9). This ensembles multiple predictors together for UAP generation and formulates an equivalent

mixed-precision attack setting in the evaluation.

9.2.2 Deploying Adversarially Robust Quantized Models

From the adversarial attack in computer vision we know that an adversarial perturbation leads to large ex-
pansive increase in a target loss function with limited input modification and thus only invisible changes
are made. As a result, to make a model more robust we can make its potential loss function non-expansive
under constraints. In [179], the authors control quantized weights in adversarial training to suppress the net-
work’s amplification effect across layers so as to mitigate potential adversarial impacts. Similarly, researchers
from [185] proposed an iterative model compression framework combining quantization and pruning in op-
timization to train more robust models.

These past efforts show possible ways to get more robust quantized prediction models. However, they
are computationally expensive and cannot be combined with other defense techniques. Thus, we devise
a novel approach where instead of training a model from scratch, we obtain a robust quantized model by
directly quantizing a robust full model f,,, that is trained using techniques like adversarial training [186].
The consequence is that our approach is compatible with all state-of-art adversarial training defenses without
any impediment. Obviously, the premise of this procedure is that the post-training quantization of the model
preserves the adversarial robustness. To the best of our knowledge, the potential impacts of quantization on

adversarially trained models have not been studied.

102



There is no formal definition of what is a robust model under adversarial attacks. One important reason is
the diversity of defense policy deployment phases that take into account of the potential adversarial impacts.
Given the evasion attack setting [35], defenses can be conducted as input data processing [187; 188], model
internal robustness augmentation with adversarial training [96; 38] and more flexible model prediction pro-
cedures [44; 43]. Here, we are putting our focus on the second type of adversarial training which is based on
the most straightforward model prediction procedure with one single prediction phase.

In this way, we are discussing the single model, single phase prediction robustness. As a result, under
strong enough adaptive attacks [189; 94]. Generally speaking, robust models are generated by the tech-
nique of adversarial training. Based on their design principles and actual efficiency, adversarial training
has evolved for three generations. The first generation tries to insert adversarial examples into the training
dataset directly [36]. This proves to be efficient for single-step FGSM attacks but vulnerable to multi-step
attack methods. As a result, the second generation adversarial training induces the iterative attacks for adver-
sarial training sample generation [96]. In addition, the adversarial examples are updated in training epochs for
data batches and intermediate models. These days, researchers put more attention on the empirical trade-off
between adversarial robustness and natural robustness [190; 191]. This leads to the state-of-the-art regular-
ization based adversarial training method that is seeking smoother decision boundaries for a more balanced

performance between adversarial robustness and natural robustness [38].
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Figure 9.3: Comparison of prediction scores for 1st and 2nd most likely classes between a standard WideRes-
Net model and a robust model based on WideResNet architecture. A neural network classifier would compute
likelihood scores for classes and the class with the highest score would be the classification output.

As mentioned above, there have been many adversarial training methods developed so far [186] that are
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guided by diverse design ideologies. As past research works have shown the error amplification of neural
network models through their layers under adversarial attacks [187; 192], researchers are seeking defense
in the opposite way. It has been shown in both theory and practice that balanced robust models should be
achievable using methods that can impose tightened local Lipschitzness [193] in layers and augmenting them
with generalization techniques like dropout [194]. Empirically, current robust models have shown the feature
of being non-expansive [179] in prediction outputs. That is, given a bound-limited input variation, the output
magnitude changes from robust models are also bound-limited. It is worth pointing out that even though this
is hard to be formally proved, in practice the amplitude control effect can be visualized through empirical

experiments as shown in Figure 9.3 and Figure 9.4.
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Figure 9.4: Prediction score differences between Ist and 2nd most likely classes of a standard WideResNet
model and a robust model based on WideResNet architecture. This difference reflects the distance from the
data point to its nearest decision boundary.

Here the robust model [195] is based on the same network architecture as the standard model. As seen
from the Figure 9.3, the prediction scores for the maximum and the second maximum likelihood classes are
more separated for the standard model but the scores are smoothed for robust models. Figure 9.4 shows
the prediction score differences between Ist and 2nd most likely classes on natural and robust models. This
difference reflects the distance from the data point to its nearest decision boundary. This further illustrates
the trade-off between the natural robustness (prediction confidence maximization) and adversarial robustness
(prediction confidence smoothening) achieved by adversarial training techniques [38].

Based on these insights, we illustrate the impact of quantization on robust models. The theoretical analysis

and proof is provided in the next paragraphs. We make use of general characteristics of current defensive
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robust models and further discuss the impact of quantization operations on them. It is worth mentioning
that there has been research work that already made trials on the impact of quantization operations on robust
models[196], their analysis does not show a clear definition of robust models.

As part of our approach, we present two propositions for which the theoretical proofs are provided below.
The first provides the non-expansive characteristic of current robust neural network models. Further, based
on this general characteristic, we prove that this robustness property can be preserved under quantization

operations. This becomes the theoretical basis of our defense framework.

Proposition 1 (Robust Models are Non-expansive) Robust models can suppress the amplification effects of

deep networks by controlling the neural network’s Lipschitz constant.

For a function f : X — Y, if it satisfies:

Dy (f(x1),f(x2)) <Lip(f)Dx (x1,x2),Yx1,x € X 9.1)

for a real-valued k > 0 and some metrics Dy and Dy , then we call f Lipschitz continuous and Lip(f) is
defined as the Lipschitz constant of f. The Lipschitz constant describes how much the function output would
change given a certain input variation and therefore can be used as a metric for robustness under bound-
limited perturbations.

Without loss of generosity, a feed-forward network is composed of a series of functions:

fx)=(drod10...001)(x) 9.2)

where ¢; denotes the function of one layer. In this way, the function of the ith layer has its corresponding
Lipschitz constant of Lip (¢;). For the input and output of this specific layer, we have the following property:

For a neural network layer computation function ¢; : X; — Y;, it would satisfy:
Dy (¢, ()Cl‘) s ¢,’ (xl- =+ A)Cl)) < Lip((Pi)DX (x,-,x,- + A)C,‘) ,in,xi +Ax; € X; 9.3)

Here Ax; denotes the perturbation caused by the adversarial input. For the very first layer, this variation
equals to the input data adversarial perturbation, which means Ax; = 1. As a result, the overall Lipschitz con-

stant of the whole feed-forward network is the product of its L individual layer Lipschitz constants Lip (¢;).

L
Lip(f) <[ ]Lip(9:) O-4
i=1
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We focus on the difference between clean inputs x; = X and its corresponding adversarial inputs x, =
Xaav. From this point of view, we can regard a robust model as a serial combination of layer functions
with suppressed Lipchitz constants so that the total amplification under bound-limited adversarial inputs can
be controlled. We can imagine the most ideal case [179] when Lipchitz constants of all layers are strictly

compressed (Lip (¢;) < 1.0) so that the adversarial robustness can be fully guaranteed.

Proposition 2 (Quantization Preserves Adversarial Robustness) Given the robust neural network model

Jformulation shown in Proposition 1, post-training quantization (PTQ) of this robust model will generate a

1 A2L

robust quantized model with a high probability of (l —r ﬁ), where R > 1: a constant of prediction score

ratio between two most likely classes, A: quantization step size, and L:number of individual layers.

Model quantizations seek fewer representation bit-widths for model parameters 6 like weights and acti-
vations. We can use a linear range mapping function as shown in Equation 9.5 to quantize the floating point
parameters 6y into fixed-width Ny;; integer parameters 6.

) INbirs — 1
Qq = round (ef - mlngf) m (95)
f f

As the neural network layer computations are dominated by the multiply-accumulate (MAC) operations
on layer inputs, the output variation of layer i caused by the quantization step above can be bounded by a

Uniform Distribution determined by the rounding step as shown:

N >

Lip (9{) ~ U(Lip (9:) - %Lip (9)+7) 9.6)

Here A refers to the quantization step size. In linear quantization this is determined by the number of

1

representation bits used A = Mo T

We denote the original Lipschitz constant for the i'zh layer in the
network before quantization as ; = Lip (¢;).
To estimate the function amplification on prediction output class change, we investigate the Lipschitz

constant change of prediction scores between two most probable classes R; for the single i'th layer in the

network before (Lip (¢;)) and after (Lip (¢;)) quantization using the Chebyshev’s inequality:

Q
)

Pr(|Lip (¢]) — | > Ri) < = 9.7)

Here o7 refers to the quantization error of layer parameters. In probability, Chebyshev’s inequality guar-
antees that for a given probability distribution only a certain fraction of values can deviate more than a

distance from the mean.
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From the quantization equation Equation 9.5, we can see that quantizations incur an inevitable infor-
mation loss with the value rounding operation. For this linear quantization setting, we can compute the
quantization error power as:

71 A2
OGnoise = E (€%) = 1 i —e*de = — 9.8)

Moreover, this error variance should be the same for layers with same quantization settings so we would
have:
2 2 A?
O = OQNoise — 75 9.9)
12
To make the current class prediction score to become invalid (no longer maximum), the perturbation needs
to at least deviate the score by the ratio of R so this can be distributed to each layer as R; = /R. Here, the

required R is determined by the gap between prediction scores of the maximum and 2nd maximum likelihood

class but we can guarantee R > 1. Further, we get the overall perturbed probability as:

PrILip(f) — Lip(f)| 2 R < BF = 52

= 10
i T oL (9.10)

Consider the value range of quantization step A (for example A = 2%

- = %5 for the 8-bit quantized

representation), even consider the extreme case of only one layer L = 1 and very close prediction scores for

1

the two classes R ~ 1, the flipping probability computed from the above equation would be fls * % * 13-

Obviously, the possibility of classification change after quantization is strictly compressed if the original
model is robust under adversarial attacks.

Thus we have proved that quantization preserves the non-expansiveness of robust models by preserving
the overall Lipschitz constant of the network. Furthermore, the flexbile applications of robust models could
be a potential technical path towards more robust quantized models for cloud/edge applications.

It is worth pointing out this analysis might also indicate the impact of quantization operations of models
in the reverse way. It indicates simply using quantization on non-robust machine learning models would not
help improve the adversarial robustness.

Compared to past methods that aim to get a robust quantized model from the extra training, we propose a
simpler and more general approach based on the proposition, which can be implemented in a flexible way as

shown below.
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In other words, instead of training a model from scratch, we quantize a robust model f,;, from adversarial
training [186]. We consider this relatively simple problem to solve for an optimal quantization setting of
weight bitwidth W, and activation bitwidth A; to maintain the robustness. Such an approach greatly reduces
the search space and computational burden while maintaining model robustness.

Algorithm 10 illustrates the approach, which uses a simple search process to iteratively test potential set-
tings for model weights and activations. We randomly select a batch of data (or full data) for evaluation (line
5) and compare the natural (line 6) and adversarial performance (lines 7-8) for a selected quantization setting
(lines 3-4) on this set of data. The selection is made to maximize the adversarial robustness (classification

accuracy in this case) while maintaining the natural robustness at an acceptable level (lines 9-11).

Algorithm 10 Robustness-Driven Optimal Model Quantization Setting Search

Require: X: data points ; f,,,: full precision robust predictor; J( func,x,€): cost function of model func
according to input data x; £: maximum bound distance allowed to be modified for each feature (like Lo
constraint); quant: post-training quantization function, QuantList: quantization setting list for weight
bitwidth W, and activation bitwidth Ap; eval(func,x):evaluation metric for model func according to
input data x.
best <— 0,0ptBit <— empty
while QuantList do

W,,Ap < pop(QuantList)

fronT < quant (fr0b7 vaAb)

x + randomBatch(X)

natural < eval(f ,,por,X)

Xady < argmaxVJ(fmeT,x, 8)

current < eval(f ,por s Xadv)

if natural > threshold and current > best then

best < current

11: optBit < [W,,Ap]
12:  end if
13: end while
14: return optBit
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In summary, we propose a systematic evaluation framework for quantized neural network models under
the threat of universal perturbations. A simple defensive post-training quantization method is then proposed

as a defense solution for these kind of attacks.
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9.3 Research Evaluation

We evaluate our framework on the widely-used CIFAR10/CIFARI00/SVHN object classification datasets.
Our evaluations first illustrate the vulnerability of normal quantized neural networks under UAPs followed
by the efficiency of obtaining robust quantized neural networks using post-training quantization methods. We

then show the feasibility of deploying robust quantified models at the edge.

9.3.1 Model and Quantization Tool

We specifically consider the quantized model generation technique of post-training quantization (PT Q). To
implement post-training quantization, we use BrainChip Akida CNN2SNN Toolkit [197],> which is a light-
weight model quantization toolkit that is compatible with the Keras machine learning framework [170].

We consider three typical computer vision datasets of CIFAR10/CIFAR100/SVHN. CIFAR10 and CI-
FAR100 datasets [125] are 32x32 colour images in 10/100 object classes, with 6000/600 images per class.
There are 50000 training images and 10000 test images. SVHN [198] is a benchmark dataset containing over
600,000 labeled digits cropped from Street View images. We chose the most widely used CIFAR10 object
classification dataset from computer vision for a detailed investigation of the adversarial impacts on various
settings. To further validate the efficiency of the proposed defense framework, we also conduct experiments
on CIFAR100/SVHN datasets. In these datasets, included images are RGB images with 8-bit pixel values
ranging from 0 — 255. Perturbation magnitudes can be added in this range and a change of 8/255 leads to
approximately 3.1% of value deviation in all pixels. We incorporate different ML model architectures as

follows:

* Akida DS-CNN [197] is a MobileNet [149] architecture model with fewer layers. It utilizes depthwise
separable convolutions to reduce the model size and complexity. This model is used for CIFAR10

attack evaluation.

* ResNet [112] induces skip connections allowing efficient training of very deep network models. This

is used as the natural model for SVHN dataset.

» WideResNet [199] shows state-of-the-art performance on many object classification datasets and from
which many robust models are also adversarially trained [186]. This architecture is used for all three

CIFAR10/CIFAR100/SVHN datasets.

2We thank Brainchip Inc for granting us academic use of codes and models from the Akida toolkit.
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9.3.2 UAP Adversarial Attack Results

In this part, we conduct a detailed investigation of the adversarial impacts on the CIFAR10 dataset. Using our
universal attack procedure (see Algorithm 9), we show the existence of universal adversarial perturbations
across different quantization precision levels. Examples of these kinds of perturbations are shown in Fig-
ure 9.5. The attack strengths (Linf) increase from left to right: original, 1.6%,3.1%, 4.7%,6.3%, 7.8%,10.2%,
12.5%. We can observe that the perturbations become relatively obvious when the attack strength is higher
than 6% level but even on the strongest 10% level we can only observe some texture noise but the original

image structural information is still well-preserved.

Original  1.6% 3.1% 4.7% 6.3% 7.8% 10.2% 12.5%

Adv
Pert

o o e | B

PIaneh h h h

TE

Figure 9.5: Example Universal Perturbations on CIFAR10 Classes: airplanes, cars, birds, cats. Attack
strengths (Linf) increase from left to right: original,1.6%,3.1%,4.7%,6.3%,7.8%,10.2%,12.5%. We can
observe some texture noise from images with the strongest perturbations from comparisons with raw images.
But they still preserve original data structural information and are easy to recognize by human eyes.

Experimental results under white-box settings are shown in Figure 9.6 and Figure 9.7. From these results
we can observe that model quantization does not really provide a predictable guarantee in adversarial robust-
ness improvement. The diversity in the results stemming from different settings shows the significant need
for designing a systematic evaluation workflow that we have developed in this research.

We analyze these results under different predictor and attack settings. To ease the notation, we use the
abbreviation “wXaY” to indicate the quantization setting with X bits of weight and Y bits of activation. For
comparison purposes, the accuracy of the “ensemble” is defined as the mean of the classification accuracy of
multiple models for white-box experiments.

The post-training quantization (PTQ) model prediction results are shown in Figure 9.6 and Figure 9.7.
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PTQ Classification under White-box Trainingset UAP

\ Perturbation Setting
fp32

—— w8a8
— w4a4
— w3a3
— w3a2
— w2a2
ensemble

S
~
u

o
Ul
o

Accuracy/%

o
N
Ul

0.02 0.04 0.06 0.08 010 0.12
Increasing Adv Strength/Epsilon

Figure 9.6: Accuracy of PTQ Model under White-box Training Data Attack

PTQ Classification under White-box Testset UAP
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Figure 9.7: Accuracy of PTQ Model under White-box Testing Data Attack

Under white-box settings, the vulnerability expands for both direct testset or indirect trainingset attacks under
increasing attack strengths. Quantized models of w2a2, w3a2 and w3a3 show higher accuracy on a wide range
of adversarial perturbations. The results also indicate that for the full-precision (fp32) model, the universal

perturbation from the trainingset data seems to be more aggressive than the testset data.

9.3.3 Defensive Post-training Quantization Results
We further investigate proposed defense settings on more datasets. We show the impacts of perturbations
generated from white-box settings. We then show the efficiency of defending against such kinds of adversarial
perturbations using post-training quantization of robust models. It is worth pointing out that we focus on
defense in trainingset adversarial settings because these attacks are shown to be stronger and more practical
in realistic settings.

Fortunately, even though the state-of-the-art defensive adversarial training methods [96] are based mostly
on iterative white-box attack settings, the robustness of these models are highly preserved under univer-

sal adversarial perturbations. We consider adversarially trained robust models with state-of-the-art perfor-
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CIFAR10 PTQ Classification under Trainingset UAP
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Figure 9.8: Defensive Post-training Quantization on CIFAR10.

mances [186] as follows:

e CIFARIO: Pre-trained robust model from research work [200] induces helper perturbations to regular-

ize the decision boundary of the classifier.

e CIFARI00O: Pre-trained robust model from research work [201] demonstrates how adversarial robust-

ness can benefit from combining larger models, Swish/SiLU activations and model weight averaging..

* SVHN: Transfer learning from a pre-trained robust CIFAR10 model from research work [202] demon-

strates how adversarial robustness can benefit from semisupervised learning with some extra data.

It is worth pointing out we try to include robust models from different sources. The natural model of
CIFARI10 is a standard WideResnet network without adversarial training. The natural model of CIFAR100
is an adversarially-trained model on a different norm distance metric, which shows the incompatibility of
robust models from different norm metrics. The robust model of SVHN is based on the transfer learning
of a robust model of CIFAR10. We test our proposed defensive quantization approach using these robust
models on corresponding datasets. Experimental results of these three models are shown in Figure 9.8,
Figure 9.9 and Figure 9.10. We see that the linear quantization of weight and activation values preserve
model robustness. Moreover, for these robust image classification models, optimal quantized representations

vary across different datasets. On CIFAR10 and CIFAR100, the quantized representation using optBit =
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CIFAR100 PTQ Classification under Trainingset UAP
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Figure 9.9: Defensive Post-training Quantization on CIFAR100.

W, <~ 7,Ap < 7] bits in weights and activation shows the best adversarial robustness with the acceptable
natural robustness. On SVHN, the quantized representation using optBit = [W}, < 6,A; < 6] bits in weights
and activation shows the best adversarial robustness with a good natural robustness. These results show the
efficiency and scalability of adversarial training with post-training quantization approach proposed in our

defensive model deployment framework for cloud/edge environments.

9.3.4 Prototypical Hardware Deployment Validation

The results above show the online accuracy of the defensive quantization settings supported in our frame-
work. The next question is whether they become too difficult to deploy even though they have shown high
robustness? To validate the practicality of deploying robust models on the cloud as well as edge, we provide
a prototypical hardware deployment of these models on a server GPU and an edge computation platform as

follows:

* Cloud Hardware: The cloud inference deployment was conducted on a mobile workstation (server)
with a 4 Core/8 Thread Intel 17-7700HQ processor, 64GB RAM and a 2560-core NVIDIA P5000
Mobile Pascal GPU with 16GB GDDR5X VRAM.
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Figure 9.10: Defensive Post-training Quantization on SVHN.

* Edge Hardware: The edge inference deployment was conducted on an NVIDIA Jetson Nano Devel-
opment Board with an ARM A57 Quad-core CPU, 4GB RAM and an embedded 128-core Maxwell
GPU.

Even though hardware configurations for cloud and edge deployment are relatively different, the hardware
accelerations are all based on NVIDIA GPUs. In this way, some cross-platftorm ML engines like PyTorch
can be reused. We conduct model deployment profiling on a batch inference of 32 data inputs and obtain the

average value of 100 executions when measuring the memory usage and the latency. Experimental results are

shown in Table 9.1.

Table 9.1: Prototypical Hardware Deployment

Platform Cloud GPU Jetson Nano
Model Setting WideRes28-10 | Robl(w8a8,w7a7) | WideRes28-10 | Robl_w7a7_FP16
Compute Core GPU GPU GPU GPU
Model Format Pytorch Pytorch Pytorch Pytorch
Precision FP32 FP32 FP32 FP16
Model Size /MB 292.1 292.1 292.1 219.2
#Param 38.12M
#MACs 257.26G
Memory Usage /MB 396 436 686 186
Latency/ms 1.4 1.42 12.7 1.19
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There still exist some key differences in the prototypical deployment workflows. On the cloud side, we
only consider 32-bit full-precision(FP32) models to guarantee the completeness of model performance. Here,
the quantized robust model settings shown on the cloud side are based on the *fake’ quantization simulation
just as quantization-aware training does. In this way, model parameters are still stored as 32-bit floating point
values that are rounded to the corresponding quantization value range. That is the reason why the model
size of standard "WidRes28-10’ and quantized robust models are the same on the cloud side. Since we are
deploying the same model on the cloud and edge side, they share the same number of model parameters
leading to the same level of computations (MACs).

It is worth pointing out that computations with quantization settings are strictly limited by the underlying
hardware support. For the cloud side P5000 Pascal GPU, it has internal precision computation support of
FP32, FP16 and as low as INT8 (8-bit integer). But INT8 computations are based on the TensorRT optimiza-
tion framework [203] developed by NVIDIA and are not supported by all devices. For the edge side Jetson
Nano, it only has FP32 and FP16 support given its hardware architecture. Thus, better quantization support
has become a demanding trend for new edge devices. Newer devices like Google Coral Stick or Board have
incorporated INT8 computations. Computation devices like FPGAs (field programmble gate array) have the
most flexible bit-width support but they also need deep knowledge and expertise in FPGA deployment.

For the relatively flexible quantization settings like 7-bit or 6-bit that we consider, we store models in
higher precisions (FP32,FP16,INTS8) and then round these parameter values to lower bitwidth range for equiv-
alent computations. Even though Jetson Nano devices do not have INT8 hardware support, their half-float
FP16 representions are shown to be efficient. According to the results in Table 9.1, the inference latency of
FP16 model already reaches the inference latency level of the full precision model from the cloud server side.
This means that the deployment of robust models either on cloud or edge would not incur extra cost. We also
leverage the memory usage of the model inference, where on the cloud side this memory usage is measured
by the peak VRAM usage in the GPU. On the edge side, Jetson Nano has a unified shared memory for CPU
and GPU so the memory usage on the edge belongs to both RAM and VRAM. This explains why the same
32-bit full-precision model requires more memory usage on the edge side.

In summary, we conducted a prototypical model deployment workflow to show the applicability of the
model on both cloud and edge devices as shown in Figure 9.2. We show the potential for deploying robust
models in both these kinds of application environments. We choose popular commercial hardware devices
trying to show a prototype of practical model deployment workflow. In contrast, the lack of good hardware
support also limits the capability of deploying these models. Moreover, it can be anticipated that the high
demand for reliable model deployment on the edge side will leverage a large market in more efficient edge

hardware accelerators and more user-friendly software tools [173].
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9.4 Conclusions

This chapter presented a reusable and configurable LEC deployment framework that transforms a user-
supplied deep learning machine learning (ML) model into an adversarially robust quantized model (offline
phase) that is amenable to be deployed and operated in the heterogeneous and resource-constrained edge
(online phase). The middleware’s offline phase supports a systematic adversarial robustness evaluation work-
flow for quantized models under universal adversarial perturbations (UAPs). Experimental evaluations reveal
that traditional quantized models are vulnerable to universal perturbations and moreover, the perturbations
from some quantized models are even transferable. The work highlights the need for state-of-art adversarial
training and validates its efficiency. Further, this work is the first to propose the generation procedure of
quantized robust models combining model evaluation and quantization using adversarially trained models.
Such adversarially trained quantized neural networks continue to be compact and efficient making them use-
ful in realizing edge-based services. These together bridge the gap between robust ML models and efficient
hardware-aware deployment in cloud/edge environments.

Our future work will address current limitations in the presented work as follows: (1) Even though we
have shown an efficient method to obtain robust quantized neural network models, the post-training com-
pression methods cannot generate models for aggressive quantization settings like binary neural networks
for mobile or tiny devices. Thus, our current work provides only a partial solution comprising relatively
conservative quantization settings. Our future work will therefore explore more systematic quantization-
aware adversarial training for more flexible model settings [204]; (2) The deployable quantized models in
the current work are generated offline and hence cannot be adapted dynamically as operating conditions
may change. Accordingly, we will investigate dynamic adaptations extending to the further decision making
phase; (3) Distributed model inferencing is increasingly prevalent in edge scenarios and hence there is a need
for distributed, interacting quantized models with potentially different precision levels; (4) We only put at-
tention on the computer vision task of object image classification. This only occupies a very small fraction
of different potential application scenarios in CPS. We may need to further investigate classifiers for different
applications and other types of models beyond classifiers; (5) An emerging trend of LEC is the development
of large foundation models [205] that are very difficult to train from scratch. The deployment of this kind
model might lead to more general adversarial risks in both model optimization and deployment phases; and
(6) Investigating the use of machine learning compiling and optimization tools like TVM (which is available

in open-source) for generating more flexible robust quantized models remains an open problem.
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CHAPTER 10

Conclusion
10.1 Discussion
Our work investigates the problem of how to evaluate and improve the adversarial robustness of learning-
enabled components(LECs) in cyber-physical system applications. We show the potential risk of adversarial
impacts for several application scenarios from both software algorithm and hardware deployment levels. We
propose multiple resilient solutions to address firstly, the evaluation difficulty and, then the vulnerabilities of
the practical learning-based component deployment.

To wrap up, we again list out the challenges we are facing:

* Challenge 1: Define threat on system resilience for CPS ML application

* Challenge 2: Evaluate the resilience of ML deployment in cyber-physical systems

 Challenge 3: Adversarial impacts be mitigation in a resilient way

 Challenge 4: Learning deployment hardware impact the system resilience

Also, the tasks we have conducted or proposed to help solve these challenges in the Table 10.1 below.

The central topic of this thesis is "how to deploy machine learning predictors resiliently in adversarial
environment”. Even though we can claim this is one of the most generally seeking goal for all system
designer, this is still an open question that often requires taking into account of semantic and domain-specific
or even case-specific knowledge.

In this thesis, we first consider the scenario of smart grid load prediction and develop a dynamic data
repair framework to address adversarial vulnerabilities from partial compromise of sensor network data. Our
research defines and explores adversarial threats on a sensor network where a portion of sensor reading values
are adversarially modified. Based on this setting, we prove the vulnerability of machine learning predictor
even under this limited perturbation. Moreover, with the assumption that the attacker has knowledge of the
anomaly detector in the system, we further prove stealthy attacks taking into account of anomaly detectors
(auto-encoder based identity mapping type) are also possible without much barrier. To mitigate such potential
threats, randomization techniques are induced for adversary detection, we reuse the identity mapping model
of auto-encoder not only for anomaly detection but also for potentially adversarial data recontruction. Taking
into account of the DDDAS mechanism, we make use of feed-back data repair for incoming data in an

iterative manner.
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Table 10.1: Contribution Summary

Target . .
Task Scope Challenge Main Technical Path
Power system Model-driven,
1 o . 1,2 . . .
resilience evaluation Domain-specific abstraction
2 Load forecast 3 Dynamic data repair
robustness improvement
3 Adverary in 123 Adversarial classificationregression,
PHM application = Semantic structure
Hardware accelerator Hardware acceleration,
4 . 2.4 R . .
evaluation Reliability-driven anlysis
5 TinyML Patterns for CPS 2,4 TinyML, Edge Computing
6 FPGA BNN Black-box 14 Hardware acceleration,
Adversarial Attack ’ Adversarial Attack
7 UAPs on compressed 134 Model Quantization,
quanitzed models = Universal Adversarial Perturbation

We further study the adversarial robustness threat in prognostics and health management systems and
investigate whether incorporating semantic knowledge into LEC deployments would help overcome this kind
of threat. To the best of our knowledge, our work should be the first to conduct a systematic investigation
on the vulnerability of deep learning data-driven prognostics. We show both the classification (health status
prediction) and the regression (remaining useful life prediction) can be greatly affected by limited adversarial
perturbations. Meanwhile, more resilient model deployments with context-information can reduce the ad-
versarial impacts. This in turn shows that domain-specific knowledge is effective for adversarial robustness
improvement.

As all LEC deployments eventually have to be placed on certain hardware platforms, then we put at-
tention on the hardware availability of LEC executions on various cloud/edge scenarios. Several guideline
principles for efficient LEC deployments on edge hardware platforms ranging from CPU,GPU, FPGA, ASIC
and even tiny MCU are revealed and proposed. As in edge computing, different accelerator technologies can
illustrate different traits for different application types that run at the edge, there is a critical need for effective
mechanisms that can help developers select the right technology (or a mix of) to use in their context, which
is currently lacking. To address this critical need, we propose a recommender system to help users rapidly
and cost-effectively select the right hardware accelerator technology for a given compute-intensive task. Our
framework comprises the following workflow. First, we collect realistic execution traces of computations on
real, single hardware accelerator devices. Second, we utilize these traces to deduce the achievable latencies
and amortized costs for device deployments across the cloud-edge spectrum, which in turn provides guidance
in selecting the right hardware. Apart from these hardware options, a rapid developing platform is micro-

controller(MCU). A corresponding LEC deployment technique which has aroused more attention these days
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is called TinyML. Unfortunately, pure MCUs lack the capacity to conduct complex analytics with heteroge-
neous data sources in CPS. To address these limitations, we propose the solution of using TinyML deployed
at the edge in cooperation with system-level machine learning executing in the cloud. Specifically, we study
applications in which sensor data is collected and used to predict system health status and perform remain-
ing useful life regression. We also show how edge MCU devices and cloud computing can be combined
and adapted to satisfy diverse requirements, such as latency, power and communication. We also describe the
limitations of the current MCU-based deep learning in data-driven prognostics. To the best of our knowledge,
this is the first work to systematically investigate the TinyML-Cloud cooperation for data-driven prognostics.
We target this as a vision paper and aim to provide a high-level guideline for future PHM application designs
involving smart MCU-based decision making.

Finally, we propose a robustness-driven model deployment workflow mitigating the adversarial impacts
across these hardware platforms. Inspired by a simple black-box adversarial attack with/on binary nerual net-
works(BNN) on FPGAs after the hardware availability work, we investigate whether quantized models with
different precision levels are vulnerable to the same universal adversarial perturbation (UAP). We then present
a workflow that generates adversarially robust compressed models using a novel defensive post-training quan-
tization approach and deploys them at the edge. Experimental evaluations reveal that although quantized
models are vulnerable to universal perturbations, post-training quantization on middleware-synthesized ad-
versarially trained models are effective against UAPs. Furthermore, deployments on heterogeneous edge
devices with flexible quantization settings are efficient thereby paving the way in realizing adversarially ro-

bust data-driven cloud/edge services.

10.2 Future Work

Based on the accomplished research works, we believe there are two potential directions that may play impor-
tant roles in robust deployment of LECs. On one hand, with more research conducted on adversarial attack
and defense we would expect more automated procedures in both attack evaluation and defensive deploy-
ments. On the other hand, we have to admit the vulnerability of black-box deep neural network models may
remain inevitable in the near future, this in turn means maybe we can actually make use of adversarial exam-

ples in some occasions. As a result, we discuss two potential future directions in the following paragraphs.

10.2.1 Automated Robustness-Driven Model Evaluation/Optimization
The results in attack exploration and defense mechanism design show the gap in the performance between the
natural model and protected model. Deep Learning (DL) techniques are widely used in a number of classifi-

cation and regression problem settings. However, it is often the case that the complexity of these DL models
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force users to treat the DL models as black boxes making them vulnerable to adversarial attacks.Although
many attack and defense strategies have been proposed over the years, the diversity of the solution space
makes it challenging for users in practice to rapidly test the robustness of a trained DL model under adver-
sarial settings [206]. To overcome this problem, we propose exploiting model-driven generative techniques
to construct an automated adversarial robustness testing and model strengthening framework for DL models.
To that end we have defined a multi-stage approach comprising the following steps, which are described in

subsequent sections:

1. Basic predictor training/testing: Existence of a DL model is a necessary condition. If for some
reason there is no pre-trained model and data uploaded from the user, we provide predictor training

and evaluation pipelines for demonstration or further use.

2. Adversarial attack on the prediction model: This step provides the user with worst-case white-box
attack settings to enable testing the robustness of the predictor. This attack investigates one single

attack configuration that could be defined by the user.

3. Empirical Robustness Testing: This step is effectively a batch testing equivalent of the previous phase.
It investigates the model robustness on a series of increasing attack strength and returns empirical error

rates and loss sensitivity as output artifacts.

4. Defense Policy Search: This step automatically conducts a grid search on the input space of de-
fenses. Two types of defense policies are considered. The search needs to determine the optimal

hyper-parameter values in these defense policies.

5. Deployment of Defense Policy: In this step the framework applies a chosen defense policy for a
complete inference and allows the user to test the efficiency of the output defense policy on more data

and more flexible settings.

10.2.2 Utilizing Adversarial Examples for GOOD

Another direction is the utilization of adversarial attacks from the reverse point of view. That is, given the

current inevitability of adversary in ML, is it reasonable to make use of adversarial examples for good?
With the rapid development of edge computing and machine learning, edge-based solutions for video

streaming analytics have emerged as a popular system paradigm for video-centric applications [207]. Com-

pared to fully centralized solutions of pushing all computation burdens to the cloud, such edge-assisted sys-

tems offer tremendous benefits for more flexible deployment.

120



Meanwhile, video streaming in scenarios like smart cities may bring inevitable privacy concerns [208].
In an application like smart city neighborhood analysis, we can make use of several cameras in the neigh-
borhood to make analysis on vehicles and people and give suggestions on safety improvement. However, a
neighborhood resident may feel uncomfortable if video contents including his/her facial/clothing details or
vehicle routing details, are constantly streamed to a centralized platform performing the video analysis that
may reveal private habit or internal conditions.

As aresult, we can get an obvious conflict of interest from the privacy perspective. On one hand, clients
hope they can make use of some video analysis services to improve daily life. On the other hand, the potential
privacy leakage problem cannot be neglected. Essentially, this becomes a question of how much trust the end
client user should put on the overall service provider.

It is worth pointing out that privacy has always been of significant concern in the field of edge com-
puting [209]. However, current research on edge privacy mainly assumes attacker from the outside try to
intercept the data from the communication between the edge and the cloud. This kind of threat has been
mostly solved by stronger data encryption guarantee which prevents the attacker from getting access to the
data [210]. But this still assumes the complete trust on the cloud side service provider who may still abuse
the information in some way.

Assuming the existence of adversarial attacker from the cloud side, it is reasonable to assume that the
attacker would also have enough computation capability to run video analysis machine learning algorithms
to extract information from the large volume of video data in practical applications at a high speed. And most
intuitively, the edge can choose to give zero trust on the cloud side [211] and every data request would require
verification and authentication from the edge client user. But as we have pointed out the data volumes from
state-of-art video analysis tasks could be huge this model needs too much manual work in practice. To seek a
trade-off between full and zero trust, the edge can choose to give the cloud side limited trust and only provide
the cloud with data whose sensitive information part has been filtered [212; 213; 214]. In this way, the cloud
side could make use of the information provided by the edge side without being able to revealing all sensitive
information.

Based on all these discussions above, we believe the privacy issue in edge-assisted video analysis is still

a novel field worth diving into based on the following challenges:

* Only the edge side is in full control of the end client user and the client may not have full trust on the

center service provider

* Even though we are talking about privacy all the time, what is the exact metric for privacy in edge-

assisted settings?
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» To improve privacy, the edge side tries to hold and analyze data on edge without sending data to cloud.

How can efficient analysis in such resource constrained environments be guaranteed?

* The attacker may run video analysis machine learning algorithms to extract information from video

streams for large-scale abuse.

This overall would formulate a privacy-preserving problem in a general edge setting. Overall, we are
facing a problem with a big picture like this: given a limited set of hardware devices and corresponding
prediction tasks, we need to design a strategy to decide when and how we should make use of machine
learning models to analyze data to minimize potential privacy leakage risks.

One interesting problem we first need to specify is how to define the privacy. For a traffic video stream
with people and vehicles moving around from a camera, the privacy can be hierarchical. For one video
frame, privacy refers to whether people and vehicles exist and what attributes they have. High-level attributes
like color or make can only be used for identification in a rough manner. Low-level detailed attributes like
license plate or face would enable accurate vehicle or person re-identification. Furthermore, for a traffic video
stream, vehicles and people are coming in and going out continuously, which means temporal relations matter
for these objects in the frame.

Without loss of generality, we provide the definition of privacy of a video stream from three levels:

¢ Tier0-Privacy: the most sensitive and accurate information about an object that has unique identification

property. An example would be a car with license plate *XXXX’ past the road at the last minute.

 Tierl-Privacy: objects with certain attributes appear in a certain time slot. An example would be a

white Nissan car went past the road at the last 15min time slot.

* Tier2-Privacy: high-level condition for the target road segment. An example would be 10 cars went

past the road in the last hour.

We can see that this division is based on the granularity and uniqueness of object attributes. And of
course, more accurate and unique information means more privacy information within.

A novel privacy-preserving data processing technique is based on adversarial attacks. Without breaking
the original information structure hidden in the images, adding a bound-limited adversarial perturbation to
an image could prevent the abuse of information by machine learning models from the attacker in the data
distribution [215; 216; 217].

Based on the discussion above, we set the following guidelines for privacy-preserving data migration in

the deployment of machine learning models in an edge-based video analysis system:
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¢ Full raw high-resolution images would only be sent to the cloud if authorized by the edge user.

* For the performance checking, randomization in data processing should be considered to break the

temporal dependencies.

* Adversarial perturbations would be added to the relative low-resolution images sent to the cloud to stop

the cloud side to make further use of the image to do license plate recognition or face recognition.

We believe this adversary-based privacy protection would become a powerful tool to enhance information

security in a more general sense.
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